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Preface

NMS is a multiplatform and multiprotocol-compatible (such as SNMP, HTTP and CLI)
network management system. NMS has various network monitor tools, friendly customized
window and simple but versatile network configuration. Hence, the application of NMS can
greatly improve the efficiency of network operating. This network management system can realize
the real-time monitor of the whole network, making real centralized management of the whole
LAN available for the administrator.

This handbook is edited for the management system and the network administrator can know
all management functions and operation methods of this system after reading it.
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Discovery Management

Discovery Management provides a platform for device management. All managed devices are
logged in from this platform. After login the system will differentiate the devices according to
device types and their states and then provide different proper management methods to different
devices. The system obtains the basic information of the devices and then stores the information in
the database and at last display the information on the corresponding windows according to device

types.

The administrator can click System Management -> Runtime Administration or use the
shortcut key “ALT+R” to open the real-time management window, as shown in the following

figure:
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ﬁRu.ntile Administration
File Help

§|§Categ0ries v| B B P

P Categories

= &% Topology
H Discovery Configuratar
¥ Discovery Logs

In Runtime Administration tools, the system settings provided by the system makes users
configure the network topology flexibly and conveniently. For example, you can configure the
protocol and parameters, whether to discover the local network, whether to conduct automatic
discovery or whether to discover all nodes in a network for Discovery Configurator.

The systematic administrator can perform the following operations to open the Discovery
Configurator panel.

Click System Management -> Runtime Administration to open the Discovery Configurator
page, and then on this page click Topology -> Discovery Configurator. The Discovery Confurator
panel is shown in the following figure.
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ﬁRu.ntile Administration
File Help
[ Discovery Configuratar v B B P

P Categories
= &% Topology

General | Network Discovery | Node Discovery

o figurator
& Discovery Logs

# This tool configures the parameters which control the WebNMS discovery
Process.

# You can configure SNMP,ICMP and MativePing based discoveries by
specifying their related parameters.

# You can enable or disable the discovery of a network,a set of nodes in a
network or even a single node in a network.

AutoDiscovery [] Redizcaver Already Discovered

[] Discaver Localet Enahle Log

Discovery Intenval i

Click on the button to configure the Initial Parameters. Initial Parameters
Click on the button to configure the Rediscovery process.
Apply

The discovery settings function provided by the system makes the administrator conduct the
corresponding settings based on the following three aspects:
€ General
€ Network discovery
€ Node discovery

1.1 General

In General you will be presented how to set some common attributes of topology settings.
See the following figure.
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ﬁ Euntime Administration

File Help

&o‘ Discovery Configuratar

U IGE JE X

P Categories
= &% Topology

& Discovery Logs

figurator

General | Network Discovery | Node Discovery

# This tool configures the parameters which control the WebNMS discovery
Process.

# You can configure SNMP,ICMP and MativePing based discoveries by
specifying their related parameters.

# You can enable or disable the discovery of a network,a set of nodes in a
network or even a single node in a network.

AutoDiscovery [] Redizcaver Already Discovered

[] Discaver Localet Enahle Log

Discovery Interval i
Click on the button to configure the Initial Parameters. Initial Parameters
Click on the button to configure the Rediscovery process.

€ Enable automatic discovery or not
Automatic discovery is enabled by default. If automatic discovery is deselected, the
alarm information will be presented, as shown in the following figure:

¥arning

Disabling Autoliscovery will stop the Discowvery process.

Are wou sure wou want to do 1t?

Note: If the automatic discovery option is canceled, the system will not discover all
devices in the networ, and network discovery and node discovery are will be forbidden. See
the following figure.
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Runtime Administration

File Help
[ Discovery Configuratar v B B P
P Categories General

= &% Topology

5 y Canfigurator
& Discovery Logs

# This tool configures the parameters which control the WebNMS discovery
Process.

# You can configure SNMP,ICMP and MativePing based discoveries by
specifying their related parameters.

# You can enable or disable the discovery of a network,a set of nodes in a
network or even a single node in a network.

|Discovery Interval in secondsl

€ Rediscover the already discovered nodes

The rediscover the already discovered nodes option is used to decide whether to
rediscover an already discovered network. If this option is selected, rediscovery will be
carried on according to the rediscovery interval which is set by users. In defaut settings, this
option is deselected.

€ Discover the local network or not

The Discover the local network option is used to permit or forbid to discover the local
network where the NMS server is located.

€ Record the discovery log or not

This option is used to record and discover related information in a single log file. The
Record the log option is enabled by default. The related logs are saved in a
discoveryL ogs.txt folder.

€  Set the discovery interval

The discovery interval, taking second as its unit, defines the interval between two
devices in the discovery network. The default value is 1 second. To find a device, the
system will send an SNMP request and an ICMP request to it; if the system receives response,
a lot more SNMP requests will be sent to obtain more detailed information about this device.
Considering the CPU usage and the network’s flux, users have to set a proper discovery
interval, whose unit is second.
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Note: If the discovery interval is set to 0, no problem will arise. If you set the
discovery interval to O in the initial parameter dialog box, the NMS server will
read the value of the initial parameter at the first startup; but in the following
startups, the NMS server will read the discovery interval value in the regular
setup and the values of the corresponding discovery parameters in the local Ping
options

€ Set the initial parameters

The systemati administrator can configure parameters in the initialized parameter
window to improve the effeciency of the discovery. Click Discovery Settings -> Regular
Settings -> Initialized Parameters, the Initialized Parameters window appears, as shown
in the following figure:

& Initial Parameters

The dizcovery engine considers the parameters specified here during the first
start of the WiebMME server(either a cold or & warm start).

Discovery Intenal

Fediscovery Intenal

[CMP Fing Retries

SHMP Retries

MlativePing Timeout

MHativePing Retries

P
{
p
SMMP Timeout f
P
{
{

o
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The parameters in the Initialized Parameters window are described in the following table:

Parameter Remarks

Defines the interval between two devices in the discovery
network. The default value is 1 second. If this parameter
is set to be less than O or be some characters, the default
discovery interval of the system is 10 seconds.

Discovery interval

Defines the interval to carry on complete network
discovery (rediscovery of the network), whose unit is hour.
Rediscovery interval The default value is 24 hours. If a minus value (except
minus 1) is entered, the system still carry on network
rediscovery every 24 hours.

Sets the retry times of sending the Ping packets. The
default value is O, that is, the Ping packets are only sent
once.

ICMP Ping Retry
Times

Sets the timeout time for a device to reply the SNMP
packet after this packet is received by the device. (as for
not so good network conditions, you can set this parameter
to be a bigger value)

SNMP timeout

This parameter is mainly used for topology discovery,
status round query and data collection. When the device has
no response, the system will resend the SNMP packet.
The default value is 0.

SNMP retry times

Sets the timeout time for a device to reply the local Ping
Local Ping timeout packet after this packet is received by the device. The
default value is 1 second.

Stands for the times that the system resends the local Ping
packet when there is no response from the device, whose
default value is 1.

Local Ping Retry
Times

€ Set the rediscovery interval

Users can click Rediscovery to set the rediscovery process.

After the rediscovery option is selected, the rediscovery interval can then be set; if users
select the rediscovery date option, the specific date to carry on network rediscovery can be
designated.

1.2 Setting Network Discovery

The network discovery settings provided by the system enable an administrator to specify a
discovery area or to find a group of nodes in a network. The system supports the DHCP protocol.
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Click Discovery Configurator -> Network Discovery. The Network Discovery page appears, as
shown in the following figure:

ﬁ Euntime Administration

File Help

[ Discovery Configuratar v B B P

# Categories General| Network Discovery | Node Discovery
= &% Topology
iscovery Configurator Configure Network Discovery parameters IPAddress Metimask StarlP EndlP and DHCP are the key parameters for Netwoark Discovery.

Discover IPAddress Methask StarlP EndIP DHCP

Discaver () Entire Metwork () Setof Modes

IPAddress MNetMask |
|

[]oHep

[] shiap

Add |

1.2.1 Setting Remote Network Discovery

If an administrator wishes to add a remote network and discover this remote network, he can
select the “Discovery” option in the Network Discovery page to finish this settings.
€ Select the “Discovery” option on the Network Discovery page;
€ Enter the IP address and the network mask in the corresponding text box;
€ Click Add.
After the above-mentioned steps are performed, the IP address and the network mask are
added to the discovery list, that is, the system will discover this remote network.
Note: Multiple networks can be discovered if you add multiple IP addresses and network

masks.
Example for multiple network settings

As shown in the following figure, two networks are set:
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ﬁ Euntime Administration

File Help
EMDiscovewconﬁgurator v| B B P
W Categories General| Network Discovery | Node Discovery
= &% Topology
Di y Canfigurator Configure Network Discovery parameters IPAddress Metimask StarlP EndlP and DHCP are the key parameters for Netwoark Discovery.
& Discovery Logs
Discover IPAddress Methask StarlP EndIP DHCP
[17216.21.0 |255.255.0.0 | | | il
[192.168.1.0 255.255.0.0 | | | I
Discaver () Entire Metwork () Setof Modes
IPAddress MNetMask |
[]oHep
[ =tamae
Add |
Apply

In this example, the system will discover the network whose mask is 225.225.0.0 and whose
IP address is 172.16.21.0 and the other network whose mask is same but whose IP address is

198.168.1.0.
1.2.2 Setting Network Discovery in a Designated IP Range

By using the start IP and the end IP, the administrator can designate an IP address range to be
discovered. The detailed procedure is shown as follows:

€ Select the Specifying the node option and activate the start IP or the end IP.
€ Enter the IP address, network mask, start IP and end IP.
€ Click Add to finish the settings.

The administrator can set several IP address ranges in a network.
Example for multiple designated IP address ranges in a network

You can set multiple IP address ranges in a network, as shown in the following figure.
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ﬁ Euntime Administration

File Help
;MDiscovewConﬁgurator w B B P
W Categories General| Network Discovery | Node Discovery
= &% Topology
__a Discovery Configuratar Configure Network Discovery parameters IPAddress Metimask StarlP EndlP and DHCP are the key parameters for Netwoark Discovery.
& Discovery Logs
Discover IPAddress Methask StarlP EndIP DHCP
| | O
Discaver () Entire Metwork (3) Setof Modes
IPAddress ﬁD.D.D.D MNetilask P55.255.255.D
Start IP ﬁD.D.UAD End IP |255.255.255.0
[]oHep
[ =tamae
Add ]| [ Delste ]| [ Moty ]|
Apply

In the above-mentioned example, the system discovers the IP address range from 10.0.0.1 to
10.0.0.40 in network 10.0.0.0 whose mask is 255.255.0.0.

1.2.3 Forbidding Network Discovery

The "discovery” option is selected by default on the Network Discovery page. After the
"discovery” option is canceled, you can add the IP address and the network mask, or forbid the
discovery of the designated network, which further forbids the network to be added to the
topology database.

You can click Edit to reselect the "discovery” option or modify the IP address.

Multiple networks can be forbidden if you add multiple IP addresses and network masks.

1.3 Setting Node Discovery

The discovery mechanism of NMS can be used to discover the designated devices
mandatorily or discover the devices through specific ports or agents when users find any other
devices in the discovery network. In this way users can first find and add specific devices and
nodes before finding any other nodes in the discovery network.

Click Discovery Configurator -> Network Discovery. The Network Discovery page
appears, as shown in the following figure:
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ﬁ Euntime Administration

File Help

H Discovery Configuratar

U INGC=IE JIE

9 Categories

= £ Topology
i3 Discovery Configurator
& Discovery Logs

General| Network Discovery | Node Discovery

Configure Mode Discovery parameters IPAddress Netmask Community Port SKMP Version UserMame and ContextMame are the key
parameters for Mode Discovery

ShMP Version

Community

+ | Discover Parent Net []

SHMPAgentPort

Discover  Parent Met [PAddress  MNetMask | Community Port Yersion Uszsertame Contexth...
[v] false 172.16.21...|255.255.0.0 bdcom 161 V2 ~
[#] false 17216.21...|255.255.0.0 bdcom 161 w2
[] false 17216.21...|255.255.0.0 bdcom 161 V2
[v] falze 172.16.21...1255.255.0.0 bdcom 161 W2 e
[¥] Discaver
IPAddress(es) v MNethask [

161
|

1.3.1 Discovering a Node with Designated IP

If the administrator wants to find the designated node before any other nodes are found in the
discovery network, he can use the *“discovery” option to conduct this operation. The detailed
procedure is shown as follows:

€ Select the “discovery” option on the node discovery page and then enter the IP

address and the network mask in the corresponding text box.

address and the network mask is necessary.
€ Click Add. After the IP addresses and the network masks are added to the
discovery list, the system will perform the discovery of these nodes.

You can use the "Add" option to add or set more IP addresses.

1.3.2 Forbidding Node Discovery in the Local Network

Note: The IP

For how to discover the nodes in a forbidden local network, see Forbidding the discovery of
the local network in the regular parameter settings.
See the following figure to forbid the discovery of the local network and set the node

discovery in this network.
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Euntime Administration

File Help

&;‘ Discovery Configuratar

U IGE JE X

P Categories
= &% Topology

& Discovery Logs

General | Network Discovery | Node Discovery

# This tool configures the parameters which control the WebNMS discovery
Process.

# You can configure SNMP,ICMP and MativePing based discoveries by
specifying their related parameters.

# You can enable or disable the discovery of a network,a set of nodes in a
network or even a single node in a network.

AutoDiscovery [] Redizcaver Already Discovered
iscover Localbiet Enahle Log
Discovery Interval i

Click on the button to configure the Initial Parameters. Initial Parameters
Click on the button to configure the Rediscovery process.
Apply

File Help

&;‘ Discovery Configuratar

Euntime Administration

P Categories

= &% Topology
o nfi

& Discovery Logs

v @& & ?
General| Network Discovery| Node Discovery
Configure Node Discovery parameters IPAddress Netmask Comrmunity Port, SNMP Yersion UserMame and Contextiame are the key
parameters for Mode Discovery.
Discover Parent Wet IPAddress  MetMask Cammunity Port ersion Uszertlame Contextia...
| | | | | \ | | |
[+] Discaver
IPAddressi{es) |192. 168.0.18 v Methdask tzss.zss.zss.o
SKMP Vergion w2 v+ | Discover Parent Met []
Comrmunity public SNMPAgEntF ort 11
Add ]| [ Delste ]| [ Moty ]|
Apply

Conduct the above-mentioned settings and you can find and add the node whose IP address is

192.168.0.18 (If you
“Discover the father n

want to finde the whole network where this node is located, select the
etwork” option).
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1.3.3 Setting Parent Network Discovery for a Node

The “Discover the father network™ option is enabled by default. This option can be used to
enable the discovery of the father network of the selected node, that is, it is to enable the discovery
of the other nodes of this father network. Users can cancel this option to forbid the discovery of
the father network of this selected node. By default, only when this “Discovery” option is selected
can this network be found.

1.3.4 Setting SNMP Device Discovery Based on the Community and the Agent

Port

By default, when NMS finds the SNMP device, NMS finds that the community’s character
string used by the engine is public and the agent port is 161. However, some devices in the
network may use different ports and communities. In order to find these devices, the administrator
can set the SNMP device discovery based on the community and the agent port through the
following options.
€ SNMP version: select the corresponding SNMP version from the dropdown box of the
SNMP version (v1/v2/v3).

€ Community: designate the community of nodes. The default community is public.

€ SNMP agent port: designate the SNMP agent port of the node. The default agent port is
port 161.

1.3.5 Setting SNMPv3 Device Discovery

To find the SNMPV3 device, you can follow the steps below:
€ Select v3 in the SNMP version dropdown box. The username text box and the
context name text box will be activated.
€ Enter the username.
€ Enter the context name.
Please refer to the SNMP settings to obtain more information about SNMPv3 device
discovery.

1.3.6 Forbidding the Discovery of a Node with a Designated IP

On the "node discovery” page, the “discovery” option is selected by default. To forbid the
discovery of the designated node, you can cancel the "discovery” option and add the
corresponding IP address and network mask. In this way these nodes will be forbidden to be found
and added to the topology database.
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1.4 Discovery Log

1.4.1 Network Discovery Status

After configuring Node Discovery, please click Apply to automatically transfer to the Discovery
log page. The detected network and equipment will appear in the log. If there is network discovery,
the log page makes the being-detected status available, as shown in the following figure.

ﬁ Euntime Administration

File Help

EmDiscovewLogs v| 5= Z?’ D

@ Categories rgueryConditionLabel

s gfgopology devicelP, 0 .0 .0 .0 |deviceTypeplease select v|star1Time‘ |endTime| |

! Discavery Configurator

€73 Finding

rdeviceDiscoveryLog

index deviceMame deviceType operateType operateTime |

7 192.168.33.0 Metwark added 2012-05-17 15:36:15 ~
[ 17216.1.0 Metwork added 2012-05-17 15:36:14

5 192.168.100.0 MNetwark added 2012-05-17 15:36:14

4 192.168.47.0 Metwork added 2012-05-17 15:36:14

3 111.1.1.0 Metwark added 2012-05-17 15:36:13

2 192.168.0.0 Metwork added 2012-05-17 15:36:01

1 10.0.0.0 MNetwark added 2012-05-17 15:35:56

When all network discoveries are done, the log window makes available the Discovery Done
status. See the following figure.
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ﬁ Euntime Administration

File Help
EwDiscovewLogs v| B B P
@ Categoaries rgueryConditionLabel
= &Tupulugy . ,—| . X X
'L Discovery Configurator devicelP 0 .0 .0 .0 | deviceTypeplease select v|star1T|me‘ |endT|me| |
@ Finished
i deviceDiscoveryLog
index deviceMame deviceType operateType operateTime |
18 192.168.10.0 Metwark added 2012-05-17 15:36:18 L |
17 192.168.11.0 Metwark added 2012-05-17 15:36:18
16 192.168.12.0 Metwark added 2012-05-17 15:36:18
14 192.168.21.0 Metwark added 2012-05-17 153617
14 192.168.22.0 Metwark added 2012-05-17 15:36:17
13 192.168.23.0 Metwark added 2012-05-17 153617
12 192.168.24.0 Metwark added 2012-05-17 15:36:16
11 192.168.25.0 Metwark added 2012-05-17 15:36:16
10 192.168.26.0 Metwark added 2012-05-17 15:36:16
] 192.168.31.0 Metwark added 2012-05-17 15:36:14
g 192.168.32.0 Metwark added 2012-05-17 15:36:15
7 192.168.33.0 Metwark added 2012-05-17 15:36:15
G 172.16.1.0 Metwark added 2012-05-17 15:36:14
5 192.168.100.0 Metwark added 2012-05-17 15:36:14
4 192.168.47.0 Metwark added 2012-05-17 15:36:14
3 111.1.1.0 Metwark added 2012-05-17 15:36:13 =
2 192.168.0.0 Metwark added 2012-05-17 15:36:01 v

1.4.2 Discovery Log Query

If you want to query the device discovery and delete the logs, you can query them through this
function. You can query the required logs according to your condition. If you has not set your
condition, all logs will be queried.
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ﬁ Euntime Administration

File Help

EwDiscovewLogs v| B B P

@ Categoaries rgueryConditionLabel

= &3 Topology devicelF| 0 . 0 . 0 . 0 |deviceType[SwitchObject | stariTime 2-05-1615:37:56 | endTime| 12-05-18 15:40:49 |

4 Discovery Configurator
B2 Dis g%
@ Finished

i deviceDiscoveryLog

index deviceMame deviceType operateType operateTime |

5 10.0.0.100 SwitchOhbject  |added 2012-05-17 15:36:22 ~
4 172.16.21.51 SwitthObject  |added 2012-05-17 14:38:33

3 172.16.21.45 SwitchOhbject  |added 2012-05-17 14:36:18

2 172.16.21.52 SwitthOhject  |added 2012-05-17 14:36:18

1 172.16.21.172 SwitchOhbject  |added 2012-05-17 14:30:149

1.5 Precautions

Sometimes, a device is already in the IP network or the EPON network but cannot be rediscovered
or discovered during the discovery operation.

In this case, the deletion of a device in the IP network would not lead to the deletion of the
device's node in the EPON network. On the contrary, the deletion of a device in the EPON
network would lead to the deletion of the device’s node in the IP network.
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2. Map Management

Map management is also called as topology management, including IP topology management,
EPON topology management, and hand-in-hand topology management. See the following figure:

File Eponhiap(B) Systern Manager Window Help

aveEBE2&aeo

o NS
=8 Anplications

@ 172.16. 21. 147-Fpon

) Netwark Maps % Q@ aQqe-] *
=88 ipnet -
421721600 v
4317218210
562 EPON Network
1«:1»::;1 147-Epon| 172.16.21 147-Epon
) HIH Topo Network
@) Fault Management ERONG/A PEGEA P3G
-l Perfarmance v Q. . .
(@) Metwork Datahase 2= f= =
@ TaskManagement EPONIS EPQLE EPONSZ
(@) SNMP Tools
y JM !
DN N
Ep e =
/12 9113 o151

24

The shortcut menus are listed below:

Back: Click it to go back to the previous page.

Next: Click it to go to the next page.

w g O

Refresh: Click it to reread and display the topology in the database.

H

Add: This symbol will be explained later.

B

Add a link: This symbol will be explained later.

A\

Delete a link: This symbol will be explained later.

Device detection: For example, you can click it to look for the icon of “172.16.21.147”, as
shown in the following figure:
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@ 172 16. 21. 147-Epon

LR aQe-F =+ [ 7 |
5
58510 5C
= 17216 JI E} -Lpnﬁ.“ )
EPONIS P2GA1 PSGIA
v i -
= o]
Search
Search @
MapSymbal Mame 1721621147
| O Up &) Down [Jlgnore Case  [[] Match ¥whole Word a5
[ Find Next H New Search J[ Close ]
o
< X

Segment the current window: The result of clicking it is shown below:
Before the window is segmented:

Eile  EponMap(B) Systern Manager Windaw Help

a BB % 48D

S @ 172. 16. 21. 14T-Epon
=8 Applications - -
) Netwark Maps T REIQ Q-] *
&8 ipnet ~
I agine00 v

s
etwort

172.16.21.147-Epon

B sLoT_a
i B rse ERON3/A5 PS5 PSGaAM
() HIH Topa Network @ & ®

(& Fauti Management (=1 sk e
-

@-; Perfarmance S i eronan

(@) Metwork Database

) Task Managernent

(@) SMMP Tools v J&/ |
ony o
(==

After the window is segmented:
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File Eponhap(B) /-0l System Manager Window Help
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Done

2.1 IP Topology Management

Unfold the 1P Network node to open the IP topology management page. See the following figure:

'“o o @ B a8 ::: :ﬁ - =
s e L Tt s
i3 L a8 s -
) Jf!‘.,. Js . Jlgj ) e
49 a8 . = .
L2 - 'I.L- L

The IP network topology consists of the following parts:

& Title bar

The title bar shows the current network, such as 172.16.21.0.
€ Tool bar
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The tool bar shows in the following figure:

Qe 9-F -+ = @

"

non-anchor mode.

The anchor mode: the detected device icons are forbidden to move in this mode.

The anchor mode: the detected device icons are allowed to move in this mode.

If you click the “Select mode” shortcut button in non-anchor mode, the non-anchor mode changes
to the anchor mode. So it is with the anchor mode.

Select mode: There are two modes available for choice: the anchor mode and the

W Zoom: Click it, and the zoom preview is shown in the following figure:

ﬁ Zoom Overview

Put the cursor on the foursquare of the Zoom button and you can change the size of the zoom
window. See the following figure:
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B QR Q-7+ [z | @

ﬂ Zoom Overview K '
I

; 1 | d= @
L i 172.16.21.3 172.16.21.135
J S Ha
172.16.21.191 172.16.21.124 172.16.21.159

EE

ﬁl Zoom mode: Click it and then you cannot choose a device icon and the device icon can only

be zoomed out. You can click ﬁ,, to select the zoom mode. +Q Zoom out: Click it to enlarge a

device icon.

Q Zoom in: Click it to reduce a device icon.

=
- + .
- Icon zoom rate: When you move the slide, you can enlarge or

reduce the size of a chosen device icon. See the following figure:
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@ 172, 16.21. 0

Q@KLK

6.21.60 172.16.21.29 172.1;
172.16.21.3 17211

2 Resume: A device icon can be removed to another place, but it can go back to its original

place if you click the Resume button.

€ Search state:

The search state tells users the number of currently searched devices and the state of the radar
detector. The following figure shows that 14 devices are currently being found and the search is
still going on.

L« | @

The following figure shows that the search is already done and 17 devices are found.

=z | @

€ Search display zone:
The search display zone presents the currently detected IP topology. See the following figure:
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& Means the device is currently working normally.
@ Means the device is not under work.
After you choose a detected device icon, you can manage this device.

2.2 EPON Topology Management

Unfold the EPON Network node to open the EPON topology management page. See the
following figure:
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@ 172.16.21- 147-Epon

QR Q -] * [ ]
Rl
-
S2510
172.16.21.147-Epon
EP@N/S P3G/ PSG2A1
Silmré s'?%‘ e
EPONY/S EPQNYi4 EPOMN92
v & 1
O ONU
IEP 1208
=S4
L5) e 9i1:3 arsn
E
< >

When the EPON topology is opened, you may find it is similar to the IP topology. Here gives a
detailed description of the EPON topology and its operations.

In the EPON topology, you can find two links between OLT and optical splitter, one being green
and the other red. They relate with PSG and CSG (for details, please refer to related documents).
PSG is adopted between OLT and optical splitter. When the main link (represented by the green
line) cannot work normally due to troubles, the standby link (represented by the red line) will turn
to work immediately.

CSG is adopted between optical splitter and ONU. It also adopts link redundancy, that is to say,
the standby optical splitter will turn to work in time if one optical splitter has trouble.

If you right click the EPON network icon, the operation menu will pop up, as shown in the
following figure:

HIH Topo Descovery

Add Symbaol Ctr1+M
Anchor Map Ctrlth
LinAnchor Map Ctr1+1
Relayaut b

Change BackGround Cirrl4c

Save Map Ctrlts

The specific operations will be described below:
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€ Hand-in-hand discovery

For details, see section “Hand-in-Hand Topology.”
€ Addanicon:

To add an icon to the topology, do as follows:

If you click Add an icon or the shortcut button *, the following page appears:

G 172.16.21.147-Epon

»QQK]]D-T o+

>

585102
|

add Symbol 3] |

ol e ‘

-+
ERONG2

Symbol Label

e

¥

Symbol Hight 0

Symbal Width

(1l

Syrbol Map

Choagse lcan

- e ]
archite... device figure  netwark  other  terming
4 | [
.
4 b

Then you can choose a proper icon and click the Add button. The chosen icon is added to the
topology. See the following figure:




NMSAdministrator’s Handbook

@ 172.16.21. 147—Epon

v o@aaoe-r——+

add Symbol

Symbol name

Symbaol Label

TE | el de

T @ Ay =

. =
device netwark other terming

archite. figure

< Ii | S
I - L= Lmp g0
.. ofe ~d b 055 7
figured | figure2  figure3  figured  figured  figured|

3| & i | >

|

EFORGE

53

figure:

]

58610 9C
i |

17216.21.147-Epon

ERONE/S PEGEA PEGEA
[ ) Qe
= el
EPOMIS EPOMI/H
—
,
. IF{;!E,EB
Oriy 9i1:3
912

A
v
EPCME/2
!
ONU
==
9i5:1
b
»




NMSAdministrator’s Handbook

And then select Yes in the dropdown box. Finally the icon is deleted.  See the following figure:

[EEIES)

@ 172. 16. 21- 147-Epon
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€ Icon maintenance

The maintenance of the EPON network icon mainly refers to the changes of the widths, heights,
positions, pictures and names of the related EPON devices in the EPON network topology. The
maintenance of OLT, optical splitter or ONU is similar to that of EPON network icon. The
following is an example based on OLT. Right click the OLT icon. The right-key menu appears.
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Select Modify Map Symbol, as shown in the following figure:
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HIH Topa Descovery

The Maintain icon page appears, as shown in the following figure:
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In the Common option, the administrator can know the name and type of a device, the display
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name and the current topology, among which the display name system shall support the Edit
operation. In the Show option, the width, height, coordinate and name of an icon are included. All
of them support the Edit operation.
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After you set related data, click Refresh to refresh an icon.

€ Anchor topology
The anchor topology and cancelling the anchor are used as a pair. The anchor topology means that
any icon in the current topology cannot be moved. In the menu, you can click anchor topology or

"

on the toolbar and then the topology is anchored.

€ Cancel anchor
When you know to anchor a topology, it is very easy for you to cancel the anchor. In case a

"

topology is anchored, you can click cancel anchor or the shortcut button to cancel the

anchor.

€ Re-plan
Re-plan includes the vertical plan and the horizontal plan. See the following figure:
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Here take the vertical plan as an example. The horizontal plan is similar to the vertical plan. It is
noted that the completion of re-plan means the reordering of PON interfaces.
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€ Change background
The Change background operation is to change the tree icon and the background picture.

Before the background is changed, it appears as the following figure:
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After the background is changed, it appears as the following figure:
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Note:
If you want to add more customized pictures, you can store related pictures at the following
directories:
Installation directory\images\Treelcons\ (for the tree node icons)
Installation directory\images\Maplmages\  (for the background pictures)
€ Save image

Save image means to store to the database the state of the EPON topology when it is closed, so
that it resumes to the previous state when it is opened again.

3 Security Management

Security Management helps the system administrator to carry on the granular permission
management based on user and user group.

The provided security management tasks can be divided into user definition and group
definition, as shown in the following table:
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User Definition

Group Definition

Add users

Add groups

Add users to a group

Allocate users to a group

Set user description

Allocate operations for a group

Modify user’s password

Assign authorization to users

User audits

Delete user

All user lists

Click System Management -> Security Management, and the administrator can open the
security management page, as shown in the following figure:
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CEX

ﬁ Security Administration
Eile Edit Help

I\
Administration

If you click the group node and the user node, all groups and users will be displayed.
ﬁ Security Administration |Z||E|[X|
File Edit Help

24 & e 3 2R

=3 Users

Administration

3.1 Defining a User

3.1.1 Adding a User

The system administrator can follow the following steps to add a new user.
On the security management page, the administrator can use one of the following methods
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to open the Add the user guide window:
1 Click File -> New -> Add user.
2 Click the Add a user icon in the toolbar.
3 Right click the User node in the left tree and then choose the Add a user option.
The Add the user guide window is shown in the following figure:

ﬁ Security Administration
File Edit Help

NI I A O D
%Secunw

SECURITY

Administration

E User Administration

Uzer Deseription

Enterthe user name (*3 || |

Enter the full narme | |

Enter the password | |

Confitm password | |

By default any new user added will
hawe anly login permission.Selective
permissions ¢an be assigned to the
user in the following tuo ways :

* Direct assignment of permissions.
® Making him a member of 3 group
which has praconfigurad permissions.

If no pasawaord iz entered the username
will be taken asthe pasaword.
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Remark:
When the administrator adds a new user in the security management window
but does not set a password for it, the system will use the username as the
password.

Enter the username and password to the corresponding textbox in the Add the user guide
window and click Next, and then another window appears, as shown in the following figure:

ﬁ Dzer Administration [$_<|

User account expiry

Account never expires

Thiz user account expires in |:| Danls).

Fassword expiry

Fazsword never expires
The passward expires in [ | paysee.

i Flease enter the number of days inwhich
E the uzer andiar the passwaord expires. .

4 Avalue of Zero indicates no expiry.

Back ] | Mext | ’ Cancel

This window shows the expiration date of the user account and its password. In default mode,
both of them are 0, which means the user account and the password never expire. If the
administrator needs to set a period for the user account and the password, he shall deselect the
Account ID never expires checkbox and the password never expires checkbox, and then enter
the days in the corresponding textbox.

After setting the expiration date for the account and the password, click Next and enter the
last window of Add the user guide, as shown in the following figure:




NMSAdministrator’s Handbook

ﬁ Ozer Administration ﬁl

Group bazed permissions.

Direct assignment.

Bzs1gn groups for the user
Group narmeis)
[ Admin =+
[0 Users -

Enter the new group name

[ Add Group l

Iirect assizoment of Fermissions

Click here to assign permissions directly.

Back l | Finish | I Cancel l

The system administrator can distribute users the group permission or assign users the
operation permission.

The administrator can enter the new group name in the Add a group textbox and then click
the Add a group button to designate a new group for users.

The administrator can distribute users the corresponding group by clicking group-based
permission and the corresponding group name. The administrator can browse the group's

authorization operation by clicking =

Choose Direct distribution, and then the administrator can designate the authorization
operation to users directly without adding users to any group. Click the Permission button in the
Direct distribution of the access permission faceplate to pop up the Designate the permission
window. The system administrator can designate the authorization operation to users.

After distributing users to the group or designating the authorization operation to users, the
administrator click Over to confirm the above-mentioned settings. The newly-added users will be
displayed under the User tree node.

Note: If the administrator wants some alteration, he or she can click Back to return to the
previous window for necessary alteration before Over is clicked.

The system administrator can provide new users the following items: username, group,
password and password confirmation, and their durations. If the administrator clicks the
Everlasting Password checkbox and the Everlasting Account checkbox, the password and the
account will never expire. If the administrator deselects the two checkboxes, he or she should set
the efficient period for the password and the account. After the period, the password and the

account will take no effect again.
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If the username is already existing, the system will give an alarm information, notifying users
cannot be created.

3.1.2 User Settings

3.1.2.1 Browsing all user lists

If you select the User tree node in the security management window, all users will be
displayed in the sub-node, as shown in the following figure:

E Security Administration

File Edit Help

2% & e B 7R
%Securiw

3.1.2.2 Distributing a group for users

The authorization service provided by the NMS module can limit users' access permission to
the objects and instances. For example, users are limited in the authorization and can access only
some specific devices.

The system provides the group-based authorization, and the administrator designates the
corresponding groups to users according to actual needs. Thus users can be managed through the
group authorization. The detailed procedure is shown below:

Select specific users in the User tree node, open the User’s group attribute page, click Set a
group and open the Select a group window, as shown in the following figure:
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ﬁ Security Administration |:”E|FX|
Eile Edit Help

2% & e 3 ? R

% Security Member OF | User Profile | Permitted Operations for User
=3 Groups

Groups for Jack
Group Name Description

Users

Setling Groups |

X

ﬁ select group

Select the groups from the list forwhich the user needs to be assigned.

All Groups Selected Groups
Admin Users
Uzers

[ o (e |

All groups are shown on the left of the window, while the groups that users are added to are
shown on the right of the window. The administrator can select the specific group on the left, click
“>" and add a user to the group. To remove a user from its group, select the corresponding user
and click “<” to remove this user from its group.
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3.1.2.3 Setting user description

NMS enables the system administrator to modify user’s status, password, account and
password’s validation period.

Select a specific user on the User tree node and open the User Configuration File page, on
which the current user’s status, the account's validation period and the password’s validation
period are displayed, as shown in the following figure:

n Security Administration

Eile Edit Help

2o d e ?R

[ securiy Member Of| User Profile | permitted Operations for User
-3 Groups
=0 Users Full Wame of the Uzer :Jack

Full name of the user

Statuz for the User :Jack
Current status ofthe user

hecount expiry for [ Jack

Thiz user account expires in Diayis).

Paszword expiry for :Jack

The passward expires in Days(s).

Flease enter the number of days in which
the user andior the password expires...

| Sefling Profile |

Avalue of zero indicates no exping.

The security management tool uses different icons to show the current status of a user. The
icons that show different user statuses are listed in the following table:

Icon

Remarks

The account is valid.

The account is invalid and cannot be logged in.

The account expires.

The password already expires and need be reset.

The user has been forced to log out of the server, just as the account
cannot be activated.

User’s login fails.
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On the user settings page, click Set the configuration file to open the User configuration
file window, as shown in the following figure:

E O=zer Profile

Full Hame of the uzer:Jack

[+] Mo change in full name

Enter the Full Mame

Status for the user :Jack

Mo change in status
Selectthe status to be setfor this user

Aeocount expiry for [ Jack

[#] Account never expires

This user account expires in

Password expiry for Jack

FPassword never expires

The passwiord expires in

Fleasze enter the number of days inwhich
the user andfor the password expires..

Avalue of zero indicates no expirny.

[0 ] (oo ]

On this window, the administrator can set the corresponding user status, the account’s period and
the password’s period for a user.
After some necessary alteration, click Ok to update the user settings.

3.1.2.4 Modifying the user’s password

As to a selected user, the administrator can right click this user and select Change password
or click Edit -> Change password in the security management window to modify the password,
as shown in the following figure:
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E Security Administration

File Edit Help

CONCIEE NS B
%SECUNW Member Of| User Profile | Permitted Operations forUser|

-3 Groups
2+ Users Full Hame of the Uzer :Jack

Full name ofthe user |Jack

for the User :Jack

Delete
urrent status ofthe user

hocount expiry for [ Jack

This user account expires in |:| Dayis).

Fassword expiry for :Jack

I The password expires in I:I Draysis).

Flease enter the number of days inwhich
the user andior the password expires..

Avalue of zero indicates no expiry. Setting Prafile

|- O]

File Edit Help

2% e ? R
%SECUFW Member Of| User Profile | Parmitted Operations forUSerI

=+ Groups

Full Hame of the User :Jack

Full name ofthe user |_i'_-:i-.

This user 4 [ Ok H Cancel ] Diayis).

Pazzword expiry for [Jack

The password expires in Drays(s).

Flease enter the number of days in which
the user andior the password expires...

Avalue ofzero indicates no expiry. Setting Profile

On the Change password textbox, enter a new password, confirm it and then click Ok.

3.1.2.5 Assigning authorization to users

The system administrator can follow the procedure below to assign authorization to users.
In the User tree node, select a specific user, open the User access permission page and click
Set permission. The Designate permission window appears, as shown in the following figure:
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ﬁ Security Administration

Eile Edit Help

RNCVAC I e S A
% Security | Memberof" User Profile| Permitted Operations for User
=03 Groups

Permissions For User :Jack

Qperation Marme Type Description
Topology excluded
System Administration excluded
Security Administration excluded
Alert User Operations included
Ewent User Operations included
Runtime Administration excluded
Map Editing Operations excluded

Set Permissions
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ﬁﬂssign Fermissions

Permissions tree hierarchy

f1low ¢ Dizallow
Cperation Tree Root

-] Administrative Operation
@[] Services

[ Clear Discoverny
Runtime Administration
@] Security Administration

Cperation Settings
Add Operation
Femaowe Operation
Group Operations
Set Group Permission
Femaove Group
Add Group
Scope Settings
Create Scope For Group
modify Group Scope Relation

-] Start Backup

-] Shutdown Web BMS Sener
System Administration

-] Resume HMS

Topolooy

- Modify Object

Manage And Unmanage Ohjects
Start And Stop Discovery

Add Mode
Delete Ohject
Refresh Mode
Add Metwork

Eeset

(]
M
W
Cancel

The permission tree displayed in the Designate permission window includes all

3.1.3 Deleting Users

authorization operations. The administrator can assign related authorization permissions to users
by clicking the corresponding options. After the settings is done, click Over.

The system administrator can perform the following operations to delete a user.

You can select a specific user in the User tree node, right click this user and then click Delete
to delete this user, or you can do this by choosing a user and then clicking Edit -> Delete. See the
following figure:
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ﬁ Security Administration

File Edit Help

CANCIE N S B

=3 Groups

Fermizzionz For Uzer :Jack

%SECU”N Member Of| User Profile| Permitted Operations for User

Change Password e yrity Administration

: it User Operations
Delete
=znt User Operations

Operation Name Type Description
Topology excluded
System Administration excluded
excluded
included
included
Runtime Administration excluded
Map Editing Operations excluded

Set Permissions

3.2 Defining a Group

3.2.1 Adding a Group

The system administrator can add a new group through the following steps:

ﬁ Security Administration
Eile Edit Help

2o d e ?R

N

Administration
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On the security management page, the administrator can use one of the following methods
to open the Add the group guide window:
1 On the security management window, click File -> New -> Add a group.
2 Click the Add a group icon in the toolbar.
3 Rightclick the Group tree node and select the Add a group option.

ﬁ Security Administration |-_||E|&|
F[:8 Edit Help
AddUser Ctr1+5hi £+

Exit alt+F4 AddGroup Ctrl1+5hi f1+G

AddOperations Ctrl+Shi £1+0

SECU iii’ X
Administration

The Add the group guide window is shown in the following figure:
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EGruups Wizard

Group Description

Entarthe group name (7) ||

* Fields (%) marked are mandatony.

* Selectthe permissions for the Group which
provides the Unrestricted access for
the users in this group.

* If no permissions are selected then this
group will have default permissions.
i.e., the users in this group will have
login permission.

* The scope for the group is set from the
ScopeSettings for the groupwhich provides
the restricted access for this Group.

[ [ coren |

If the administrator enters the new group name in the Enter the group name textbox in the
Add the group guide window, the second Add the group guide window appears, as shown in the
following figure:
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ﬂGruups Wizard

Cperation Tree Root
-] Administrative Operatian
a-[] Services
L] Clear Discovery
-] Runtime Administration
-] Security Administration
-] Operation Settings
[ Add Operatian
L[] Remove Operation
@-] Group Operations
L[] Set Group Permission
[ Remove Group
L[] Add Group
-] Scope Settings
[ Create Scope For Group
[l Madify Group Scope Relation
-] Start Backup v

] Mot Selected Cperations.

3

Denotes allowed operatian.

Denotes disallowed operation.

[ Back ] Finish [ Cancel ]

In this window, the administrator can authorize the group operations through the following
methods:
1.1 Tick the allowable operation checkbox.
1.1 Cross the disallowable operation checkbox.
1.1 The unselected operation checkbox is null. Operating a null checkbox will not be
regarded as the authorization operation.
After the configuration is over, click Finish. The server will save the modification.

3.2.2 Group Configuration

3.2.2.1 Distributing users for a group

The system administrator can distribute users for a group by conducting the following steps:
Select a specific group under the Group tree node, open the Member attribute page, and
click Settings. The Select users window appears, as shown in the following figure:
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ﬁ Security Administration

Eile Edit Help

2% & e 3 ? R

% Security

=03 Groups

Members | Fermitted Operations for Group || Custom View Scope for Group

Memberz for :Users
User Mame

guest

root

Jack

Setting Users

Ij Security Administration

Eile Edit Help
z (5:3, (ﬁ {‘:’2}_, Eselect USErs rz]

MEE

% Security

=+ Groups

11 Users

guest
Jack

root

IIHIII
IIHIII

Selectthe users from the list for which the group needs to be assigned.

Selected Users

guest
root
Jack

| (e

Setting Users

All users are displayed on the left of this window, while the selected users are displayed on
the right of this window. The administrator can select a specific group on the left, click “>” and
add the user to the group. To remove a user from its group, select the corresponding user and click

“<” to remove this user from its group.




NMSAdministrator’s Handbook

3.2.2.2 Designating the authorization operation for a group

The system administrator can follow the procedure below to assign authorization to users.

Select a specific group under the Group tree node, open the Group permission attribute
page, and click Set the permission. The Designate the permission window appears.

On the Designate the permission window, the administrator can set operations for a group
by selecting or deselecting the operations. After the settings is over, click Finish.

Note: If you click the Reset button, the group permission will be set through the default
mode.

3.3 Operation Tree

The operations in NMS are listed out in a tree structure, including the parent operations and
child operations. On the security management window, the administrator can add new operations
through the following two methods:

1 Click File -> New -> Add an operation.

e

If the administrator wishes to explore the operations in NMS, he or she can add new
operations at the corresponding locations of the operation tree. The operation tree faceplate is
shown in the following figure:

2 Click the Add an operation icon in the toolbar.
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nﬂperatiuns

Operation Tree Configuration

The following tree displays the whale hierarchy of operations that can be authaorized for users.

Selecta tree node to add an operation under it, click on apply to save chanoes to semver

Cperations Tree

[] Cperation Tree Root
(:}-El Administrative Operation
@[] Bervices
L] Clear Discovery
-] Runtime Administration
-[] Security Administration
@[] Operation Settings
-] Add Operation
~[] Remove Operation
p-[] Group Cperations
-] 8et Group Permission
~[] Remove Group
-] Add Group
@-{] Scope Settings
~[] Create Scope For Group
-] Modify Group Scope Relation
-] Start Backup
-] Bhutdown Web MMS Server 25

(2] [_Eenon |

|| Cancel || Ay |

3.3.1 Adding an Operation

Choose the parent operations and then enter the to-be-added operation in the textbox.

Click Add.
The new operation is then added to the place under the parent operations.

3.3.2 Deleting an Operation

Select the to-be-deleted operation from the operation tree and then click Remove. The
operation is then deleted.

3.3.3 Default Operation Tree

The operation tree includes the default operation list provided by NMS. The administrator
can designate different operations for different users, which are given detailed explanation below:




NMSAdministrator’s Handbook

The operations with relation to the administrator are shown in the following table:

Operation Remarks

Service

When a discovery is terminated by some reason, you can use this

Delete discover . o
y operation to delete this discovery.

Start backup It is used to enable the functionality of system backup.
If NMS stops running due to a certain reason during the backup
Resume the server process, you can perform this operation to resume all processes of
the server.

Disable the NMS

This operation is used to disable the NMS server.
server

This operation is used to provide logs for multiple modules, and

Set the log level
of course set the logs.

Real-time management It is used to conduct the settings for the running of NMS server.

Security management includes 1D authentication during login and

Security Management L . .
access permission designation for each user.

System Management It is used to process all operations of the administrator.

The operations towards the modules in NMS are listed below:
1. Administrator's Operations

2. Event

3. Topology

4. User Management
5. Alarm

6. Figure

7. EPON Settings
Administrator's Operations

Operation Remarks
Delete discovery Deletes the already discovered devices.
Disable server Disables the network management server.
Security Management Sets the permission of the user and user group.
System Management Discovers and manages the devices in real time during running.
Event

Network event means a description of all statuses of network equipment. The event can bear
not only the regular information but also the current status of a network device. The following
table gives a description of all kinds of operations related with network events.
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Operation

Remarks

Save the event to the
file

It is used to save the selected events or those events on the event
faceplate.

Print the event view

It is used to print the selected events or those events on the event
faceplate.

Topology

The operation of related topologies is shown in the following table:

Operation

Remarks

Start and stop
discovery

It is used to set the discovery status of a specific object during the
running of the system.

Manage an object or
cancel management

It is used to set the management status of a specific object during
the running of the system.

Delete an object

It is used to delete a specific object from the topology database.

Refresh a node

It is used to refresh the polling status.

Alarm

If the system detects a trouble of a device in the network, it will generate an alarm. This
alarm will be shown in the alarm view and users can browse alarms with a lot of levels, such as
severe alarms, main alarms, secondary alarms and deleted alarms and so on. The operations
related with alarm are shown in the following table:
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Operation Remarks
Set alarm’s .
It is used to add an alarm remark.
remarks
Gain alarm . . -
detail It is used to browse the details of a specific alarm.
etails

Save the alarm to
the file

It is used to save the chosen alarms or those in the current alarm
faceplate to a folder.

Print the alarm
view

It is used to print the chosen alarms or those in the current alarm
faceplate.

Delete alarm

It is used to delete alarms.

Obtain the alarm
remark

It is used to browse the remarks of the existent specific alarm.

Obtain the
history alarm

It is used to browse the history alarm, that is, the status change from the
first to the last of an alarm.

Obtain the alarm

It is used to obtain alarms.

Delete the alarm

It is used to delete an uncared or resolved alarm.

EPON Settings

OLT settings

Includes the settings of dba, stp, multicast, acl, gos, vlan and so on.

ONU settings

Includes the management of ONU faceplates, qos and onu icons.

Other Settings

Browses the device faceplates and manages the slot information, the
chip information, the SNMP attribute settings, rediscovery and CPU
performance collection.

3.4 Customizing the View’s Function Domain

You can customize the view's function domain to designate the read permission of a group.

3.4.1 Adding the Authorization Function Domain

Click the Group tree node, as shown in the following figure:
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ﬁ Security Administration

Eile Edit Help
% securiy Mermbers | Permitted Gperations for Groug | Custom View Scope for Graup |
=3 Groups ; ;

Custom¥iewScope for the group | Users

Custom View Scope Mame |Events v

huthorizedScopes for C¥ | Ewents
Authorized Scope

[ Add AuthorizedScope ][ Aszsign AuthorizedScope ] Set Scope Properties

On the configuration attribute page, click the Customize the view’s function domain page.
On the Customize the name of the view's function domain option, you have the following
names to choose from: Events, Alerts and Maps.

ﬁ Security Administration
Eile Edit Help

2% & e 3 ? R

Members | Parmitted Operations for Group | Sustom Yiew Scope for Group

Custom¥iewScope for the group | Users

Custom View Scope Mame Events v

huthorizedScopes for C¥ | Ewents

Authorized Scope

Add AuthorizedScope ] [ Aszsign AuthorizedScope Set Scope Properties

Maps: You can filter those unrequested maps according to actual needs, making user management
more convenient and easier.

Alerts: You can filter those unrequested alarms and just keep those requested alarms.

Events: You can filter those unrequested events and just keep those requested events.
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Click Add the authorization function domain. The following page then appears:

Eile Edit Help

= &4}_‘ (ﬁ {‘:’1}_, E% , ﬁ Scope Settings lz|
% Security i"r;ﬂ.em Scope for the group
=) Groups ) " *This user group filters display information on corresponding

view by setting property values.
*For example, setthe propery name IP Address to 10.0.0.1, :\
Cnly corrponding device icon displayed on the map,
Other icons will be filtered.
*Event and Alert can also be set by conditions to user group
assigned permission

[Name | |

Froperty Mame Froperty Value

' Marne Event Level [severity] v
/ FProperty Walue Info v

Add Edit Delete ‘

Aszsign AuthorizedScope

[ Add AuthorizedScope

Name: It stands for the name of the group’s function domain and you can enter a name according
to your requirements.

Attribute name: You can click this button to choose a name, but its default name is IP address
[name].

Attribute value: It stands for the filtration premises. For example, if you want to filter the network
graphic whose IP is 172.16.21.1, just set the attribute name to be IP address and the attribute
name to be 172.16.21.1. Then you can find that only the icon of this device is displayed on the
map and other icons about this device will be filtered. On options such as Events and Alerts, you
can set the read permission of the user group. Click OK to save the added function domain.

3.4.2 Designating the Authorization Function Domain

On the existing authorization function domain, click Designate the authorization function
domain, as shown the following figure:
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ﬁ Security Administration

Eile Edit Help
RNCVAC I e S A

% secury | Members | Permitted Operations far Graup| Custom View Scape far Group]
=9 Groups

Custom¥iewScope for the group @ Admin

Custom View Scope Mame |Events

huthorizedScopes for C¥ | Ewents
Authorized Scope

deletenode
i

[ Add AuthorizedScope ] |_ Aszsign AuthorizedScope J Set Scope Properties

The following page appears, as shown in the following figure:

Ij Security Administration

File Edit Help r_
%)

£l select authorized scopes
IR A e

% Security [ Select the AuthorizedScopes fram the list forwhich the Customiiew needs to he assigned.
=5 Groups |
A11 AuthorizedScopes Selected AuthorizedScopes
pi ri v
deletenade deletenade
addnode addnode

(o (e ]

[ Add AuthorizedScope ] [ Aszsign AuthorizedScope ] SetScope Properties

You can select a specific authorization function domain according to actual needs and add it to a
user group. Click OK and the settings is successfully done.
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3.4.3 Setting the Attributes of the Authorization Function

Domain

You can set the existing authorization function domain, as shown in the following figure:

ﬁ Security Administration :”E'rz'
File Edit Help

2 s ?R
% securiy | Members | Pemitted Operations for Group| Custarm View Scope for Group |

=3 Groups

Cuztom¥iewScope for the group @ Admin

Custom Yiew Scope Name |Events i~

duthorizedScopes for CV © Events

Authorized Scope

deletenode
pi

[ Add AuthorizedScope ] [ Aszsign AuthorizedScope ] [ Set Scope Properties ]

Select the to-be-set authorization function domain and click Set the attribute of the function
domain. The following page then appears:

Eile Edit Help

R T A

LW B Scope Settings

-@G

Scope far the group

*This user group filters display information an carresponding
view by setting property values,
*For example, setthe property name IP Address to 10.0.0.1,
Only corrponding device icon displayed on the map,
Other icons will be filtered.
* Event and Alert can alzo he set by conditions to user group
assighed permission

Mame ||

Propetty Mame Property Value

Mame v|

Froperty Value v|
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You can reset the authorization function domain.

4. Managing Devices in the IP Network

The Network Management Software (NMS) supports the discovery and management of

multiple kinds of devices, including general switches and EPON devices. The management of the
EPON device will be further described in the next section. NMS provides a lot of flexible
management methods and enables you to browse all kinds of parameters of this device.

In the left tree menu, open the IP network and click the Network icon or directly open the

Network option in the tree menu. Enter the Network view. Here, all managed devices in this

network will be displayed. See the following figure:

File  Eponiap(E) System Manager Window Help

lew e mlaeasc

" NS

=@ Applications
=) Network Maps
=9 ipnet
L5 192.168.0.0
2.16.21.0)
=-&5) EPON Netwark
@) 172.16.21.147-Epon
&%) HIH Topo Network
(8 Fault Management
(i) Performance
(@ Network Database
&) Task Management
(@ SMMP Tools

& 172. 16-21.0

B IR Q Q-]

R4
IES208% SC

1721821172

v
1ES2322K
2

17218.21.55

H O]
O @

EC)

1721821177

58510 =

1721621147

<

Severity Category ‘Cnnﬂrm ‘Cnnﬂrl Confirm Time

Source

Alert Time Alert Content

All managed devices are shown. These devices include the EPON devices, general switches and

PCs.

If you then click General device, a menu option, Device Management, will appear on the top of
the system window. Click Device Management. The menu options then appear, which are

functions, as shown in the following figure:




NMSAdministrator’s Handbook

File Eponiap(E)

] Chassis
E Blockinfo
W Performance
56 Applications | RMON Stalistics
() Metworkh  RMON History

Events And Alarms

Ping

Trace Route

Browse MIBs
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Or click the Device icon and right click Pop-up, the menu options then appear.
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These menu options are described below:
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4.1 Device Faceplate

The device faceplate graphic is displayed, including the port’s status. Port’s color: The color of a
port is decided by the configuration and connection statuses of this port. If this physical port’s
configuration status is Disable, the color of this port is red. In the case that the physical port’s
configuration status is Enable, if the protocol is down the color of this port is white, and if the
protocol is up the color of this port is green.

4.1.1 Views of General Switches and Routers

On general device faceplates, you can only find the statuses of devices. You, however, cannot
operate their ports, as shown in the following figure:
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4.1.2 EPON Faceplate Graphic

The EPON faceplate graphic enables you to operate the ports and the board cards. See the
following figure:
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1. Main control functions: Right click the main controller board and the master-backup-shift
option. When there are two main controller boards, the switchover of the main controller boards

can be conducted.

2. Other equipment faceplates: Right click other device faceplates and then two options, Reset the

card and Forbid the

slot, appears.

Click Reset the card to enable this card again. Click Forbid the slot to forbid this slot. Only
when the system is enabled can the card on this slot be identified.

3. Operating the port

on the faceplate:

a. The PON port on the PON card provides two options for port operation, that is, shutdown
and no shutdown. Click the menu to conduct operations, as shown in the following figure:
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b. The operations of the non-PON port include the VLAN settings, the port status operation, the
port mode and the port rate. See the following figure:

4.2 Common Functions

® Blocklinfo: it is used to browse the block information.

NAT monitor: it is used to browse and monitor L3 switching or routing equipment and the
NAT list.

Events and Alerts: It is the statistics of the events and alerts.

Ping: It is to ping other devices.

Trace Router: It is to browse the information about trace router.

Browse MIB: It is to browse the MIB value of the device.

Telnet: It is to control devices in a remote way.

TFTP: Itis to upload the TFTP files.
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® Routing table: It is to browse the routing table of a device, which only supports L3
routing or switching devices.

® Interface: It is to browse and query the interfaces of a device, including the information

about the interface type and the interface speed.

TCP table: It is to browse and query the TCP links of a device.

UDP table: It is to browse and query the UDP links of a device.

IpNetToMedia table: It is the IP-MAC mapping table.

Cancel management: It means not to manage those managed devices.

Start management: It is to re-manage a device.

Update the status: It means that the system re-confirms the status of a device.

4.3 Performance Management

The data about a device’s performance can be obtained in time and presented by the statistics
graphs so that the administrator can know the operation performance of the device in an objective
way. If you click Menu -> Performance management -> Collect monitors, the following page

appears:
=
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The related parameters are described blow:
Polling statistics data: standing for the data collection option obtained from a device
After the data collection option of polling is chosen, click Register and then you will find the
system starts collection data. Click Current statistics and then you will find that the performance
collection statistics graphic appears.
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Collection statistics table: You can self-define the data statistics time to browse the statistics
data.

4.4 Symbol Attribute

The symbol attributes simply describe several attributes of a device, such as Regular and Show.
The regular attributes are shown in the following figure:
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The Show attribute is used to set the display area, the map, the location and so on.
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Click Edit to change the current attribute.

4.5 Attributes of the Managed Object

The attributes of the managed object show all kinds of data of the managed device, including

SNMP. The section is similar to section 4.5. Some attributes are the same, such as the Regular
attribute.
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€ Monitor attribute:
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Here the polling and polling time of a device are displayed.

5 EPON Management

EPON is a new type of optical network access technology. It adopts the point-to-multipoint
structure and the passive optical-fiber transmission. On the physical layer, EPON adopts
the PON technology, while on the link layer, EPON uses the Ethernet protocol. The
Ethernet access is realized through the topology of PON. Hence, it integrates the
advantages of the PON technology and the Ethernet technology. These advantages include
low cost, high bandwidth, expansibility, flexible and fast service regrouping, high
compatibility and convenient management.

The regularly used EPON network structure is shown below:
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OLT-- optical line terminal
ONU--Optical Network Unit

ONT-- Optical Network Terminal
ODN -- Optical Distribution Network

5.1 Device Discovery

Device discovery means to find devices in a network according to a designated parameter and
then manage and maintain the devices in real time. In this section, the operation of discovering
EPON devices through NMS will be mainly described.

The operation procedure is shown below:
€ Open the NMS client and pop up the homepage of NMS.

€ Click System Management -> Real-time Management. See the following
figure:
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€ Click Topology -> Discovery Settings on the real-time management window.
Select Node Discovery and then enter the IP address and network mask of the

to-be-discovered device. Click Add.




NMSAdministrator’s Handbook

n Euntime Administration

File Help
EHDiscovewCDnﬂgurator w % 5?‘ ?
9 Categories . .
? Hode Discove
—--{ETDpDIDgy General | Network Discovery v
. E'E"i overy Configuratar Configure Mode Discovery parameters IPAddress Netmask Community Port SNMP Yersion Useriame and ContextMame are the key
""" E; Discovery Logs parameters for Node Discovery.
Discover | ParentMet [PAddress MetMask =~ Commu.. Port Wersion UserMa.. Context..
[v] falze 172.16.21....1255.255.2... |bdcom 161 w2
[] false 17216.21...|255.255.2... [bdcom 161 w2
[v] false 17216.21....|255.255.2... [bdcom 161 w2
[¥] false 17216.21...|255.255.2... [bdcom 161 w2
Discover
IPAddress(es) | v NetMask [
ShMP Yersion vz w | Discover Parent Net []
Community public SMMPAgentPort 161
mi_| | |
Apply
@o0e

Parameter description

» The IP address must be the management address of OLT.

» The mask is entered according to the real mask of the local network, such as
255.255.255.0.

» SNMP (Simple Network Management Protocol) has three versions: v1, v2
and v3. You can select the version according to your equipment settings. At
present, NMS support these three versions, but the default version is v2.

» If you choose the Whether to discover the parent network option, all
manageable devices in the parent network where OLT belongs to will be
displayed in the topology. You can make choice according to requirements.

» The community, a character string, is the text password between the
management process and the agent process. It is used by SNMP to
authenticate the SNMP control station from the SNMP agent; if a network is
set to require authentication, SNMP will authenticate the community name
and the IP address of the control station; if the authentication fails, SNMP
will sent a trap message, showing a failed authentication, from the SNMP
agent to the SNMP control station.

» The SNMP agent port is port 161 by default.

€ Click Apply. The system then conducts device discovery according to the IP and
network mask configured by the administrator.

€ Close the real-time management window and then get the topology of the
to-be-discovered device in the EPON topology. See the following figure:
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5.2 Deleting a Device

You can delete some devices that are not required management on NMS, which helps manage

and maintain the network topology.

5.2.1 Deleting OLT

The operation procedure is shown below:

€ Open the EPON topology and right click the OLT icon. The following menu

appears:
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€ On the menu, choose Delete a device. The system will obtain related
information according to OLT.

If you delete OLT, all other devices on OLT will also be deleted. See the following
figure:

@ 172 16.21. 147-Epon

Q@ aev-7 0+ b |
e
EPONS/S PSGE/ PSBI e
g!.- o %_ i S :' y
EPONGIS EPQNaI4 EPONGI2
2 This operation will delete all sub—elements of the selected ohject(s).
\'1) Do you want to procaed 7
e i w ]
¥
< >




NMSAdministrator’s Handbook

EPON Network

"OeQ@RIQO-F— (o |

The administrator also needs to note that the deletion of OLT means to delete OLT itself and
its connected devices, so the administrator shall confirm it before this operation.

5.2.2 Deleting the Optical Splitter

The operation procedure is shown below:
€ Open the EPON topology and right click the Splitter icon. The following
menu appears:
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€ Click Delete a device. The system obtains related data from a optical splitter
that the administrator selects, and then delete the optical splitter. See the
following figure:
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If you delete an optical splitter, all downstream ONUS, which connect the optical
splitter, will also be deleted. The administrator must confirm your operation before
performing it.

5.2.3 Deleting ONU

The operation procedure is shown below:

€ Open the EPON topology and right click the ONU icon. The following menu
appears:
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After you confirm to delete it, you will find the results, as shown in the following
figure:
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€ Click Delete a device. The system deletes an ONU according to the related
information about ONU that the administrator selects. What's more, during ONU
deletion, the system will automatically judge the number of other ONUs that the
same upstream optical splitter connects. If the number of ONUSs is zero, the
system will delete this upstream optical splitter at the same time; If the number is
not zero, the upstream optical splitter will not be deleted.

5.3 OLT Settings

OLT settings management includes: browsing basic OLT information, setting VLAN, DBA and
multicast, registering and deleting ONU, and setting STP attributes.

5.3.1 Basic OLT information

On the basic OLT information page, you can only browse OLT’s slots, OLT’s chips and ONU’s
distances. You have no right to access the basic OLT information at present. On the basic OLT
information page, right click the OLT icon and then click Basic information. A page then appears,
as shown in the following figure:
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The figure above shows OLT’s slots.

Click Chip and then you can browse the related information about chips. See the following figure:
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Click ONU’s distance and then you can browse the distance between ONU and OLT. See the
following figure:
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Click Card's temperature and you can browse the temperature of each OLT's card. See the
following figure:
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5.3.2 OLT encryption

OLT encryption means to set the encryption status, the encryption mode and the key update time.
The encryption mode only supports CTC-churning (2) at present. If any need, other encryption
modes will be added later. right click the OLT icon and then click Encryption settings. A page
then appears, as shown in the following figure:
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The configurations above are the default configuration, but you can set them according to your
own requirements.
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5.3.3 OLT multicast configuration

Multicast transmission: a point-to-multipoint connection between the sender and each receiver
will be established. If a sender transmits the same data to multiple receivers at the same time, the
sender only needs to copy a same packet. So multicast transmission improves the efficiency of
data transmission, and reduces the possibility of congestion in the backbone network.

IGMP runs between the host and its directly-connected multicast router, through which the host
notifies the local router to join in and receive the information from a specific multicast group and
at the same time through which the multicast router checks periodically whether a known
multicast member in LAN is in positive status (whether the network segment has a member to
belong to a multicast group). IGMP has three versions: IGMPv1, IGMPv2 and IGMPv3. The
following is OLT multicast settings.

You can set some global attributes on the OLT multicast configuration page. Right click the OLT
icon and then click Multicast settings. A page then appears, as shown in the following figure:
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Note: The grey part on the left of the figure above cannot be modified.

5.34 OLT VLAN settings

5.3.4.1 OLT VLAN

VLAN logically classes LAN equipment into different network segments and realizes the data
exchange between different virtual groups. The emerging VLAN technology is applied in switches
and routers, especially for the former. However, it does mean that all switches has this
functionality , and only L3 switches with the VLAN protocol can own this functionality. You can
browse the related information about the corresponding switches.

The emergence of VLAN is mainly to solve the problem that the broadcast cannot be limited during
switches’ interconnection in LAN. This technology can divide a LAN into multiple logical LANSs. Each
LAN functions as a broadcast area. The communication between hosts in VLAN is just like in one
LAN and VLANSs cannot directly interconnect. In this way, the broadcast packets are limited in one
VLAN.

Right click the OLT icon and then click VLAN management. A page then appears, as shown in
the following figure:
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The VLAN configuration page is shown in the following figure:
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The VLAN settings has the following functions:
4 AddaVLAN:
Click Add. A page appears, as shown in the following figure:
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Enter a VLAN ID and then click OK. A VLAN is added. An existent VLAN ID cannot be

added twice.
4 Change the VLAN name:
On the VLAN configuration page, if you select a VLAN and click Edit, the following page

appears:
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Note: The VLAN whose VLAN ID is 1 cannot be modified.

€ Delete one or multiple VLANS:
On the VLAN configuration page, if you select multiple VLANs and click Delete, the

following page appears:
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Click Yes and then you delete all selected VLANS; click No and then you do not delete the
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chosen VLANS.

If you select the VLAN whose ID is 1, the following page appears and other VLANSs will be

deleted.
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€ Refresh

Click Refresh and you will obtain related VLAN information again.

Note: There are 4 fields on the figure above:
Vlan Id: Stands for each VLAN.
Vlan name: It is used to identify VLANS so that the administrator can manage them easily.

Egress Ports: It is a port contained in the local VLAN. You can browse it by double clicking

it.

ForbiddenEgressPorts: It is a port that is not contained in the local VLAN. You can browse it
by double clicking it.
UntaggedPorts: It stands for the untagged ports.

5.3.4.2 PON port’s VLAN

Browsing a VLAN of a port helps you to browse which VLAN a specific port belongs to. Click
Browse a VLAN of a port and you will find the following page appear:
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Select different PON ports from the PON port dropdown box. The VLAN that a PON port belongs
to will be displayed in the affiliated VLAN list.
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5.3.4.3 VLAN settings of a port

Different series of equipment have different port’s VLAN configurations. The following describes
the VLAN settings of the port of 3305 OLT and 8500 OLT.

In the OLT menu, click VLAN management -> port VLAN settings. A configuration page
appears, as shown in the following figure:
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PVID stands for Port Vlan ID and relates with the VLAN tag when a port sends or receives
data frames. The ports of a switch can be classified into two kinds: access ports and trunk ports.
The former ones are used on the access layer to directly connect equipments, while the
latter ones are used between equipments to be in charge of aggregation. The characteristic
of an access port is to allow those flows that comply with PVID to pass through. Different
from the access ports, trunk ports have their own native VLANSs that send some data or
flows like CDP and BPDU for equipment connection and management. The data frames
generated by a device itself have no tags when being transmitted (it is because VID is equal
to PVID and the tags are removed); when a peer device receives these untagged data frames,
the peer device will add its native VLAN’s information to these data frames as their tags,
browse the forwarding table, and then make one of the following choices: if it finds the
destination MAC address is its MAC address it removes the tags, or if the destination MAC
address is not its MAC address it goes on forwarding them to other trunk ports and at the
same time removes their tags.

In the port table, the port’s PVID, the port types, the exchange modes, the allowed VLANs
and the untagged VLANSs are shown. Choose any row in the port table and then click Edit. A port
configuration page appears, as shown in the following figure:
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Only when the exchange mode is trunk, the allowed vlan and the untagged vlan can be set.
The entered values can be 1, 3, 5, 7, or 1, 3-5, 7, or 1-7. The specific operation is shown below:
Allowed Vlan 1-9 : Set the allowed vlans of this port to be vlanl to vlan9.

Allowed Vlan add 1-9 : Add the allowed vlans of this port to be vlanl to vlan9.

Allowed Vlan except 1-9 : All are allowed vlans except vlanl and vlan9.

Allowed Vlan remove 1-9 : Delete the allowed vlans of this port between vlanl and vlan9.
Allowed Vlan all : All vlans between vlanl and vlan4094 are allowed vlans.

Allowed Vlan none :

This port has no allowed vlans.

The operations about the untagged vlans are the same as those of allowed vlans.

5.3.5 OLT DBA Settings

DBA is a dynamic bandwidth distribution mechanism for the uplink broadband that can be
done in a millisecond interval. The DBA settings of EPON is oriented for the uplink flows of each
ONU.
Right click the OLT icon and then click DBA settings. A page then appears, as shown in the
following figure:
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The figure above shows the global attributes of OLT DBA. You can click Set to configure the
attributes or click Refresh to obtain the latest information about the device. During configuration,
if the DBA mode is hybrid DBA or Software DBA with dynamic cycletime, the DBA cycletime

cannot be set.
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Click Bandwidth. A page appears, as shown in the following figure:
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Select a leaf node of the tree in the figure above and click Edit. A page appears, as shown in the
following figure:
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You can modify the peak bandwidth, the certified bandwidth and the fixed bandwidth in the figure
above. The fixed bandwidth, however, cannot be modified if the DBA mode is hardware DBA.
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Click Set after modification. If the modification is successful, the above-mentioned page will be
closed. Click Cancel. The entered value is invalid and the bandwidth cannot be set. The
above-mentioned page will be closed.

5.3.6 ONU Registration

To make EPON work better, or manage ONU securely, ONU registration or deregistration is
added to the EPON system. Only those ONUs that are authenticated by the port successfully can
work normally.
EPON supports three ONU authentication modes: physical ID authentication, logical ID
authentication and hybrid authentication.
The ONU registration is shown below:
€ Right click the OLT icon on which ONU will be registered, and then click
Register ONU. The OUN registration page appears, as shown in the
following figure:
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Finished

b
< >

€ Inthe ONU registration bar, select the to-be-registered OLT port and edit the
MAC address of the to-be-registered ONU in the ONU MAC text box. After
edition, click Add.
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Help Register Close

Finished

1<

€ The system prints and exports the MAC address of the to-be-added ONU to
the following edition window. See the following figure:
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Finished

€

Note: ONU registration supports multiple ONU registration on one port or on

different ports.

€ Click Execute to register ONU. In this case the system will return the MAC
addresses of unregistered ONUs back to the null window; if all registrations
are successful, the null window will show that ONU registration is done.
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Severity Category ‘Cunﬁrm |Cunﬂr.‘ Confirm Time Source Alert Time Alert Cantent

The ONU deregistration is shown below:
€ Select a to-be-deregistered ONU in the device tree node on the left of the ONU
registration window and right click it. The following dialog box appears:
The deregistered ONU will disconnect OLT and this ONU icon will be
deleted from the topology. If you want to manage this ONU again, you need
registering it again.
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5.3.7 OLT STP Settings

Spanning-Tree Protocol (STP), defined in IEEE 802.1D, simplifies a LAN topology, which

consists of several bridges, into a single spanning-tree, preventing network loopback and

guaranteeing the stable operation of the network.

This section shows how to set OLT STP through NMS.

The detailed procedure is shown below:

€ Open NMS and enter the EPON network topology. Select an OLT icon and right
click it. See the following figure:

File Eponiap®) BDCOM System Manager Window Help

:|<:c>z@4&eea| e
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=489 ipnet . IS
LR$17216210 0
E-) EPON Netwark
C";;ssis
~4) HIH Topa Netwark OLT Daivee Info
(@) Fault Managament
Giz- Peﬂnrmancge Aam e
@) Network Database Q DBA Conf
-3 Task Management = OLT 8tp Co
& shmP Tools EPONI 2 Mirror Managed
Register OMNU
Port Rate Limit
‘E Storm Control -._ooNu
" PortFlow control
OLT ACL i
Port Agaregation
OLTVian »
Q08 Manage »
OLT Encrip
OLT Multicast
Serial Server Config
CPUINf
Mermory Utiization
OpticalPort Info
OLT Banewith
Device seftings a
- < Modity Ma Syl >
Severiy | Category |cConfim [conir | Confirm Time Source Alert Time ReFound Alert Gontent
Delete Device
HIH Topo Descovery

€ Select STP settings. The STP settings page appears.
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B STP Global Attribute-172.16.21. 147-Epon =13
OLT-5TP
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|
|
|
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~PORT STP CONF
FPort Priority Status Enahle Path Cost | Designat.. Bridge P...  Designat.. Designat.. Forward..
50 [128 1 |2 [z00000  |ooco0:00:0.. |0 |o0:00:00:0...|0 |o
Help || Refresh | set || close
fFinished.

The options that the administrator can execute include:

Priority of global STP attributes, BridgeMaxAge, BridgeHelloTime,
ForwardDelay, STP settings of a port on OLT. The value of BridgeMaxAge
ranges between 6 and 40. The configuration of the MaxAgeTime of spanning
tree decides the maximum lifetime of packets in the spanning tree when a switch
IS used as a root.

BridgeHelloTime ranges between 1 and 10. The configuration of HelloTime of
spanning tree decides the packet transmission interval when the related switch works as a
root.

ForwardDelay ranges between 4 and 30. The configuration of Forward Delay Time of
spanning tree decides the switch's status switchover interval when the related switch works as
a root.

When the administrator sets the above-mentioned parameters, the system will
automatically identify their values. For those exceeded values, the system will
automatically delete the data in the text box.

€ After related data is configured, you shall click Set. The configuration of global
STP attributes is then finished.

€ STP settings of the OLT port: If you right click the port attribute list, you can get
a detailed configuration menu. See the following figure:

€ Select STP settings. The STP settings page appears.
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The system supports to set the port’s priority and the port’s path cost. The port’s path cost
ranges between 1 and 65535.

€ After configuration, click Execute. The Default button is used to resume the
port’s attributes to their original values.

5.3.8 Access Control List

The Access Control List (ACL) is a list of instructions of routers and switch’s interfaces and
is used to control the incoming and outgoing packets on interfaces.
This section gives a detailed description of the operations of the ACL module in the NMS.
ACLs have two types:
¢ 1P ACL
4 MAC ACL
The ACL has the following operations:
€ Configuring ACL (IP ACL, MAC ACL)
€ Creating ACL
€ Setting the configuration rules for ACL
€ Applying ACL
> Distributing ACL to the PON port
» Distributing ACL to the LLID of ONU
» Distributing ACL to ONU
To create an ACL, you have to open the corresponding ACL window. Then you have to open the
ACL configuration and application window by clicking OLT -> ACL management. See the
following figure:
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IPACL POM Port ConfigflP ACL) List
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Action Deny EPOMEIS
Mode IP IP RANGE Any ERONEID
EPOMEST
Source [P | | EPONE
Source Mask | ) ) ] |
Eegin IP | |
End IP | |
log
Cancel Ok
CfnFon Delete
Il Help ” Refresh ” Close
[Finishex.

5.3.8.1 Creating IPACL

Select the IP ACL option and then click Create an item. An ACL item can be created. In a

window appearing later, enter an ACL name.

After an ALC item is created, the ACL item will be added to the ACL configuration and

application window. The number of regulations, however, is still zero. You can add here the

regulations of the opposite type. The operation procedure is shown below:

1. Select an ACL item to which you will add regulations. Then the Add regulations button
avails automatically.

2. Click Add regulations. You can then set regulations in the Add regulations bar. After

setting the regulations you can click OK. See the following figure:
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Elcl Config And Apply—1T2. 16.21. 1A7T-—Epon
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CinFon Delete
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[Finishex.

Parameter description

Action: Deny and Permit When you choose Deny, it means the current ACL will be rejected.
When you choose Permit, it means the current ACL is allowed.

For detailed operations about MAC ACL creation and its regulation, refer to the description of
the operations of IP ACL.

5.3.8.2 Browsing and operating IPACL

® Browsing IP ACL and deleting ACL regulations

Right click an ACL item and then choose the Detailed info button. The regulations of the
current ACL are shown. It is to be noted that if the number of regulations is 0 the system will
automatically give notice and not show related information.

The following figure shows the ACL detailed information window.




NMSAdministrator’s Handbook

EACI. And ACL Rule Info-172.16.21.147-Epon

Detail Info
TACL Info
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1 |Deny [0.0.0.0 [0.0.0.0 [0.0.0.0 [0.0.0.0 |Mask Ay |Disable |Disable
Finished.

The administrator can choose the to-be-browsed ACL regulations from the Item name
dropdown menu in the ACL information bar. The system will download a corresponding
regulation according to the chosen ACL item name.

If you choose a regulation, the Cancel regulation button automatically avails. Click it and

then the regulation is canceled.

® Canceling ACL
Click Cancel ACL in the right-key menu of the ACL. The chosen ACL items will be deleted.

5.3.8.3 Applying IPACL

Applying IP ACL means to distribute the created IP ACLs to the PON port, realizing the
filtration function. The ACL configuration area of the PON port in the ACL configuration and
application window is shown in the following figure:
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ﬁ.&cl Config And Apply—172.16.21_ 147-—Epon
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The operations about the PON port’s settings are shown below:

® Configuration

Configuration here means to set ACL on the ingress or egress PON port. If you choose a
to-be-configured PON port, the Set button automatically avails. See the following figure:
Ingress: stands for the ingress ACL.

Egress: stands for the egress ACL.
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ﬁ&cl Config And Apply—172.16.21. 147T-Epon
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Finished.
® Delete

The operation means to delete the ingress or egress ACL items on the PON port. See the
following figure:
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EACI Config And Apply—172.16.21_ 147-—Epon
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5.3.9 QoS Management

Generally, the device always works in Best-Effort served mode. In this mode, the device treats all
flows equally and tries its best to deliver all flows. Under this circumstance, if congestion occurs,
all flows have the same possibility to be dropped. However, different flows in an actual network
have different importance. The QoS function of the device provides different services to different
flows according to their importance, so those relatively important flows can get relatively good
service.

As to classify the importance of flows, there are two main ways on the current network:

»  The tag in the 802.1Q frame header has two bytes and 3 bits are used to present the

priority of the packet. There are 8 priorities, among which 0 means the lowest priority and
7 means the highest priority.

»  The DSCP field in IP header of the IP packet uses the bottom 6 bits in the TOS domain of
the IP header.

You can also set a device in a network to make it process those special packets specially. The

special treatment of special packets is called as a one-hop behaviour.
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The QoS function of the device enables the limited bandwidth to be used effectively, improving
the performance of the entire network greatly.

QoS management includes QoS settings, QoS application on the PON port and ONU QoS
application.

5.3.9.1 QoS settings

Right click the to-be-configured OLT icon. The right-key menu appears, as shown in the
following figure:
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Click QoS management -> QoS settings. A page appears, as shown in the following figure:

EQDS Configuration—172. 16. 21_ 147-Epon

Priotity Queue Mapping | 1.2.3.4.5.6.7.% | Scheduling Policy |SP V|
WRR Scheduling Queue | | [ ok ][ Refesn |
GoS Policy Tahle
Falicy Mame QoS Flow Qas Action
335 lhny Forward
[ Help | [ Palicy create
||Finished.
€ The global attributes of QoS settings are shown in the figure above:
€ Priority queue map
To configure the QoS priority queue is to map 8 IEEE802.1p-defined QoS CoS values to
the priority queues of OLT. This type of OLTs have 8 priority queues. OLT adopts a
corresponding schedule policy for a different queue, realizing QoS.
In global mode, configuring the CoS priority queue will affect the CoS priority queue
maps of all ports. When a priority queue is configured on a L2 port, the priority queue
will be used on this L2 port; if not, please use the global configuration.
Note: The CoS value ranges between 0 and 7, including 0 and 7.
€ Default CoS values
If a port receives a data frame without tag, OLT will add a default CoS priority to the
data frame. Configuring a default global CoS value is to set the default CoS of the
untagged data frame to a designated value.
This OLT only supports the default global CoS. When all ports receive the untagged data
frame, they will add a same CoS value for this frame.
€ Schedule policy

There are four kinds of schedule policies:
SP (Strict Priority)

WRR (Weighted Round Robin)
SP+WRR
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SP-EXOAM (Strict Priority Exclude OAM)
¢ WRR
The bandwidth of priority queue means the bandwidth distribution ratio of each priority
queue, which is set when the schedule policy of the CoS priority queue is set to WRR.
Note: The bandwidth value ranges between 1 and 255, including 1 and 255.
After the above-mentioned values are set, please click OK to distribute the values to related
devices.
€@ The bottom part of the following figure is the QoS policy settings:
4 Creating a policy
Click Create a policy, the following figure appears:

.ﬁﬂqa Configuration-172.16.21. 147-Epon
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Finished.

Enter a policy name and then click OK to create a policy.
€ Setting flows
Choose one policy and then click Flow settings.See the following figure:




NMSAdministrator’s Handbook

on-172. 16. 21. 147-Epon
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Finished.

In the following dialog box, set the data flow which matches up with the above-mentioned
policy. See the following figure:

Classfiy Configuration-1T2. 16.21. 147—. .. E|

Palicy Mame |55 |
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If you select Yes in the Match any packet dropdown list box, any data packet will be
matched by default.
If you select No in the Match any packet dropdown list box, you shall then set the

matchup conditions.



NMSAdministrator’s Handbook

€ Setting actions
Choose one policy and then click Action settings. A dialog box appears, on which you
can set to forward or drop data flows.See the following figure:

Action Configuration—172.16.21.147—... [X|
Falicy Mame |55 |
Fackage Forwarding/Discard |F|:|rwarding v|
[]cos | |

[[] Diffzer field in IP packets | |

(] Cuter YLAM tag i oclify I:I

’ Execute ” Refresh ” Cancel ]

€ Deleting policies
Choose one policy and then click Cancel a policy. A confirmation dialog box appears for
to confirm whether to cancel the chosen policy.

5.3.9.2 Applying QoS on the PON port

You can apply the QoS policies on a specific port. But this application is flexible and you can

apply multiple policies on a same port or a policy on multiple ports.If two or more policies

are applied on a same port, the firstly applied policy has the highest priority and the latter

ones have the low priority.

Right click OLT and in the right-key menu select QoS management and then Apply QoS on
the PON port. See the following figure:
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After Apply QoS on the PON port is clicked, the following window appears:

PON OoS Apply-172.16.21.147-Epon
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Help | [ Add | Dele

Mo current value.
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Click Add. A dialog box appears, as shown in the following figure:
Port QoS Apply-172.16.21.147-Epon E'

Fort Mo EPORG D
Folicy Mame 55 -3
Ingress/Egress |ingress 3

Apply ” Cancel

Select a PON port and a corresponding policy name, and then click Apply to apply this
policy on the PON port.

5.3.9.3 Applying QoS on ONU

You can set the QoS of ONU through one of the following two methods:
Right click OLT and in the right-key menu select QoS management and then Apply QoS on
ONU. See the following figure: See the following figure:
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ONU QOS Apply-172.16.21.147-Epon

QFL Port Paort Description FPalicy Mame

Help ” Add Delete

Mo current value,

Click Add. A QoS policy is added on ONU.

2. Select the ONU icon on the topology and choose Apply QoS on the right-key menu.See
the following figure:
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ONU QOS Apply-172.16.21.147-Epon
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Finished.

5.3.10 Saving the Settings

To save the settings means to save all the current OLT settings, and the saved settings will remain
all the same even after rebooting.If the current OLT settings is not saved, all settings will be gone
after rebooting.

5.3.11 Attribute Settings

The detailed procedure is as follows:
Right click OLT and then choose Set attributes. See the following figure:
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172.16.21.147-Epon

T Q@@IQAN-T -

Chassis

QLT Deivee Info

Alarm View
172

DBA Conf
OLT Stp Canf
q Mirror Managed

Register QU
El PortRate Limit

Storm Cantrol

Port Flow Cantral

OLT ACL 2.
IEP_1205
=
8r4:2

EFON

Port Aggregation

OLT Wlan 3
Q08 Manage »
OLT Encryp

OLT Multicast

Serial Server Config

CPLU Info

Memary Utilization
OpticalPart Info
OLT Bandwidth

Device settings

modify hap Syrmbol

ReFaund
Delete Device

53

HIH Tana Raesmvan

After Set attributes is clicked, a window appears, as shown in the following figure:

& Device settings-172.16.21.147-Epon

~Device sekkings

EL SNMP Attrihute§| @3 Telnet Authen Propetties Setting || % Other settings

Read Cormrmu... |hdcnm
Write Cammu... |bd|:|:|m
SMMP Fort |1E1
SNMP Version | v2 v
Refresh ] ’ Set ] ’ Close
Finished.

5.3.12 Distance Measurement of ONU

OUN distance measurement means to test the distance between the PON port and each
downlink ONUs of the current OLT.Right click OLT on the topology and select Basic Info, as
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shown in the following figure:

172.16.21.147-Epon fER
B Q] Q ®-] +
L |
Chassis
OLT Det fi
Alarm Wiew
17

DBA Conf
QLT Stp Conf
os, Mirror Managed
Register ONLI
Ef  Por Rate Limit
Storm Contral
Fort Flow Cantral
QN QLT ACL

EPOR:

2
Port Aggregation B
a/4:1 ALT Wlan » 2i4:2

Q08 Manage »

OLT Enctyp

OLT Multicast

Serial Server Config

CPU Info

tMemary Utilization
OpticalPort Info
OLT Bandwidth

Device setlings
Modify Map Symbal

ReFound
Delete Device

|<

LI Tama Paensnn

After the Basic Info is clicked, a window appears, as shown in the following figure. In this
window, select the ONU distance measurement tab.

&8 OL T Deivce Info-172.16.21 .147-Epon
~OLT Deivee Info

[E LT Chip Infornation |; @ ONU Distance | [ oLT Card Info

QMU Marme Distance{Meter)
2141 0 {amU status:deregistered)
o142 280 (O statusauto_config)

|

ISucceed.

5.3.13 Browsing Alarms

Browsing OLT alarms includes browsing the current alarms and the past alarms.The current
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alarms mean the ongoing alarms at present.The past alarm means the alarms that happended
already.Right click OLT and then choose Browse alarms. See the following figure:

172.16.21.147-Epon (=13

Y @@L QO-T -+ -

Chassis
QLT Deivce Info

DBA Conf
EPOr oLTstp Cont
¥ Mirror Managed
Register OKLI
E  Port Rate Limit
Storm Control

Port Flow Contral

OLT ACL

Paort Aggregation s
OLT Vian » el
Q05 Manage »

QLT Encryp

OLT Multicast

Serial Server Config

CPU Info

Mermary Utilization
OpticalPort Info
OLT Bandwidth

Device setlings
Modify Map Symbal

ReFound

Delete Device -

HIH Trnn Masr s

B Alert-172.16.21 .147-Epon

Current Alert
e el Severity Category Alert Time Alert Content
)
Historr

IND current alert retrieved

Click Past alarms. The following window appears:
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B3 Alert-172.16.21.147-Epon X

History Alert

e Search tems
Severity | |

)

E™ Search

Q’ Start Time | End Tima ‘ ‘

Historr

Severity | Categary | Aler Time | Alert Cortent

Mo history alert retrieved

5.3.14 Link Aggregation

Link aggregation means to combine two or more data channels into a single channel, which shows
as a logic link with larger bandwidth.Link aggregation is always used to connect one or multiple
devices if they require a lot of bandwidth, such as the servers or server group in connection with
the backbone network.

Link aggregation mainly realizes port aggregation on the network manager, that is, binding several
physical ports, which are similar in their attributes, into a logic channel.

The operation procedure is shown below:

1. Open NMS.

2. Rightclick OLT.
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172.16.21.147-Epon

rQ@aao-J] 0 -

EEX

|3

“ Chassis
OLT Deivce Info
17 Alarm View

DBA Conf

QLT Stp Canf
Mirror Managed
Register OKLI
Port Rate Limit
Storm Cantrol

EFOME
"

£

[

EF

Port Flaw Conitral
O OLTACL
e |

Port Aggregation

a4
OLT Ylan 3

@085 Manage »
QLT Encryp

OLT Multicast

Serial Server Config

CPU Info

Memary Utilization
OpticalPart Info
QLT Bandwidth

Device setlings
Modify Map Symbal

ReFound

53

Dielete Device

3. Click Link aggregation. The following window appears:

- BX

&2 Port Agoregator-172.16.21.147-Epon

Logic Port Logic Port Description Prhysical Port Descriptian
3 Port-agoreqatar3

| add || commg || Delete || Reesh || Help
IFinished.

4 Add a logic port and click Add. Then you have to enter the port ID and the aggregation. Note:
the port ID cannot be duplicate and cannot surpass the allowable value range.
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2 Port fAgoregator-172.16.21.147-Epon

Lodic Port Logic Port Description Physical Port Description
3 Fort-agoregator3
Add aggregation port
Adgdregation Part Mo | |
Angregation Mode |static V|
[ Ok ” Cancel ]
| agd || coniy || Deete || Refresh || Help
IFinished.

5. Select a logic port and click Set to set this logic port.To combine multiple physical ports into a
logic port, select to-be-aggregated port IDs and then click Execute.If the physical ports you have
chosen are already aggregated into a logic port, these physical ports, after Execute is clicked, will
not belong to their previous logic port and be aggregated into a new logic port.

FiEiROS

O

Ece R E SR MR E 172, 16. 21. T3-Epon

E

[ 11-GizaFthernet0f L

[ ]2-5izsFthernetdfz
3-GigaFthernet0/3
4-Gi zaFthernet0/4
[ 15-GizaEthernetd/s

I

FHl

6. Select a logic port and click Cancel. The logic port will be deleted.
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E Port Aggregator—17T2. 16.21. 14T-Epon

Logic Port Logic Port Description FPhysical Port Description

add || conig || Deste || Refresh || Help |

5.3.15 Setting the Serial-Interface Server

OLT serial configuration of OLT includes the global session configuration and the attribute
configuration of each serial interface.Right click OLT with the serial interface and select Set the
serial interface server.

The above-mentioned figure shows the session configuration, which is effective to all serial
interfaces.Click Set serial interface.

Click one row in the serial interface configuration list, that is, click some serial interface. The
Setup button avails. Click Setup. A window for setting this serial interface appears.

5.3.16 Memory Usage

Open NMS.
Right click OLT and then the Memory usage option. The following figure appears. To set the
polling interval, click Draw map. See the following figure:
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172. 16. 21. 147-Epon 9i=1]E3]

ORI QB-] + L« ]

Chassis
QLT Deivee Info

Alarm Wiew

EPONS.  DBA Conf
OLT Stp Canf
Mtirrar Managed
EPC  Register ONU
Part Rate Limit
o Starm Contral -
Port Flow Control =
Bi4:1 GlrAEE P
Port Aggregation
OLT¥lan 3
Q08 Manage (]
OLT Encryp
OLT Multicast

Serial Server Config

CPUInfo

Mermary Utilization

OpticalPart Info
OLT Banduwicith

Device settings
Modify Map Symbaol b

Bl Nemory Utilization—172. 16.21. 147-Epon [=1E3

Real-time Performance Collection | Historical Performance Collection

Data Infarmation

|| Close

| Mermary Utilization

||Memnnt Utilization:29%

History statistics: Click the Historical Performance Statistics tab and then choose
conditions.Click Draw map.See the following figure:
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Bl Xemory Utilization—172. 16.21. 147-Epon M=1E3

Realtime Performance Collection | Historical Performance Collection

Data Infarmation

Collection Mode:
(%) Before 24 hrs
O Today

() Lastiweek
() Selt-definition

Begin Time:

| Mermaory Utiization Drawy |[ Clogse l

|Memowummmmn29%

5.3.17 Information About Optical Modules

Open NMS.

Right click OLT and click Parameters of optical module. The following figure appears:

ﬁCurrent PON Info-1T72.16.21. 147T—Epon

opliDesc oplfRxPowerCurr | oplTxPowerCurr | TempratureCurt oplfvolt aplfCurrent
EPCMEHM ~
EPOME2
EPOME3
EPOMEM -31.5 36 408 3z 20z
EPOMEA
EPOME/E
EPOMNEIT
EPOMEE
EPCQMEM3
EPOMEM4
EPCOMEME
EPOMNE/ME
EPOMNEMY
EPCMEMDO

b

’ Refresh H Close l

IFinished.

Note: If there is no data about a PON interface, the parameters of this PON interface are empty.

5.4 ONU Settings

Right click ONU and select Device faceplate. The device faceplate appears.In the faceplate,
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there are PON ports and common ports. On the 85 model, there are also the active and standby
faceplates. These ports and faceplates have related operation menus.
The device’s faceplate is shown in the following figure:

B

172. 16. 21. 147-Epon

Y @w@aae--

B§ 1Ep1208-a5-v [ |00

1ER 1208
E=)
8ra:2

Port’s status: If the port is red, it means that the port cannot be used.If the port is white, it means
that the port can be used but is not connected to a network device.If the port is green, it means that
the port can be used and has connected a network device.

5.4.1 Multicast Configuration

5.4.1.1 Configuring TagStri and MaxGroup

Right click the ONU icon and select Device's faceplate and then right click Ethernet
interface on the faceplate.See the following figure:
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172. 16. 21. 147-Epon

v @@aaoe-——— +

ACL Apply

Interface Status

<

|

| <

MestTagStrip

MesthlaxGroup (123

| Hem || ok | confige-

|

IGetting Completely

On this window, you can set TagStrip and MaxGroup.Set TagStrip and MaxGroup to true and 123

respectively and then click OK.See the following figure:

DRINCST Configuration

~LIMIMCST Configuration

MecstTagStrip | falze

MesthlaxGroup (123

’ Help Config== ”

ISet Success!
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5.4.1.2 Configuring the VLAN of a port

Click Set>>. The following page appears:

DONINC5T Configuration

-LINIMC ST Configuration
MestTanStrip false
MesthaxGroup
Help | (]34 Config== Close
Select All Yian Index Yian 1D
[ Refresh ” Add Delete Ernpty

The VLANS for corresponding ports are shown in the figure above.You can add, delete and clear

the VLAN of a port.
»  Adding VLAN

When adding VLAN, you should note that you can add at most 64 VLANSs (VlanID range:

2-4094).
Click Add. The following page appears:
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DHINCST Configuration

~UINIMCST Configuration
MestTagStrip  false

mMesthaxGroup | 123

]2 Config== Close |
Add Wlan
ﬁflanm |
[ ] ” canc... ]
[ Refresh ][ Add Delete Ermpty

In the Add VLAN text box, you can add one or multiple VLANS.
As to adding a single VLAN, see the following figure:

THINCST Configuration

~LINIMCET Caonfiguration
McstTagStrip  false

mMesthaxGroup (125

] Config== Close

Add Vlan
’:JIan D (2

[ ] 4 ] [ Cancel

[ Refresh ][ Add Delete Ernpty
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ONINCS5T Configuration

=LIMIMCST Configuration

MecstTagStrip falze

MesthaxGroup 128

Help | ] [ Config== [ Close
Select All Yan Index Yan D
] 1 2

[Refresh ] add | Delste Ermnpty

IF'erﬁ:urmed completely

As to adding multiple VLANS, see the following two figures:

OHNINCST Configuration

=UMIMCST Configuratian

mMecstTagStrip  false

mMesthaxGroup |28

(0]34 Config== Close |

LI | -add vian
’;flan ID (3,455

[ Ok l [ Canceal

[ Refresh ][ Add Delete Erripty |

Ferformed completelyl
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ONINCS5T Configuration

=LIMIMCST Configuration
MecstTagStrip falze

MesthaxGroup 128

Help | ] [CDnﬂgﬂ [ Close
Select All Yan Index Yan D

I | |

[Refresh ] add | Delste Ermnpty

IF'erﬁ:urmed completely

DHINCST Configuration

=UMIMCST Configuratian
MestTagStrip f2lse

MesthaxGroup | 128

]2 Config== Close |

Ylan D |7-10

"Add Wlan

I |

[ Ok ] [ Cancel

[ Refresh ][ Add Delete Ernpty |

IF'erﬁ:urmed carmpletelyl
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ONINCS5T Configuration

=LIMIMCST Configuration
MecstTagStrip falze
MesthaxGroup 128
Help | ] Config== ’ Close
Select All Yian Index YWlan 1D

=] I £ F.
] 2 3 -
F] 3 4
] 4 5
F] A G
] G 7
F] 7 a
] a 4
F] q 10 ¥

’ Refresh Celete Ermpty

IF'erﬁ:urmed completely

»  Deleting the VLAN of a port
Select a VLAN and then click Delete.See the following figure:
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ORINCST Configuration

~LIMIMCET Configuration
McstTagStrip false
mesthaxGroun (128
]
Help (0] [Cnnﬂgﬂ [ Close ] [
Sel
.8
I:l \‘!) Are wou sure to delete?
[]
[ L Tes J[ Ho ]
Ol
O 7
[]
£] 10 v
| Reesh || add | Deete || Empy
IF'erfclrmed campletelyl

Click OK. The selected VLAN is deleted.See the following figure:

ONINCS5T Configuration

=LIMIMCST Configuration
MecstTagStrip falze
MesthaxGroup 128
Help | ] Config== Close

Select All Yian Index Yian 1D
] 1 2
| 2 3
] a 4
| 4 ]
] ] 4]
| ] 7
] 7 a

[ Refresh ” Add Delete

IF'erﬁ:urmed completely

If you click All Select and then Delete, all VLANS here will be deleted.
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To clear all VLANSs of a port, click Clear. See the following figure:

ONINCST Configuration

~LINIMC ST Configuratian
MestTanStrip false
MesthlaxGroup (128
Help | 1k Config== Close
Sel IO
L]
D \?) Are wou sure to clear 7
L]
O o tes 4| H |
L]
.
L]
[ Refresh ” Add Delate Erripty

IF'erﬂ:urmed completelyl

Click OK. All VLANSs of the port will be cleared.See the following figure:

ONINCS5T Configuration

=LIMIMCST Configuration
MecstTagStrip falze
MesthaxGroup 128
] Config== Close
Select All Yian Index Yian 1D
[ Refresh ” Add Delete Ernpty

IF'erﬁ:urmed completely
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5.4.2 Changing the Status of a Common Port

Common ports here mean the GigaEthernet ports and the FastEthernet ports.
If you want to change the status of a common port, you should follow the following procedure:
Right click the ONU icon and select Device's faceplate and then right click Common port

on the faceplate.See the following figure:

172. 16. 21. 147—Epon

B e-r 0+ [ 4 |

EP1ZR
Sl

Port LM Attribute
ard:2

PortWLAKN Configuration
UNIMCSET Configuration
ACL Apply »
Interface Status 3

Click Port’s status and then select one of the two options: shutdown and no shutdown. The
status of this port is changed.See the following figure:
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172. 16. 21. 147—Epon

Yy Q@QEIQB-T— +
A
v
58510 =42
]
B 1Ep1208-45-v O
31.147-Epon
b
brigid
| ro ./i
1EF 1205
" B =X
| Fort UNI Atiibute g2
Fort VLAN Canfiguration
UNIMGST Configuration
ACL Anply »
N 0o shutdewn
shutdawn
v
< >

5.4.3 QoS Application

In the topology, right click ONU. A menu appears, as shown in the following figure:

@ 172. 16.21. 147-Epon i ¢
(&) P 3
RO Q Qe-0 ¢ [ di ]
-~
@
5851025
E_==1
172.16.21.147-Epan
EFPOME/4
Yk
EPONEM
P y Chassis
=y
8141 UNI @05 Apply
UNI Port Limit
ONUYVLAN CFN
Caonify Info View
QMU Distance
ONU OptiF ower
ONU ponSwitch
ONU Optical Part Info
Alarm View
Modify Map Symbal
Setial Server Config
OMU reset
Delete Device
he
< »

For more details, refer to “Applying QoS on the PON Port” and section 4.4.1 “Changing the

Status of a Common Port.”
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5.4.4 Optical Power Application

Due to the distance between devices and the transmission medium, the signal attenuates during
transmission.

This function enables EPON NMS to browse the optical power of ONU.

The procedure is listed below:

1. Open NMS and right click the ONU icon in the EPON topology.See the following figure:

172. 16. 21. 147-Epon (=11E3]
L Q@QQe-1—— -+ o
~
@
58510 =25
E===1
172.16.21.147-Epon
EPOME/
s
EPONBIM
g g
& / ﬁ Chassis
Yo 5
=== QO3S Apply
LA UNI QGE Apply
UMI Part Lirmit
ONU VLAN CFN
Conify Info View
OMU Distance
ONU OptiP ower
ONU ponSwitch
ONU Optical Port Infa
Alarm Yiew
Modify Map Symbol
Serial Server Config
OMU reset
Delete Device 3
3 ]

2. Select Apply the optical power. A page will appear to show the current optical power.See the
following figure:

OF0 optical power —EPONBS4:2

Optical Fower |ONU[8/4:2], input optical power: -T2 = 0. 1dbm
output optical power: 26 = 0. 1dbm

O =ztatuz iz auto_config

ISucceed.
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5.4.5 Browsing the Settings

Browsing the settings here means browsing the current ONU settings, saving the current settings
to the local file, and comparing two ONUSs’ settings.Right click Browse the settings. A window
appears, as shown in the following figure:

172. 16. 21, 147—Epon

Y Q@RQas-T——+
' -
v
586105€
172.18.21.147-Epon
EPOMNE/4
J
sngn*
EPOME4
v
& Chassis
ar4:1 QoS Apply
UNI QO3 Apply
UNI Port Limit
ONUYLAM CFN
Canify Info View
ONLU Distance
ONLU OptiPower
ONU ponSwitch
ONU Optical Port Info
Alarm View
Modify Map Symbaol
Serial Server Config
OMNU reset
Delete Device ~
< >
: — .
il ONU Information—EPON8/4:2 =13
Config Info
Save ] [ File Compare l ’ Refresh
ISucc eed.

The Save button can be used to save the current ONU settings to the local file.
The File compare button can be used to open a comparision tool to check the settings of two
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ONUs.

5.4.6 Distance Measurement of ONU

ONU distance measurement is to check the distance between ONU and the PON port.Right click
ONU and then choose ONU distance measurement. A window appears, as shown in the
following fiugre:

OR0 Distance—EPORB/4:2

Distance |njstance between ONU[8/4:2] and OLT[172.16. 21, 147-F

ONT ztatuz iz auto_config

4 | >

IEucceed.

5.4.7 Browsing Alarms

Browsing alarms is similar to browsing OLT alarms. Please refer to browsing OLT alarms.

5.4.8 Rebooting ONU

Choose and right click an ONU icon and Reboot ONU. The Reboot ONU dialog box appears. If
you choose Yes, this ONU will be restarted; if you choose No or close the dialog box, this ONU
will not be restarted.See the following figure:
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172. 16. 21. 147-Epon
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Q08 Apply
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v ﬁ
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< >

5.4.9 Setting the Serial-Interface Server

The settings of ONU serial-interface server includes setting global attributes of the serial interface
and setting a single serial interface. The settings of a single serial interface includes setting its
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basic attributes and the attributes of its data cache area, and loopback shutdown and enabling.
Right click ONU with the serial interface and select Set the serial interface server. The
following window appears:

172. 16. 21. 147—Epon E”E|EJ
R e-F ¢+ [+ |

~

58510 2C
I |

172.16.31.147-Epon

EPONE/4|
" EPONEI 2

® o & Chassis
e e

- Q08 Apply

8i4:1 LINI QOS Apply
LINIPort Limit
DMNLWYLAN CFN
Conify nfo View
OMU Distance
QMU OptiPover
QMU ponSwitch
QMU Optical Port Infa
Alarm View
Modify Map Symbal

DU reset

Delete Device

Bj Serial Server Config — EPON8/4:2 Z||:|E|

Serial Port Camman Config
Serial Portiiork Mode () Mone () Tep-Client ) Udp () Tep-Server
Serial Port Wark Paort ‘ Serial Port Server IP | v‘ Canfig
[ Set I | Refresh | ’ Serial Config ]
Finizhed.

The Setup button is to distribute the modified options to ONU.
Click Setup. The Set the serial interface’s address window appears, as shown in the following
figure:
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EO!T[I Serial Server Config

QrL Serial Semver ndex QrL Serial Server [P

Delete Madify

Mo serial port semver I

In the window above, you can add, delete and modify the address of the serial interface of ONU.
Click Set the serial interface. A dialog box appears, as shown in the following figure:

ﬁSerial Server Config — EPOR8/4:2

Serial Port Camman Config

Serial Portihiork Mode () Mone () Tep-Client ) Udp () Tep-Server
Serial Port Wark Paort ‘ Serial Port Server IP | v‘ Canfig
[ Set l [ Refresh l [ Serial Config |

Serial Port Caonfig

Serial Port ...| Port Speed | PortData .. | PotHaltE...| Port Parity | Port Flowe ... | Data Read... | Data Read... | ke
1 900 8 1 Mone MHone 100 100 Dis
2 9600 g 1 Mone Maone 100 100 Dis
3 9E00 8 1 Mone MHane 100 100 Dis
4 9600 g 1 Mone Maone 100 100 Dis
£ >
Canfig
Finished.
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The serial interface settings shown in the figure above is for the settings of each serial interface of
ONU. If you select a random serial interface and click Setup, the following window appears:

BSEIES

EESerial Server Config — EPOR8/4:2

Serial Port Camman Config
Serial Portihiork Mode () Mone () Tep-Client ) Udp () Tep-Server
Serial Port Wark Paort ‘ Serial Port Server IP | v‘ Canfig
[ Set l [ Refresh l ’ Serial Config ]
Serial Port Caonfig
serial Paort...| Port Speed | Port Data ... | PortHalt B...| Port Parity | Port Flow ... | Data Read...| Data Read... | Kee
9600 a 1 Mone Mone 100 100 Diza
9600 a 1 Mone Mone 100 100 Diza
9600 a 1 Mone Mone 100 100 Diza
£ >
Finished.

Serial Port Config—Port Index (1)

Serial Port Sequence Mo ‘ ‘ Loophack Test
Serial Port Basic Properties
Fort Speed |~aann ‘ Part Parity Home v‘
Fort Data Bits |a v‘ Fort Flow Control Hane v‘
Fart Halt Bits |1 v‘
Serial Port Data Buffer Properies
Data Read Interval |1|:u:| ‘ Data Read Bytes |1|:u:| ‘
Serial Port Keepalive Propetties
Keepalive Made Dizable v‘ Keepalive Timeout |1|:u:| ‘
Keepalive ldle |1|:||:| ‘ Keepalive Probe Count |3 ‘
[ Set ] [ Default ] [ Close ]
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5.4.10 Information About Optical Modules of the PON Port

Open NMS.
Right click ONU and click Info about optical modules of the PON port. The following figure
appears:

172. 16. 21. 147-Epon

QAL -+ =]

[E3

-

585105
=]

1721621 147-Epon

EPONS/4

< EPONBM4
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QoS Apply

Big:1 UNI QO Apply
U Port Limit
ORUNVLAN GFN
Conify Info View
OMU Distance

QMU COptifPower
QMU ponSwitch
QMU Optical Port Info

Alarm View
Modify Map Symbal

Serial Server Config

OnU reset
Delete Device

1<

ﬁ Current OUN PON Info-EPON8/4:2

- B

TempratureCurr oplfvolt oplfCurrent oplfRxP owerCurr oplfTxP owieriury
59.8 3.3 211 -7 2.6
Refresh | [ Close
Finished

5.5 Operation Log

The system will record all kinds of operations done by users.
Click System Management -> Operation log. The following page appears:
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File EponMap®) NMS(E) o el EEl Window Help
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% , Sy
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) HIH Topo Netwark

1 Te 2T TA7-Epon
(@ FaultManagement
@) Performance EPONE/A
(@) Network Database v
-#) Task Management ek
@
@ SNWP Tools i~
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a4 a14:2

ﬁEpun Configuration Log

—Guery Condition

Uszername ||HEEEERS

IPAddress | 0 .0 .0 .0 | Time

~Configuration Log

Username Instructions | Cperation Ohject | Time | Status |

Close ” Save As.. ” Delete

Finished.

Query conditions:

1. Administrator: the login name of the administrator will be displayed in this option.

2. IP address: it means the IP address of a device. It can be used to query the to-be-operated
device. You can enter no parameter here, which means a lot of operation logs will be displayed.

3. Time: It is for you to select the time of recording logs.If you enter no time, all logs will be
queried.

After all the above-mentioned parameters are set, you can click Query. The results are shown, as
shown in the following figure:
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ﬁEpun Configuration Log
—Guery Condition
Username |Please Select « | IPAddress |0 .0 .0 .0 | Time
~Configuration Log
Lsername Instructions Cperation Ohject Time Status
root wehclient security authaudit. authentication 2012-06-05 15:50:55.296 SUCCESS ~
roat welbclient. security. authaudit. authentication 2012-06-0515:50:58.312 SUCCESS
root Runtime Administration 2012-06-05 15:51:13.4578 SUCCESS
root Runtime Administration 2012-06-05 15:51:32.656 SUCCESS
root Runtime Administration 2012-06-05 15:54:37.031 SUCCESS
root Runtime Administration 2012-06-08 15:55:27.171 SUCCESS 4
root Delete Ohject 17216210 2012-06-05 15:55:35.5 SUCCESS
roat Runtime Administration 2012-06-05 15:5543.03 SUCCESS
root Runtirme Administration 2012-06-05 16:00:09.765 SUCCESS
roat Runtime Administration 2012-06-05 16:00:13.468 SUCCESS
roat Runtime Administration 2012-06-0516:12:10.828 SUCCESS
root Runtime Administration 2012-06-05 16:12:15.078 SUCCESS
roat Delete Ohject 17216210 2012-06-0516:12:23.734 SUCCESS
root Runtime Administration 2012-06-08 16:12:32.109 SUCCESS
root Runtime Administration 2012-06-06 16:17:12.203 SUCCESS 2
Close ” Save As.. ” Delete
Finished.

In the Status column, the operation results are shown. SUCCESS means this operation is
successful and FAILURE means this operation fails. If you select a row and then click Delete, the
selected record will be deleted.

5.6 Device Discovery and Log Deletion

This function is to discover and delete the devices in the system, record the related operations and
browse the operation status of the system.

The procedure is listed below:

1. Click NMS -> System Management -> Real-Time Management. See the following figure:
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E Euntime Administration

File Help

B & P

9 Categories
#-£7% Topology

B & P

@ Catenaries gueryConditionLabel

ng opology devicele deviceType please select v| StartTime‘ | endTime| |

€13 Finished

deviceDizcoveryLog

index deviceMame deviceType operateType operateTime
T 17216.21.147 Snmphode added 201 2-06-06 10:31:56 ~
[ SM4:2(172.16.21.147) EponOMUDey... [added 2012-06-06 10:31:56
5 BMA(1T216.21.147) EponOMUDey... [added 2012-06-06 10:31:56
4 EPONBI4(17216.21.147) EponSpliter  |added 2012-06-06 10:31:56
3 172.16.21.147-Epon EponOLTDeyi... [added 201 2-06-06 10:31:53
2 17216210 Metwark added 2012-06-06 10:31:52
1 17216.21.147 SnmpMode deleted 2012-06-06 10:31:28

Different from figure 4 and figure 8, this figure shows the device type: Node, NetWork,
EPONONUDevice and EPONSplitter. The default device type is null.
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5.7 Bandwidth Usage

Bandwidth usage is designed for monitoring the bandwidth occupancy of a device.The
administrator can browse the bandwidth usage of a device so that he or she can regulate the
bandwidth and make full use of network resources.The specific operation is shown below:

1. Select OLT and right click it.See the following figure:

GA 172, 16.21. 14T-Epon
s @@aae-7 0+ [+ ]

=

| >

Chassis
QLT Deivce Info

Alarm View

525102

17
DEA Conf
OLT Stp Conf
Mirror Managed
Register ORI
EFONE! port Rate Limit
Storm Cantral
ONL Port Flow Control
OLTACL
Port Aggregation
OLT ¥lan 3
Q05 Manage 3
QLT Encryp
OLT Multicast
Serial Server Config

EPONG/

~
]

CPU Info

Memory Liilization

Device settings
hlodify Map Symbol

ReFaound
< ¥

2. Click Bandwidth usage, as shown in the following figure:

ﬂ Bandwidth wtailization—172. 16.21. 147-Epon

~Bandwidth utilization

|DeviceName‘ ‘Pallingintewal(secnnds) ‘5 H [ Help Start [ Close ]|

~ Configuration Cption

(%) OLT POM port banchwidth utilization rate () OMU banchwidth utilization rate

POM List Selected PON

EPOMEM
EPOMBI1E
EPOMESS
EPOMB/1S
EPOMNEST
EPOMBI/14
EPOMESE
EPOMB/13 2
EPOMNESS
EPOMB/12
EPOME
EPOMS/11

| *
v

Finished.
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3. Set the polling interval (default interval: 5s), select a port, and click to add this

port to the monitor list or click to add all ports to the monitor list.See the following

figure:

If Bandwidth utilization—172. 16.21. 147-Epon =3

~Bandwidth utilization

|Device Mame ‘ Folling interval{seconds) ‘5 H ’ Help ” Start ” Close ]|
- Caonfiguration Option
(&) OLT PON port bandwidth utilization rate () OMU bandwidth utilization rate
PN List Selected PON
EFCMEMS = EF QMBS
EFCMEST EF MBI
EFPCME/E T ew | [EPOMEM4
EPCIMEM3 ERCIkEIS
EFCMEM2 EFCMBM G
EPONS/4 -
EFPCME11
EPONSI3
EFCMEMD
EFCMES2
EFPCMEM
Finished.

4. Click Start. The selected ports will be monitored.See the following figure:

If Bandwidth utilization—172. 16.21. 147-Epon =3

~Bandwidth utilization

|Device Name‘ ‘ Folling interval{seconds) ‘5 H ’ Help ]| Stop ” Close ]|

Bandwidth utilization line graph

A Al bandwidth | | in banduith | L, Out bandwicth

172.16.21.147-Epon All bandwidth utilization rate

Percent
o

0506 1041 30 0806 1042 00 0608 10042 30 0506 10:43 00 0608 1043 30 0608 1004400 0506 1044 30 0608 1004500 0608 10145 30

Time(Seccand)

|— EPOMS/8 ==EPONS/S —EPONS/14  EPONS/S —EPON8f16|

Finished.

By default, the total bandwidth usage is displayed.Here, you can browse the incoming bandwidth
usage and the outgoing bandwidth usage.You just need to click the corresponding tab.For example,
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_ _ _ kl P In banchwidth I L
if you want to browse the bandwidth usage, clic . See the following figure:

ﬁ Bandwidth utilization—172.16.21. 147-Epon

~Bandwidth utilization

|Device Mame ‘1?2.16.21.14?—Ep0n‘ Palling interval(secands) ‘5 H [ hHelp | Stop
Bandwidth utilization line graph

[ Al bandwidth | P In bandwidth | Lun Ot handwidth

172.16.21.147-Epon In bandwidth utilization rate

Percent
o

0506 1042 00 0506 1043 00 0506 1044 00 0506 1045 00

06-08 1046 00 06-08 1047 00 06-08 10048 00 0608 1048 00
Time(Seccand)

|— EPOMS/8 ==EPONS/S —EPONS/14  EPONS/S —EPON8f16|
Finished.
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6 Fault Management

If you can browse the information about corresponding trouble, it will be much convenient
for network management.The administrator can locate the troubled devices and the reasons and
make a rapid troubleshooting according to the information of network troubles.

This section gives a detailed description of alarm levels:

Alarms can be classified into five levels:

Critical, Major, Warning, Info, Clear

Critical: it refers those dangerous alarms which are shown in red, such as device's trouble or
the disconnection of an interface.

Major: It means those serious alarms which are in yellow, such as node’s trouble.

Warning: It refers to those general alarms not related with the device’s troubles. These alarms
are shown in blue.

Info: it refers to the general information, such as general network events.They are not shown
in color.

Clear: It refers to clear-away alarms. When Critical or Major appears and the status gets
normal again, a clear-away alarm will be generated, marking that the device has already got rid of
alarm and functioned normally again.This kind of alarms are shown in green.

NMS provides the administrator detailed information, including network events and alarms.

6.1 Network Events

Network events list all information about status changes of all managed devices, such as node
trouble, node recovery, port status change, failed polling and management information of NMS
platform.Click Network events. The following page appears:

TS N @ Fault Management
=85 Applications

-8 Network Maps
=1 &% ipnet
421721600

45 172.16.21.0
£) EPON Netwark
H Topo Netwark

agemen]
etwork Events
1) Performance

Network Database

(-#5) Task Management
& (@) SNMP Tools

Fault Management
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7 RIS & Network Events E] ‘
=8 Applications =
Metwork Maps {53 Network Evants Total | 1317 | Displaying o Page Length |60 % | 4
=-&% ipnet C
451721600 ( Staius I Source | Dale ¥ )| Message
LAFAPIIE2 0 Irfo 172.16.21.147-Epon JUn 01,2012 09:54:10 AM o Trap Parser defined for received trap: Enterprize: 1.3.6.1.44
=) EPON Netwark Info 172.16.21.147-EFON8/4:1 Jun 01,2012 D2:54:00 AM ONU Por{EPONSF4-1] status has changed into: Linkfaulto
5@ 172.18.21.147-Epon Info 172.16.21.147-EPON8/41 Jun 01,2012 D9:53:53 AM ONU Porl{EPONSF4:1] status has changed into: Linkfautto
B sLoT 8 Infa 172.16.21.147-Epon Jun 01,2012 09:53:27 AM Mo Trap Parser defined for received trap: Enterprise: 1.3.6.1.4
") HIH Tapo Netwark Info 172.16.21.147-Epon Jun 01,2012 D2:52:44 AM NO Trap Parser defined for recelved trap: Enterprise: .1.3.6.1.4
Fault Managerent 172.16.21.147-EPON8/4:1 Jun 01,2012 D9:51:00 AM ONU Por{EPONSF#:1] status has changed into: Linkfaulto
Infa 172.16.21.147-EPONS/4:1 Jun 01,2012 09:49:58 AM ONU Pori[EPONS/4:1] status has changed into: Linkfaulio
L& Marms Infa 17216.21.147-EPONS/41 Jun 01,2012 09:48:52 AM OMNU Por[EFONES4 1] status has changed into: Linkfaulto
@) Performance Info 172.16.21.147-EFON8/4:1 Jun 01,2012 D9:46:41 AM ONU Por{EPONSF4:1] status has changed into: Linkfautto
Metwork Database Info 172.16.21.147-EPONE/4A Jun 01,2012 09:46:00 AM ONU Por[EPONE/M:1] status has changed into: Linkiaulio
& EPON DEVICE Irfo 172.16.21.147-EPON8/41 JUn 01,2012 09:45:31 AM ONU Por{EPONS/:1] status has changed into: Linkfautto
LB Switches Infa 17216.21.147-EPONS/4A Jun 01,2012 09:45:05 AM ONU Port[EFONE/4 1] status has changed into: Linkfaulto
) Routars Infa 172.16.21.147-EPONS/41 Jun 01,2012 09:41:43 AM ONU Pori[EPONS/4:1] status has changed into: Linkfaulio
) ONU Reverse Lankup Irfo 172.16.21.147-EPONE/41 JUn 01,2012 09:38:59 AM O Por{EPONE/:1] status has changed into: Linkfauto
& ) Task Management Info 172.16.21.147-EFON8/4:1 Jun 01,2012 09:38:28 AM ONU Por{EPONSF4:1] status has changed into: Linkfautto
+ .’@ SHMP Tools Infa 172.16.21.147-EPONS/4A Jun 01,2012 09:38:03 A OMU Port[EPOMNES4 1] status has changed into: Linkfaulto
Infa 172.16.21.147-EPONS/4:1 Jun 01,2012 09:35:45 AM ONU Port[EPONS/4:1] status has changed into: Linkfauto
Infa 17216.21.147-EPONS/4A Jun 01,2012 09:35:14 AM ONU Port[EFOMNE/4 1] status has changed into: Linkfaulto
Infa 17216.21.147-EPONS/41 Jun 01,2012 09:34:14 AM OMU Port[EPOMNE/4 1] status has changed into: Linkfaulto
Infa 172.16.21.147-EPONSI4:2 Jun 01,2012 09:34:09 AM ONU Port[EPONS/4:2] status has changed into: Linkfauto
Infa 17216.21.147-EPONS/4:2 Jun 01,2012 09:33:00 AM ONU Port[EFONES4 2] status has changed into: Linkfaulto
Infa 17216.21.147-EPONS/4A Jun 01,2012 09:32:21 AM OMU Port[EPOMNE/4 1] status has changed into: Linkfaulto
Infa 172.16.21.147-EPONS/4:1 Jun 01,2012 09:31:57 AM ONU Pori[EPONS/4:1] status has changed into: Linkfaulio
Infa 17216.21.147-EPONS/41 Jun 01,2012 09:31:41 AM OMNU Por[EFONES4 1] status has changed into: Linkfaulto
Infa 17216.21.147-EPONS/4:2 Jun 01,2012 09:31:09 AM OMU Port[EFOMNE/4 2] status has changed into: Linkfaulto
Infa 17216.21.147-EPONS/4 Jun 01,2012 09:31:00 AM ONU Pori[EPQONS/4:1] status has changed into: Linkiaulio
Infa 172.16.21.147-EPONS/41 Jun 01,2012 08:30:54 AM ONU Por[EPONE/4 1] status has changed into: Linkfaulto
Infry 177 1R 71 147-FRONAI Jdun 11 2017 93044 AM QMU PrfFRONS/ 11 statis has channed it | inkfauln
< >
L 4

The above-mentioned list shows all network events.The following are some explanations about
the above-mentioned list:

€ Status: It stands for the alarm types: critical, major, clear and info. For more

information, see their definitions.

€ Source: It represents the device or the port on which a network event occurs.

€ Date: It refers to the specific time when a network event occurs.

€ Info: It represents the detailed explanation of an event.
If you double click a column in the list, you can make ordering of this list. For example, if you
double click the Date column, the content in the list will be sequenced according to time.
In order to browse the information conveniently, you can add related “show” operations on the
right top of the list, as shown in the following figure:

Total 1314 Displaying ta FPade Length |40 w L 4

Displaying o

Total: It shows the total number of all events. > You can

designate the range of displayed events. Page length: It represents the number of events displayed

in every page. : They stand for the page-turn button.

If you double click an event, the following page appears:
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& Network Events

@ Metwork Events Total Displaying I:l to I:l Page Length IE II‘ IZ‘ IE
Slatus | Source )i Dale & )i Message |

172.16.21.147-EFPONE/4:1 Jun 01,2012 10:15:08 AW ONU Por[EFONS/4:1] status has changed inta: Linkfaullo L’
172.16.21 - Mo Trap Parser defined for received trap: Enterprise: 1.3.6.1.4.1.33
172.16.21 Evant Datails QMU Pord[EFCOMEM4: 1] status has changed into: Linkfaultio
172.16.21 Mo Trap Parser defined for received trap: Enterprise; 1.3.6.1.4.1.33.
172.16.21 o |4g41 ‘ ONU Por[EFONS/4:1] status has changed inta: Linkfaullo
17216.21 ONU Por[EPORSE/4:1] status has changed inta: Linkfaullo
17216.21) SeEverty |info | Mo Trap Parser defined for recelved trap: Enterprise: 1.3.6.1.4.1.33
172.16.21 ONU Por[EPOMS/4:1] status has changed into: Mo Trap Parser defined for received trap: Enterprise: 1.3.6.1.4.1.33.
172.16.21 LTl ONU Por[EPONS4:1] status has changed into: Linkfaulto
1721621 Messase Mo Trap Parser defined for received trap: Enterprise: 1361 4133
17216.21 ONU Por[EPONS/4:1] status has changed inta: Linkfaullo
172.16.21 Category |LLID_PORT Mo Trap Parser defined for received trap: Enterprise; 1.3.6.1.4.1.33.
172.16.21 ONU Por[EFONS/4:1] status has changed inta: Linkfaullo
17218.21] DOmEN | ONU Por[EPONBI4:1] status has changed int: Linkfautto
17216.21)  MNetwork | Mo Trap Parser defined for received trap: Enterprise: 1 361 4133
172.16.21 Mode |1 T2.16.21.147-EPOME/ 1 Mo Trap Parser defined for received trap: Enterprise; 1.3.6.1.4.1.33.

1721621 Source |172.1 6.21.147-Epon_ONU_44 OMU Por[EPORZ/4:1] status has changed inta: Linkfaullo

17216.21 ONU Por[EPONS/4:1] status has changed inta: Linkfaullo

172.16.21 IR | Mo Trap Parser defined for received trap: Enterprise; 1.3.6.1.4.1.33.. —
172.16.21) Datelime |JU” 01,201210:14:41 AM Mo Trap Parser defined for received trap: Enterprise: 1.3.6.1.4.1.33.

|
|
|
|
172A62 Fajlurs Object [172.16.21.147_llid_44 | Mo Trap Parser defined for received trap: Enterprise: 1.3.6.1.4.1.33.
|
|
|
|

1721621 GraupMame | OMU Por[EPORZ/4:1] status has changed inta: Linkfaullo
172.16.21 Mo Trap Parser defined for received trap: Enterprise: 1.3.6.1.4.1.33

172.16.21 ONU Pord[EPCMEM4 1] status has changed into; Linkfaulio
172.16.21 ONU Por[EPCOMEM: 1] status has changed into: Linkfaulto
172.16.21.147-Epon Jun 01,201210:05:42 AM Mo Trap Parser defined for received trap: Enterprise: .1.3.6.1.4.1.33.
17216.21.147-EFONB/4: Jun 01,2012 10:05:35 A ONU Por[EPONSr4:1] status has changed inta: Linkfaulto

( 172 1A 71 147-Fonn dun 01 2012 1008 20 Al Mn Tran Parser defined far received fran” Fnfemrise 13/ 141 RIR) M

The above-mentioned page shows the detailed information about this event.

6.2 Network Alarms

Network alarms record the alarms of a device and provide solutions for related alarms, including
the alarm notifications and alarm confirmations.
Click Network alarms. The Network alarms page appears, as shown in the following figure:

S £ Alarms
=) Applications .
=) Natwork Maps & larms Total ‘ 2 | Displaying | [to | | Page Length W [« D1 D1
=& ipnet E
S AF4T2i600 [ category ] (confirmstaft ][ confirmTime [t Source [0 DateMime ¥ |( Alarm Message
'?17215 210 ONU Devic.. Uneonfir. 1721621 147-EPONS _Jun 01,2012 101610 AM  ONU:(MAC Address is fc fa 7 2b 0f 4f) belongin

T) EPON Network Clear  ONU Devic... Unconflr... 172.16.21.147-EPONS... Jun 01,2012 10:0308 AM  ONU:(MAC Address s 00 &0 0701 01 01) belon
@) 172.16.21.147-Epon
H B 5ot e

“ ) HIH Tapo Netwark
=-(@) Fault Management

: etwork Events

£-() Performance
=-(@) Network Database
1 EPON DEVICE
@) gwitches
1) Routers
) ONU Reverse Lookup
£-#5) Task Managernent
£-[@) SHMP Tools
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6.2.1 Alarm Notification

The alarm notification is added so that the administrator can know the network alarms on
time. The alarm notification includes action limit, command running and E-mail generating.

6.2.1.1 Adding the alarm notification

Click Network Alarms -> alarm management -> Set alarm notification.See the following
figure:

File  Custom Views B

CIN Alertview System Manager Window Help

b4 Ctrl+5hift+a
a® et Notiter e (i Broad Director

# BroadDirector HETIEE fT
=8 Applications Delete(R) Curl+R
= @) Metwork Ma Pick Up f UnPick Ctri+l Total ‘ 3 | Displaying | J1o [ | Page Length [ & M &
=& ipnet Clear el
g7, = ategory confirmStafi | [ confirmTime I( SOUICE I Date/Time ¥ I Alarm Message
S @epony SMeTofile ik U Devic... Unconf 172.16.21.147-EFONB...Jul 20,2012 071330 A ONUL{MAG Address is 00 e0 0F 01 01 01) belo
@ 172 POt ik U Devic... Unconfi 172.16.21.147-EPONS...Jul 18,2012 05:51:41 PM ONUMAC Address is fc fa 17 2b OF 46 belongi
L@ HHTOE  Search® e U Devic... Unconfi 172.18.21.147-EPONB...Jun 20,2012 04:49:45 P ONU:{MAC Address is 00 e0 0F 01 01 01 belo
=@ Fault Management
@) Network Events
[ marms
+-(ll) Performance
+-(@) Network Datahass
£ &) Task Management
£-(@ SNMF Toals
- N IE >

Click Set alarm notification:
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gﬂlert Filters Z E'E'

Alert Filters QA

Filter Marme

hdatch Criteria

Source

Severity @

Actions List

T
2

B B
o ) (o]

IReady

The alarm notification settings consists of two parts: one part is to set the matchup conditions of
the alarm notification, and the other part is to set the action of the alarm notification.Before the
alarm notification settings, you shall set Alarm Filter and Matchup Standard, and then Action.

& B

Note: The Alarm Notification menu is and the Alarm Notification’s

k-
2

Action menu is

Click Add %’ . The page is available for entering information, as shown in the following
figure:
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gﬂlert Filters Z E'E'

Alert Filters QA

LY New_Filter |

Filter Mame | new_Filterd

~hlatch Criteria
Source
Severity @
Advanced
Actions List gﬁ.y

2

B B
o ) (o]

IReady

The parameters in the above-mentioned figure are explained below:

®  Filter’s name: It stands for the name of the alarm notification.

® Alarm source: It shows on which device the alarm occurs.It is equivalent to the
filtration condition of alarms.

® Importance: There are five options (Critical, Major, Minor, Warning, Clear), which
correspond to different alarm levels.It is equivalent to the alarm filter.

® Advanced: If you click it, a page will appear for you to define the filtration conditions of
alarms.See the following figure:
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@ Natch criteria Properties

Match criteria

Filter Criteria

hlessage

Category

Diarmain

Metwark

MHode

Entity

More Properties I ] ][ Cancel :

After the above-mentioned parameters are selected, you can click Eﬁy The following window

appears:
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Add Action

Notifications %?_;

Filter Action List General

MHofification Mame | |

SMTF Account |Defau|t v|

Clickto manage SMTP accounts

Subject | |

Message

File Attachrment | | ]

’ Add ] ’ Cancel ]

On this step, the alarm notification settings is done. Nextly you need to set Trigger of alarm
notification action.There are three options on the above-mentioned figure: E-mail, limit, and
execute the command.The following are their explanations:

® E-Mail:
If you click E-Mail, the figure above appears.

The following are explanations of five parameters on the above-mentioned figure:

A. Notification’s name: It is the unique name for action trigger, consisting of letter, number
and underline.

B. SMTP account: It stands for the information about the SMTP account which sends

. . Click to manage SMTF accounts
E-mail.You shall click to add, delete or

modify the corresponding SMTP account, as shown in the following figure:
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SHIP Configuration

SMTP Accounts Account Details

Default

Account Name hramble |
SMTP Server 'sohucom |
From Address nms@163.com |
To Address Jack |
S5L Mode O

Port a0 |

Authentication Reguired

Uzer MName ‘Jack ‘

Password ‘... ‘

| Edit || Delete || Reset |

(o) (oo |

Account’s name: It is a unigue name of the SMTP account.
SMTP server: It is the address of the SMTP server.

Sender: It means the address of mail transmission.
Receiver’s address: It means the address of the mail receiver.
SSL mode: It means whether to conduct SSL encryption.
Port: It stands for the ID of the mail transmission port.
Checkup: It means whether this E-mail needs checkup.
Username: It means the user name in the E-mail server.
Password: It means the password which corresponds to the user name in the
E-mail server.

Subject: It means the subject of E-mail.

D. Message: It means the body of the E-mail.

Appendix: Click it and the E-mail can carry other files.

O

m

If you click Send, the configuration is done.

® Limit:
If you click Limit, the following window appears:
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Add Action

Notifications %?_;

Email | SUppress | Run Command

Filter Action List General

Mofification Mame | |

Suppress All

Suppress Interval | |

’ Add ] ’ Cancel ]

In the right part of the above-mentioned figure, there are three parameters : notification
name, limit all, and limit interval. They are defined below:

A. Notification name: it is the name of a notification, which consists of letter, number and
underline.

B. Limit all: If you choose tick out this parameter, the alarms will not appear and the system
will automatically restrain this operation.

C. Limitinterval: If limit all is selected, this option is unavailable.If limit all is deselected, this
option is available and can be set to a number, meaning the interval for the alarm reminder to
appear.

After the above-mentioned parameters are set, the Limit settings is done.

® Command execution:
If you click Command execution, the following window appears:
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Add Action

Notifications %?_;

Filter Action List General

Motification Mame | |

System Command | |

append output with message [F1
append errar with message F]
Abort After BD | Seconds

’ Add ] ’ Cancel ]

In the right part of the above-mentioned figure, there are five parameters: Notification name,
Systematic command, Add the output to the Info, Add errors to the Info, and Forced
end time.They are explained below:

A. Notification name: it is the name of a notification, which consists of letter, number and

underline.

B. Systematic command: it represents any program name that can be executed in the command
line.

C. Add the output to the Info: It is to add the results of an execution command to the
information.

D. Add errors to the Info: It is to add the errors of an execution command to the information.
E. Forced end time: If a command is still running after the forced end time, this command will
be forced to end.
After the above-mentioned parameters are set, the Command execution settings is done.

After the above mentioned information is set, click Add, all the current settings will relate with
the corresponding alarm filter. The view that appears in this case is shown below:
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E Alert Filters

Alert Filters QA

LY New_Filter |

Filter Mame | new_Filterd

rhlatch Criteria
Source
Severity Critical Major Minor Warning Clear @
Actions List
=3

2

B B
o ) (o]

IReady

Click OK.The settings of alarm notification is finished.
There are also the following settings:

1. Installing or saving files:
Click Install/save file. The file textbox appears:
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Alert Filters EI@TEI
Alert Filters QA

C ™ e Filterc INGEG—-

Filter Details

Filter File

File Mame | :onialert filters E

[coas ) ove [ coma | fra ]

Actions List
g’r;'gw;':'é : E'E.'y

B B
R | R

IReady

The File name option in the above-mentioned text box cannot be modified, or the alarm
notification will take no effect. Click Save and then Apply. The settings then takes

effect.
2~ Download from the file:
Download the settings directly from the file.

6.2.1.2 Canceling the alarm notification

The Cancel the alarm notification page appears as follows:
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B} rlert Filters -_E|[$_<|
. |
Alert Filters QA
£ revw_Fitero
Filter Mame | new_Filterd
rhlatch Criteria
Source
Severity Critical Major Minor Warning Clear @
Artions List
i
B B
LoadiSave I Ok H Apply ” Cancel ]
IReady

In the above-mentioned figure, there exists one alarm notification. To delete this alarm notification,

select this alarm notification and click %:.

6.2.1.3 Sound of the alarm notification

Click Network Alarm -> Alarm Management. A menu appears, as shown in the following
figure:
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File Custom Views

b Alarm Filters CrH-shift+a
a R Cath (s Broad Directo

CEGAEUERES AlertView Systern Manager Window Help

-

# EroadDirector Alarm Trie Ll
=8 Applications | DeleteiR) cultr
& Netwark Ma  Pick Up i UnPick fate] Total| 1 | Displaying | It | | Page Length [ [« [ M
=& ipnet Clear ctrhL
g7, alegory confirmStat | confirm Time I S0UrEe i DatalTime ¥ I Alarm Message
& @ ePoNn ia“‘j'r” > EE’:*; U Devic... Uncori 172.16.21.147-EPONE...Jun 20,2012 04:48:45 PM  ONUAMAC Address is 00 e0 0701 01 01) held
Tind tH

@172,
GO HHTOE  SearchiF) culeF
&) Fault Management
L &) Network Events

W) Performance
& Configured Gollection
) EponPerformanceOnuFrame
(®) Metwork Datahase
) Task Management
(& SNMP Toals

< | bd

d

Click Sound of the alarm notification. The following window appears:

On

ﬁ Alarm Aundio Notification Z E| E'

Aldio File Details

Critical  |Jaudiofcritical_voice wav s
] M| | et
O Bl | et
[ M| | et
O O | Test

FlayBack Time

—

seconds

oo [carer |

this window, you can select or cancel the sound of the corresponding alarm level by ticking or

not.

Replay time: It means the time that the sound of alarm notification lasts (if the audio lasts too
short, it will be replayed).

Test: This button is for you to test the sound beforehand.

a

Open file: You can select any audio file by clicking it.

Note: The audio files are all stored in the /audio sub-directory of the installation path.
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6.2.1.4 Alarm type management

Click Network Alarm -> Alarm Management. A menu appears, as shown in the following
figure:

File Custom Views

IETLEUEEE AlertView System Manager ‘Window Help

) Alarm Filters Crl4shift+4 )
@) (» pe— o ‘s Broad Directol
y—" e —- Alarm Type Management Ctri+T AEE
= © Apnlications Delete(R) Curl+R. (= Il
26 Netwerk Ma  PlekUp f UnPick Ceri+U Total | 1 | Displaying | o | | Page Length W = [ [
=-&% ipnet Clear Chrl+L
CoLAgm ategary | (confrm3tar_J|( confimTime | Source I DatelTime ¥ I Alarm Message
C-@eponn o ToflE @ik U Devic... Uneonl 172.16.21.147-EPONS. ..Jun 20,2012 04:43:45 PM_ ONUI(MAC Adclress is 00 80 0701 01 01) belo,

L m@n Print Ctrl+P

S HHTIE  BearchiF) ctri+F

@ Configured Collection
@-Epon?eﬂormanceonuﬂame
+-(@) Network Database
£ ) Task Management
£-(@ SNMP Tools

Click Alarm type management. A window appears, as shown in the following figure.

The following figure shows all kinds of alarms that the current NMS supports and their alarm
levels.

Note: The frequent alarms include port’s alarms (port up/down), CPU alarms, fan alarms, memory
alarms, card alarms, and optical channel’s error-code alarm.Additionally, this NMS also lists out
specific EPON alarms, such as ONU port’s alarms, chip's state alarm and PON port’s alarms.

Each alarm type has a default alarm level, but users can modify the alarm levels.
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Alert Sewverity Set

>

o -
* = ‘. L

Sequence Mo Alert Type Alert Severity Alert Device Type
2 FPOR Port Alert Critical Alert EFON DEVICE
K] Fan Alert Majar Alert EFON DEVICE
4 Chip Status Informati... |Maotification Event EFCM DEVICE
il mMemuor Alert Warning Alert EFCM DEVICE
i Logoing Information  |Maotification Event EFCM DEVICE
7 LLID Port M=o Muotification Event EFCM DEVICE
a CRLU Device Alert Critical Alert EFON DEVICE
£ CPL LIl Alert Wiarning Alert EFON DEVICE
10 FOr Part llenal Req ... |Maotification Event EFCM DEVICE
11 FPort Optical Fower Al Warning Alert EFCM DEVICE
12 Card Alert Majar Alert EFON DEVICE
13 CPLU Temperature AlerWarning Alert EFCM DEVICE
14 Cptical Channel BER... Warning Alert EFCM DEVICE

| Help | | f ol iy | | Close |
Getting Completely!

As to how to modify the alarm levels, we take CPU usage alarm as an example. If you wamt to
edit the alarm level of the CPU usage alarm from from Warning Alert to Critical Alert, first
click CPU Util Alert, as shown in the following figure:
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Alert Sewverity Set

Sequence Mo Alert Type Alert Severity Alert Device Type
1 CFL Port Alert Majar Alert EFON DEVICE
2 FPOR Port Alert Critical Alert EFON DEVICE
K] Fan Alert Majar Alert EFON DEVICE
4 Chip Status Informati... |Maotification Event EFCM DEVICE
il mMemuor Alert Warning Alert EFCM DEVICE
i Logoing Information  |Maotification Event EFCM DEVICE
7 LLID Port M=o Muotification Event EFCM DEVICE
a CRLU Device Alert Critical Alert EFON DEVICE
10 FOr Part llenal Req ... |Maotification Event EFCM DEVICE
11 FPort Optical Fower Al Warning Alert EFCM DEVICE
12 Card Alert Majar Alert EFON DEVICE
13 CPLU Temperature AlerWarning Alert EFCM DEVICE
14 Cptical Channel BER... Warning Alert EFCM DEVICE

| Help | | f ol iy | | Close |
Getting Completely!

Then click Modify, a window appears, as shown in the following figure:
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Alert Severity Nodify

Seguence Mo

Alert Type

Alert Severity Critical Alert

| Mocity || Close |

Select the corresponding alarm level in the Alarm Severity drop-down box and finally click
Modify. The modified alarm level is stored to and applied on the NMS.

6.2.2 Right-Key Operations of Alarms

6.2.2.1 Alarm Details

If you click a specific item in the Network alarm list, a corresponding right-key menu appears, as
shown in the following figure:
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& Alarms \Z |E|
@ Alarms Tatal Displaying| | |to [ 7 | Papslength [W] [« [»] [¥]
Status )|[_category )| Eonfirrn. | confirmSta | confirmTirmne ([ source il DatelTime ¥ I Alarm Message

QMU Devie... Uncanfe
Clear QMU Devie... Uncand

172.16.21.147-EPONS.. Jun 01,2012 03:29:05 P ORUMAC Address is 00 e0 0701 01 01) belon
17216.21.147-EPONS. Jun 01,2012 02:20:01 PM - ONULMAC Address is fo fa f7 2b 0 4f) belongin

Details

Events Chr+E

Refrash F5
Epon_Alert_Confirm_Status
Alert_Goto_Map_Bottom

£ | >

Click Details. The following window appears:

B 172.16.21.147-EPONB/4:1 EHEWE

OMNUMAC Address is 00 e0 0Ff01 01 01) belonging to POMN portEPORMEM:1T has been

T registered.

Failure object 117216.21.147-EPONS/41 | Source 1172.16.21.147-EPONE/M4:1 |
Cwmer - | | Categary: \ONU_DEVICE |
Created \Way 31,2012 09:06:58 FM | Modified : \Jun 01,2012 03:29:05 PM |

Group: I:I Severity: Previous severity:

Cther alarms in this groug:

Annaokations For this alarm

[ Pick Lp H Annotate ” Refresh ” Properties H Wiew history ” Merge ” Close ]

In the above-mentioned window, all detailed information about the corresponding alarm is listed
out.

Pick: means the current user conducts the Pick operation to the current alarm.This operation
records when and who to access the alarm. Different users can conduct this operation many times.
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Note: means users can record the alarm processing suggestion to the current alarm.

Update: means the latest alarm information can be gained from the server.This function is similar
to the Update function in the right-key menu in the alarm list.

Attribute: means some fields that users themselves define.

Browse history: means users can browse the alarms before the current alarm.

Combine: means to display the history alarms and the alarm processing suggestion together.

6.2.2.2 Event

If you select Event in the right-key menu in the alarm list, the system will list out all historical
events related with the current chosen alarm.

&5 Alarms
@’ Alarms Total | 1 ‘ Displaying |_- | 1o |_ _-\ Page Length 2i _V_l i;‘] E iii m
[ Status J category 1 canfirm 1 confirmStafl |[ confirmTime i source il DateiTime ¥ il Alarm Message |
QMU Device... U 172.16.21.147-EFONB/.. Jun 04,2012 02:43:28 PM  ONUIMAC Address is o fa f7 2b OF 41) belongin

Details Alt+D

Refresh F5
Epon_Alert_Confirm_Status
Alen_Goto_Map_Bottom

6.2.2.3 Locating alarms

If you select Locate alarm in the right-key menu in the alarm list, the system will automatically
locate the network source of the current alarm to a specific network topology.

Note: In case that the EPON network is contained, the system will automatically search the EPON
network topology and locate a specific network component.
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&2 Alarms El@le

B Alarms Total| 1 | Displaying to PageLength (25 | [W] [ [v] [¥]
C Status J|[ category J|fonfirn_J|[ confirmStaff ) [ confirmTime Jif 50UICE I DateTime ¥ [ Alarm Message
QMU Device... Unconfir.. Dtails el 17216.21.147-EFONS/. Jun 04,2012 024329 PM  ONUXMAC Address is fo fa 7 2b 07 4 belongin
Events CirHE
Refrash FS ;

Epon_alert_Confirm_Status
Alert_Goto_Map_Bottom

6.2.2.4 Confirming alarms

Click Alarm. The network alarm page appears.

22 Alarms

5 Alarms Total 1 | Displaying | o [ 1 | Pagatengm|zs & [4] [« [»] [¥]
Status J|[_category | [confirm..)|[_confirmStaff_J|[ confirmTime i( S0Urce il DatelTime ¥ Ji( Alarm Message

i ONU Device... Unconfir... 172.16.21.147-EPONSL. Jun 04,2012 024320 PW  ONU(MAC Address is c fa {7 2b Of 47) belonging

< | >

In the above-mentioned figure, two alarms are shown. Alarm confirmation includes Confirmation
Status, Confirmation Person, and Confirmation Time.To confirm an alarm, choose the alarm
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row, right click it and choose Confirm alarm.
See the following figure:

& hlarms
55 Alarms Total| 1 |Displaing | to PageLength |25 | [4] [4] [»] D]
Status J|[ category ]| [confirm_J|( confirmStaf [ confirmTime [ sOurce {1 DateTime % il Alarm Message

ONU Device... Uncanfir.. CAT216.21 147-EPONS!. Jun 04,2012 02:4320 PM  ONUMAC Address is fe fa f7 2b 07 4f) belonging
B :

Details Alk+H

Events i |

Refrash F5

Epon_Alerd_Confirm_
Alert_Gota_Map_Bottom

Click Confirm alarm. The following dialog box appears.

&2 Alarms

E@A\arms Total | 1| Displaying | | to I | FagaLength[26 (| [4] [«] [¥] [¥]
Status )| [ category | fconfirm..)|[_confirmStaf || [ confirmTime Jif| Source il DateTime ¥ Jif| Alarm Message
‘ONU Device... Unconfi... 17216.21.147-EPONBEL. Jun 04,2012 0214329 PM  ONU:(MAC Address is fe fa 17 2 OF 47) belongin

Message

2 This action will modify the alarm state recognized,
‘q) Are you sure?

Click Yes.
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& Alams Total| 1 | Displaying to Page Length W [ ] M
Gtatus J|[ category J|[fonfirn_J| [ confirmStaff |[ confirmTime il 50UICE Jif DateTime ¥ I Alarm Message
QMU Device... Confirmed root 2012-06-04 15:08:36 17216.21.147-EPONS/.. Jun 04,2012 03:08:38 PM  OMNUMAC Address is fc Ta f7 2b Of 41) belongin:
< >

This alarm is then confirmed.The confirmation persion is the current administrator. The
confirmation time is the time to confirm this operation.The confirmation status is Confirmed.

6.3 Alarm Toolbar

For the convenience of the administrator, NMS has the alarm toolbar at the bottom of its
window.See the following figure:

Severity ‘ Gategory | Confirm Status ‘ Gonfirm Staf | Gonfirm Time ‘ Source ‘ Alert Time | Alert Gontent
] [ONU Device Alart [uncanfirmed [ | {17216 21 147-EPONSM 2 2012-06-01 15:18:16 [ONU:MAC Address is s fa 7 24 Df 49 belonging to PON port EP

D) Critical(1) ‘ ) major@ || (. Others Alerts(ly

The above-mentioned figure is same to the alarm list, so please refer to the previous section.

€ Critical() | (1) Major@)| | Others Alerts(1)

This small figure is shown at the left bottom of

the above-mentioned figure.This small figure consists of three tabs: Emergency Alarm,
Important Alarm, and Other Alarm.If you these tabs, the corresponding alarm levels will be
shown.Emergency Alarm corresponds to the Critical level, Important Alarm the Major level,
and Other Alarm the Clear level.

Select the alarm row and right click it. A menu appears, as shown in the following figure:

Sevetity Category Confirm Status Confirm Staff Canfirm Time Source Alert Time Alert Content

Clear
Alert Canfirm

Alert Location

£ Critieal(0) | {0 Major®)| () Others Alertst)
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€ Confirm alarm: please refer to section “Confirming alarms.”
Locate alarm: If you click it, the Network page will be opened. On this page you can

select the alarm source.See the following figure:

Eile EponMapB) NMSE) System Manager Window Help

BRI
Sl @ 172. 16. 21. 147-Epon ‘-Z”E"zl
[ |

-46) Applications BRI 8-+

&) Metwork Maps

& ipnet

iR r2800 @

[ 585102C
HE - R ALkl s

1721621 147-Epon

*6®) HIH Topo Network
(&) Fault Management EPONE4
i) Metwork Events o
-4 Mlarms f==1
EPONBI4

(D Performance
(@) Metwork Database

) Task Management
ShMP Tools
F o g
== T

EEFREEE X 4+ o ws ks € i~
—_— >

<

Alert Content

Confirm Staff Caonfirm Time Source Alert Time

Severity Category Confirm Status

€ Gritical(®) | (b Major(@ | (b Otners Alerts(1)
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7 Performance Management

This chapter gives a detailed description of the performance statistics mode.Performance
statistics means to browse the operation parameters of a device in a period of time and present
these parameters on the statistics graphic on the window, so performance statistics helps you to
know the running status of the device in a period of time.

This chapter consists of CPU performance statistics and port’s traffic statistics.

CPU performance statistics: means to collect the information about CPU usage.

Port’s traffic statistics: means to collect the information about traffic on some ports.

ONU port’s traffic: means to display the traffic on each port of ONU. This option does not
include the historical data.

Performance statistics is classified into Real-time performance statistics and Historical
performance statistics.

Real-time performance statistics: means to collect the real-time data of a device and
display these data in real time.

Historical performace statistics: means to browse the running data of a device during a
past period.

7.1 CPU Performance Statistics

CPU performance statistics means to collect the information about CPU usage.
Click EPON network -> EPON device -> CPU performance statistics on the NMS window, as
shown in the following figure:
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EPON Ketwork OLT Stp Canf

Mitror Managed

B* a @ Q QL B _j W Register ONU

Port Rate Limit ':

Starm Control

Por Flow Contral
QLT ACL

Port Aggregation

OLT Vlan »
Q05 Manage »
OLT Encryp

OLT Multicast

Serial Server Config

Memory Utilization
8611
= opticalPort Info
OLT Bandwidih
17,
Device settings

hodify Map Symbol

ReFound
Delete Device

HIH Topo Descaovery

< >

The CPU performace statistics page appears:

Il CPU Performance Collection—172.16.21. 147-Epon M=1E3]

gReal—time Performance Collaction | Histatical Perfarmance Callection

172.16.21.147-Epon ~Data Information

Callection Mode:

100 J oo e mmeoeemmeemiemmeeiiemeeiimieoieiimiemisiissieiieieieiiiiiieiiiesiiiei
(=) 5 secand

amil

E (1 minute

é P | PR No-data-displayedh—— O 5 minute

3

I e

am
01-01 08:00:00
Time(Seccond)
’ Help ][ Dirany ” Close ]
Getting Campletely! I

Performance statistics is classified into Real-time performance statistics and Historical
performance statistics.

The above-mentioned figure shows the real-time performance statistics page.The figure below
shows the historical performance statistics page.
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ﬁCPI] Performance Collection—172. 16. 21. 147T—Epon

Real-time Perfarmance Collection | Histarical Ferformance Collectiung

S]]

172.16.21.147-Epon e R mEan
Collection Time:
100 J [ e
Callection Mode:
!{ T | @Elefore 24 hrs
E wsa b Mo data displayed! O Today
= () LastWeek
|
(1 Selt-definition
01-01 08:00:00 i .
Time(Seccond) i) M=k I:I
CPU Uitiization Help | Draw ][ cClose |

Getting Campletely!

7.1.1 Real-Time Performance Statistics

Choose CPU performance statistics to enter the real-time performance statistics page:

ﬁCPI] Performance Collection—172. 16. 21. 147T—Epon

gReal—time Performance Collaction | Histatical Perfarmance Callection

S]]

172.16.21 147-Ep0l‘l ~Data Infarmation
Caollection Mode:
| SO SRR
(=) 5 secand
amil
E (1 minute
g P | PR No-data-displayedh—— O 5 minute
=
I e
wm
01-01 08:00:00
Time(Seccond)
CPU Utiization [ Heb || Oraw J[ close |

Getting Campletely!

On the page you can choose the statistics interval. If you click Draw map, real-time performance
statistics will be conducted.If you choose 5 seconds as the statistics interval, the corresponding
statistics window is shown in the following figure:
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i CPU Performance Collection—172.16.21. 147-Epon M=1E3]

Real-time Performance Collection | Histarical Performance Collection

172.16.21.147-Epon ~Data Information

Callection Mode:

100
(=) 5 secand
£ s
E 1 minute
g™ € 5 minute
=2
F
= 25

[i11]
0531 174359 0531 174429 0531 174459 0531 174529 0531 174559 0531 174629
Time(Seccond)
CPU Utilization | Helm | "Stop [ close |
CPU Utilization 8% |

Each point in the curve stands for the CPU usage.The distance between points stands for the
statistics interval.lf you click Stop, the real-time CPU performance statistics will be stopped.

7.1.2 Historical Performance Statistics

Click CPU performance statistics -> Historical performance statistics to enter the historical
performance statistics page.

Tl CPU Performance Collection—172.16.21. 117-Epon M=1E3]

Real-time Perfarmance Collection | Histarical Ferformance Collectiung

172.16.21.147-Epon - Data Infotmation
Callection Time: _5 minute w

Callection Mode:

!{ P | S @Elefore 24 hrs
é wsa b Mo data displayed! O Today

2 () LastWeek

o

(&)

(1 Selt-definition

0101 03:00:00 EndTi .
Time(Seccond) i =k I:I
CPU Uitiization | Help |[ praw | Close |
Getting Completelyl I

Statistics time stands for the interval of CPU usage statistics. Statistics mode stands for the data
statistics period, which can be self-defined.
The following figure shows the statistics time is 5 seconds and the statistics mode is self-defined:
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1l CPU Performance Collection—172.16.21. 147-Epon M=1E3]

Real-time Performance og||ec1ign| Histarical Perfarmance Callection

172.16.21.147-Epon ~Data Information
Collsction Time: |Ggecond v

125 Collection Mode:
% 100 () Before 24 hrs
E 75 &) Today
g &0 () LastWeek
=]

: H ; : : : () Self-definition
- s
0720 110000 OF-20 113000 0720 120000 0720 123000 O7-20 130000 G720 133000 )

Time(Seccond)

Help || Draw | Close |

Finished |

7.2 Port's Traffic Statistics

Port’s data flow statistics means to collect the information about flows on a designated port. It
is also classified into Real-time performance statistics and Historical performance statistics.
Click Performance management-> Performance statistics in the NMS window, as shown in the
following figure:

Eile  System Manager Window Help

‘ ‘i Broad Director

3 BroadDirector & Performance Collection
=8 Applications T
- &%) Metwork Device il
& @ Netwark Maps £ EPON bevie Real-time Performance Collection ‘ Histarical Performance Collection
=& fonet {23 17216.21.147-Epon Devices | e [Ethemetport | Collection itern | Received B v| Polling Interval. [15 H
P oL @ Bwitch
§LRE7216.210 a
=) EPON Netwark & Router e e eeeer e eeme et ee et mer et £e e e ettt ee ettt e et er e reeem e eeerer et
@@ 172.16.21.147-Epon s
) HIH Topo Metwork OO
(@ Fault Management
\- &) Nebwork Events o
i 4 Alarms 18
T L  SGi - iii'i B -ifr i T i B IS i i it rt A
s
" BB |-+ ore 22 e ek msem 2242 e e 4244244 £ £ L e e 414424 £ e ek e
(® Network Resource
#) Task Management o2
(@ ShMP Tools o
o
wom
Timegsescond)
Configuring Port Start Stop Help
liDesc Received.. | SentBytes | Received.. | SentUnic.. GSentMuli. SentBroa.. Received. Received.. | Mable ifin
< >

The performance statistics page appears, as shown in the following figure:
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) Performance Collection

@) Metwork Device

- Real-time Ferformance Collection | Histarical Perfarmance Callection
= 5 EFON Device | |

_i:-g1T2.16.21.14T-EpUn Devices | Type |EthernetF’m‘t v‘ Caollection ltem | Received B... v Pong\mer\taI...‘ﬂS }—[I

(&) Switch

--(&8) Router )
as
s
a7
a6
as
as
a3
a2
a1
0
&0 00

Time(Seccond)

Configuring Port Start Stop Help ]

IMDese Received ... SentBytes = Received.. SentUnic.. SentMuli. SentBroa.. Received.. Received.. iftableiin

< >

In the above-mentioned figure, its left part shows the classified devices and its right part shows the
performance statistics page.The right part of the above-mentioned figure shows the real-time
performance statistics page.

The figure below shows the historical performance statistics page.

@ Performance Collection

#8) Metwork Device
[=-48 EPON Davice

| Reaktime Ferformance Co||ect|gn| Historical Performance Collection |

mé-%;ﬁ?hz 16.21.147-Epon Devices
(@) Router Type Ethernet Part w | Collection temn |Received B... ~ |  Begin Tirme End Time | |

1

a9

]

a7

s

as

a4

a3

a2

a1
a

01-01 080000

Time(Secsand)

Caonfiguring Port Drawing Save As... ]

PottName Ma Minimum Average
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7.2.1 Real-Time Performance Statistics

It is to collect the information about the real-time traffic on some ports of a device.

Statistics options include Port type, Statistics item, and Polling interval.

Here Port type contains Ethernet port and PON port.

Statistics item contains Port’s incoming flow (Bps), Port’s outgoing flow (Bps), Number of
received unicast packets, and Number of transmitted unicast packets.

Polling interval means the statistics interval, whose smallest value is 10 seconds.

If you click Performance statistics, the Real-time performance statistics page appears:

& Pexrformance Collection

€8) Metwork Device
= 5 EFON Device
2 172.16.21.147-Epon Devices  |7216.21.147-Epon| Type | Ethemel Port ~| Collection tem |Received B.. v| Folling Interval..15 }—ﬂ
{80 Switch

“-{(2) Router

Reaktime Performance Collaction | Histotical Performance Collection

080001

Time(Seccan d)

Configuring Port Help ]
IMesc Received ... | Sent Bytes Received SentUnic...  SentMulli.. SentBroa.. Received.. Received.. itahbleifin..
< >

|
In the device list of the above-mentioned figure, double click an IP and enter a name in the Device
textbox. Data statistics will be performance on this device.After the port type, statistics item and
polling interval are set, click Set port tp set all ports on which data statistics will be
conducted.See the following figure:
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@ Performance Collection

@) Metwork Device

- Realtime Performance Collection | Histarical Pefarmance Callection
=% EPON Device | ‘

(_;*.33.1?2 16.21.147-Epon Devices IT2.16.21.14?—Epun| Type |EthemelF’ur{ v| Collection ltern | Received B... + | Palling Interval ..|15 }—[I
&) Swilch
{22 Router .

aa

oa

Device Mame: 172.16.21.147-Epon
Device Type: EPON Device
Part:

| &

10-GigaEthernetsil

33-GigaEthermet1 0f
34-GigaEthermet 02 L TCEOEEEE

35-GigaEthernet1053 Start Stop Help ]
36-GigaEthermnset1 04 Received .. SentUnic..  Sent hulti GentBroa.. Received.. Received.. iffableifin.
37-GigaEthemet1 0/

38-GigaEthernet1 /6

30-GigaEthermet1 0i7 b

Finished

< >

The figure above shows that 172.16.21.147-Epon is chosen, the port type is the Ethernet port, the
statistics item is port’s outgoing flow, the polling interval is 10 seconds and the Set port option
stands for all Ethernet ports.After the settings, a window appears, as shown in the following
figure:

i Performance Collection |ZHE‘E|

58) Network Device

Realtime Perormance Collection | Historical Performance Collection
EFOM Davice | |

'@:ﬁ;;ﬁ-"ﬁﬂ-”?fpm Devices I?2.15.21.14?-Ep0n| Type ‘EthernetPon v| Collection Item |Received B.. ~|  Polling Imewal...|16 }—H
{33 Router )

as

aa

a7

as

as

a4

a3

a2

a1

o

030000

Time(Seceond)

T — o |

IMest Received SentBytes  Received Sent Unic SentMult.  SentBroa.  Received Recelved iftabile ifin
10-GigaEth 7|
33 Gigakth
34-GigaElh...
35-Gigakth...
36-Gigakth...
37-Gigakth...
35-Gigakth
26 Gigakth

On the above-mentioned figure, if you click Start, the data statistics will begin.The following
figure shows data statistics:
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8 Performance Collection

) Network Device

=49 EPON Device
iy .33 172.16.21.147-Epon Devices 1721621 14?—Epnn| Type ‘Elhemetpun | Collection ltem |Received B... | Polling Interval |1 ] }—H

&) Switch

{22 Router

Realtime Performance Collection | Historical Performance Collection

Bps
-z BEeEEE22EeEEE

14407 50 1408 00 1408 10 14108 20 14108 30 1408 &0 1408 50 1408 00 1448 10 140820 140830
Time(Seceand)

== 10-GigaEthernetS/0 ==33-GigaEthernet10/1 24-GigaEthernet10/2 35-GigaEthermet10/3 == 3&-GigaEthernet10/4
37-GigaFthernet10/5 38-GigaEthernet10/6 ==39-GigaFthernet10/7

e % [TIH]
Dest Received Sent Bytes Received ... SentUnic... SentMulti... SentBroa Received ... Received . iftakle ifln...
10-GigaEth... [108 105 0 0 0 0 0 0 0
33-GigaEth... [0 0 0 0 0 0 0 0 [t}
34-GigaEth... [0 0 0 0 0 0 0 0 1}
35-GigaEth... [0 0 0 0 0 0 0 0 1]
36-GigaEth_.. |0 0 0 0 0 0 [1] 0 a
37-GigaEth_.. |0 0 0 0 0 0 [1] 0 1]
38-GigaEth... [0 0 0 0 0 0 0 0 0
38-GigaEth... [0 0 0 0 0 0 0 0 1}
< >
Geting |

The collected data can be classified into two parts: the upper part is the curve, representing the
real-time data change,and the bottom part shows the port’s traffic statistics list,in which the
column stands for the port type.

The statistics items corresponding to the Ethernet port are Port’s incoming flow (Bps), Port’s
outgoing flow (Bps), Number of received unicast packets, Number of transmitted unicast
packets, Number of transmitted multicast packets, Number of transmitted broadcast
packets, Number of received multicast packets and Number of received broadcast packets.
The statistics items corresponding to the EPON port are Number of received correct packets,
Number of transmitted correct packets, Number of received error packets, Number of
transmitted error packets and as well as all statistics items of the Ethernet port.

7.2.2 Historical Performance Statistics

Historical performace statistics means to browse the data of a device during a past period.The
statistics procedure is performed by the back-stage program of the NMS and the statistics interval
is generally 300 seconds.

Click Historical performance statistics. The Historical performance statistics window appears,
as shown in the following figure:




NMSAdministrator’s Handbook

) Pexformance Collection

() MNetwork Device Reaktime Perfarmance CDHeminn| Historical Perfarmance Collection ‘
‘a5 EFON Device
-22 172.16.21.147-Epan Devices 172.16.21.147-Epon
{B) gwiteh
{z2) Router Type EthernetPort  ~ | Caollection ltem |Received B.. » | Begin Time End Time
1
aalf-,
I a4 Port X
974t} Device Name: 172.16.21.147-Epon
ag Device Type: EPOM Device
as Part:
a4
s 10-GigaEtherm a0 &)
a2 33-GigaEthernet! 0/1
ai 34-GigaEthernet! 0/2 =
ol
avat Gl 35-GigaEthernet! 0/3
@ B SlgaERT1
Coff| [] 37-GigaEthermnetl 0/5 Drawing Save As... ]
Port i [] 38-GigaEthernet! 078 Minirrurn Awerage
[] 39-BigaEthernet1 07 b
Finished
Getting I

8 Performance Collection

#8) Metwork Device Realtime Petfarmance Cguemnn| Histarical Performance Callection |
=] @ EPOM Device

-2 172.16.21.147-Epon Devices  172.16.21.147-Epan
{E) Bwitch
C Router Type Ethernet Port + | Collection ltem |Received B.. «| BeginTime End Time

Time(Seccond)

I Configuring Port Drawing Save As... ]

Paort Narne [LEF Minirnum Average

10-GigaEthernetain

33-GigaEthernet1 0/
34-GigaEthernet! /2
35-GigaEthernet! /3
36-GigaEthernet! /4

Getting I

Like real-time performance statistics in the previous section, you have to set the statistics
items before browsing the data.
If you click Draw map, the historical data of all ports will be presented in the list.The following
figure shows that the data is being read.
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@ Performance Collection

@%) Network Device
=& EFON Device
23, 17216.21.147-Epon
@) Bwitch
(&) Router

Real-ime Perfarmance CUIIgc[iUn‘ Histotical Perfarmance Collectinn |

172.16.21.147-Epon
Type EthemetPort  «| Collection ltem |Received B.. » | Bedin Time End Tirme

Devices

720 104000 OF-20 110000 O30 112000 0R-30 14000 0720 120000 0720 122000 OR30 124000 0720 130000 070 132000 0720 134000 OF-20 140000

Time(Seccond)
== 10-GigaEthermnets/0 == 33-GigaEtharmet10/1

Configuring Port

24-GigaEthermet10/2

35-GigaEthermet10/3 == 36-GigaEthermet10/4
T savens

Fort Mame [LES Minimum Average
10-GigaEthermetsil 308624 22746 109101
33-GigaEthernet1 011 0 [t} 0
34-GigaEthernet! 062 0 1} 0
35-GigaEthernet! 003 [1] 1] [1]
36-GigaEthernet! 0/4 0 a 0

Getting......

7.3 ONU Port’s Flow

ONU port’s flow is designed for users to know the ONU flow in time.This function is only for
ONU and the displayed data are all real-time data.
Click ONU port’s flow, as shown in the following figure:

\# BroadDirector
=8 Applications
- ) Network Maps
=-&3 lpnet
LAg17216210
() EPON Netwark
@ 172.16.21.147-Epon
) HIH Topo Netwark
(&) Fault Management
&) Network Events
£ Mlarms
(ul) Perfarmance Management
@ Performance Collection

- (@) Metwork Resource
- ) Task Management
-(@ SNMP Tools

@ ONU port flow

UNI port flow
Device Mame ‘ Palling interval(secandsy |10 H Start Stop [ Help ]l
Device Tr ~Configuration Cpi
EFON Device
@) 17216.21.147-Epon
‘ choose ”
ifindex ONU Description Fort deleted
‘ Empty
Line Grapl
P2 tots Ao | | it the low | s Out of flow

ars

bit(second)

azs

ar01 damon

Time{Secoand)

Getting Cornpletaly!

The OUN port’s flow page appears, as shown in the following figure:
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@ ONU port flouw

UNI part flow
|Dewce Name | Poing intervatizesondsy 10 H art op | e ]
Device Tr Caonfiguration Option
e EPOM Device
(@) 172.16.21.147-Epon
‘ [ choose ]|
ifindes ONU Description Port deleted
‘ Emipty
Line Graph

4 total flow |E Into the fiav | [ Out of fow

bit(second)
&

Time(Seccond)

Getting Completely!

The left part of the above-mentioned figure shows the device tree list, where only EPONs are

supported.If you double click EPON, its PON ports and their mounted ONUSs are listed out. See
the following figure:

1 ONU port flow

UNI part flow

|Dewce Narme |".: 16.21.147-Epon | Polling interval(seconds) |10 l—:—i [

Device Tr

EFOM Device
=@ 172.18.21.147-Epan
-[@ EPONS/
- (@ EPONEME

Configuration Option

& EPONS/S
- EFONSM4

‘ [ choose ]|
- {@ EPONSIT ‘
- [@l| EPONES 4

ifindex ONU Desctiption Port deleted

{®) EPONSE
@l EPONEM 3
- EPONES
- [@l EPONE 2
| EPONSI4

g 8/4:2(00:e0:0R01:01:01)

EPONBITT =
EPOMNES3 Ermgty
EFONED

EPOMNES2 Line Graph

EPONG! L total Tow | 1t the flow | L Qutof flow]

Time(Seceond)

Finished

If you then double click an ONU, the ports of this ONU will be displayed on the left part.
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@ ONU port flouw

UN| port flow

Device Mame 17216821 147-Epo

| Polling interval{seconds) |10

E

Device Tr

15

Configuration Option

EPON Device

=@ 172.16.21.147-Epon
@] EFONE/

(@] EPONBN G

-{E EPONE/S

- EPONBIMS

-{E) EPONET

(@] EPONE 4

(@] EFONME/E

(@] EPONBN 3

& 8420002 0:0f01:01:01)
(@ EPONEI
- () EPONES3
| EFOMEND
-] EPONES2
-] EPONG

‘ [ UM Port: 1

] Ui Port 2 [0 UM Port: 3

] NI Port: 4

[ choose H

fineex | ONU Description |

deleted

Empty

Line Graph

4 total flow |E Into the fiav | [ Out of fow

S S S e s

bitisecand)

101 030000
Time(Seccond)

Finished.

In the left part, that is, the Configuration choice sub-window, you can choose the port whose

flow you want to check:

& ONU port £low

UNI port flow

Dievice Mame 172:16.21.147-Epor

‘ Palling intervaliseconds) 10

Device Tr
.

Configuration Option

EFOM Device

= (@) 172.16.21.147-Epon
[@ ErPona
(@) EPONENE
(@) EPONIE
--[@l EPONEN S
-8l EPONEST
-|[E| EPONS/T4
--|[E| EPONS/E
-|E| EPONS/3
--|El| EPONBS/S
@] EPONSI1Z
=i-|E| EPOMS/4

EPOREM1
EFOMNGS3
EFOMNBMD
ERONES2
ERONEN

@- 84 2(00:e0:0101:01:01)

U Port 2

‘ [ UNI Port: 1

I UNI Port: 4 ‘

[ choose ”

ifindex | ONU Description |

Port

deleted

Ermpty

Line Graph

[ total flow | P inta the Now | |4 Out of Aaw

1

ars

bit(second)
B

Time(Seceand)

Finished

Click Select. A page appears, as shown in the following figure:
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i ONU port flow g@'@

UNI port flow

Device Narme 172.16.21.147-Epan | Polling intervaliseconds) |10

Drevice Tr Configutation Option
EPON Device

=@ 172.16.21 147-Epon

EPONE/E

EPONG/16 ‘ [ choose |

EPOMEIE

EPONEITS ifindes OMU Description Port deleted

EPOMNBI7 85 G141 a7 2k 40 UN| Port: 1 & deleted
EPONGI14

EPONSTE S 81411 ffc:fact7 Db OEA) UNI Part: 2 X[ deleted
EPONGI3 65 8141 (fe:facf7 2be T4 UN Part: 3 X celeted
EPONSIS
&} EPONBI 2
= (@) EPONars

ng B4:2(00e0:0f01:01:01)

EPOMEM1 ‘ [
EFOMES3

EFOMEMD
EFOMNE2 Line Graph

EPONEN e total flowr |E Into the flaw | [ Out af flow|

‘ [ UNI Port 4 ‘

o]

bitisecond)
B

Time(Seccond)

Finished.

In the above-mentioned figure, there still exists a port, which is not selected during statistics.If you
want to delete a chosen port, click delete.

Select Polling interval and click Begin. The system will make statistics of the flows of all ports in
the list. The broken line at the right bottom part will shows the changes of these data:

& ONU port flow

UNI port flowe

|DevmeName ||:-'-|-. | Polling interval(seconds) |5 H Start [ sop || Help |

Davice Tr

() EFON Device
E-@ 172.18.21.147-Epon
[ EPONE/
EPONSI16
EPONS/E
EPONSI15
EPONIT
EPONSI 4
EPONEIE
EPONS 3
EPONS/A
(8 EPONEA2
=- (@) EPONS14

E 8/4:2(00:e0:01.01:01:013

EPONBI1
EPONAI3
EPONAID
EPCNaI2
EPQNa!

Configuration Cption

ifincex ONU Desctiption Fort delsted
65 8/4:1 (fr:fa:fr 200046 LIMI Port: 1 X deleted
69 ar4:1 (fe:fa f7: 2hi0f 40 UM Fart: 2 X deleted
65 Br4:1 (fe:fa f7: 2hi0f 4% LRI Part: 3 ] deleted

\ [ choose |
\
\

Line Graph
{4 total flowe ‘ P Inta the faw | | Out of flaw|
172.16.21.147-Epon:total flow

a

bit(secand)

O7.20 142222 OF.20 142272 O7.20 142273 (.20 142223 (7-20 142234 OF.20 1422 O7.20 142235 OF.20 142235 O7.20 142226 OF.20 142
Time(Seccond)

|—B,H:l(Fc:fa:f?:Zb:UF:‘lf):S =—gf4:1(fc:fa:f7:2b:0f:4f):2 8f4:1(fc:fa:F7:2b:UF:4fJ:1|

Finished

The broken line contains three options: Total traffic, Incoming traffic and Outgoing traffic.You
can click each of them to see the statistics data of the three traffics.
If you want to reselect ports or ONUSs, you shall stop statistics and repeat the above-mentioned

statistics procedure. To stop statistics, please click Stop.
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8 Network Resource

Network resource is also called as Resource management. It is to summarize the basic attributes
and project information about the currently discovered and managed devices and their related
devices. They can be classified into 4 types according to the device type:

® EPON devices

®  Switches

® Routers

® ONU devices

It deserves special attention that NMS in the EPON devices supports the backup of the project
information (saving as the Excel list), which will be described in detail.

8.1 EPON Devices

The EPON devices include EPON OLTs and EPON ONUSs, which summarize and manage
uniquely all the managed devices in the current EPON network.

The NMS can automatically obtain EPON OLTs and present them in the device tree on the
left, as shown in the following figure:

£ EPON Dewice

= = Basic Info I [] Gardinfa L Portinfo | A Alertinfo | @& ONU Device Info | g Project Info
° st A |
= 1@ EFPON Device Index Type Description Hardware Yersi...| Software Version Slot Mo Cper Status
- 22 172.18.21.147-Epon 20 283 MSU type Il card  |[Hardware versio.|Sofware versio . |§ up
36 308 LS_16POR_SF... Hardware versio...|Software versio... (9 up

You can find from the above-mentioned figure that each EPON OLT has the following tabs: Basic
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Info, Card Info, Port Info, Alarm Info, ONU Info and Project Info.
You can do some simple configuration to the current EPON OLT on the left device tree node.

For example, if you click 172.16.21.147-Epon, the following window appears and on this window
you can do specific configuration.

%% EPON Dewvice

| | NUDsta | By Basic Info | [] card Infa ‘! Portinfo | A\ Alertinfo | @& OMU DeviceInfo | & Projectinfo |
Jetwork Device = I I I
&5 EPOM Device Indes Type Description | Hardware Vers...| Software Versi Slot o Oper Status

= OLTDewcelnfo 20 283 mSL type Il card [Hardware versi... |Software versio.. (5 up
Link Aggeragation 32 308 LS_16PON_SF... |Hardware versi... |Software versio... |8 up
DBA Configuration
STF Configuration
OLT Encryption

OLT hMulticast

To browse the data about an EPON OLT, you just need to click this EPON OLT icon in the
left tree node. The system then automatically reads the corresponding data according to the chosen
device name and displays them in the right sub-window.The following sections all take

172.16.21.147-Epon as example.

8.1.1 Basic Info

The basic information about the current EPON OLT includes the IP, the device type, the
running time, and the version.
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2 FPOR Dewicao

qg*u - ] ] o Mh Sasicinto | 7] Candindo | [ Portinfo | Ay Aleet it | @5 ONL Daice Indo | By Progctinio
Fipbelali DL
gl — i it e |

Byzdem UpSme - 0 bewrs, 2 sipatsn, 40 sscesds

BOCCRATe) MESUBS 10 Softwaes, Varson D00 Bud 5902
Crempisd 2120013 15250 by 5YS
RO Systom Bootsteap Version 0 4 £ Senal mum 450000 10

Warsion ik

8.1.2 Card Info

The card information refers to the basic data of one or multiple cards on the current EPON OLT.
The system presents the basic data of each card to users, as shown in the following figure:

=X

% EPON| Dewice

= E ! Wy Bastemn | ] card Inf |n Portinfo | A Artinto | @ ONU Device Info | & Project o |
8 Metwork Device —————
=14 EPON Device Inex Type Description | Hardware Versi.. | Software Version Slot Mo Oper Status
- 22 172.16.21.147-Epon 20 283 MSU type Il card |Hardware versio...|Software versio... |5 up
36 308 LS 16POM_SF... [Hardware versio..|Sofware versio.. |8 up

Additionally, the card-info form can also be obtained.To obtain the card-info form, choose the

corresponding device and then click Card-info form;




2 EPON Dewice
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M cardinfo | u =
'@ Metwork Device

[ cardInfo |. Portinfo | A\ Alertinfo | @) ONU Device Info | @ Project info |
=43 EPON Device Type Descrigtion | Hardware Versi... | Software Version Slat Mo Oper Status
~23 172.16.21.147-Epon 20 283 MSU type Il card  {Hardweare versio..|Sofware versio... |5 up
36 308 LS_16PON_SF... [Harehware versio..|Sofhware versio.., (9 up
Information

Click Yes.
« Card Info
i IR EV
-
Card Info
Index Type Description Hardware Version Software Version Slot No  |Oper Status|
0 283 MSU type 1 card Hardware version 0.0 2 Software version 11.0.1F 5 up
k1] 308 LS 16PON SFP CAR Hardware version 0.0.2 Software version 11.0.1F 9 up

Page 10f 1

| £

The card-info form is displayed.To save this form, click LH.I
Select File type and name this form.
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8.1.3 Port Info

Port information refers to the basic information about the ports on EPON OLT, including Index,
Description, Management status, Operation status, Port’s rate and MAC.

£ EPON| Device

E | = Portinfa | A\ Alertinfo | @ ONU Device Info | 6 ProjectInfa
I@ Metwark Device - Lo !

B @ EPOM Device_ ) Index Description Admin Status Oper Status FPort Rate MAC Address
22 17216.21.147-Epon 10 GigaEthernetsl  |up up 1000000000 00 g0 0f 82 91 b8

11 Nullo up up 1410065408
12 EPONG/13 dowm down 100000000 00 e0 Ofc2 34 Oc
13 EPONIIT 4 down down 100000000 00 0 0fc2 34 0d
14 EPONII15 down down 100000000 00 e0 0fc2 34 De
15 EPONII 6 down down 100000000 00 0 0f c2 34 0f
16 EPONAA up down 100000000 00 e0 0fc? 34 08
17 EPON10 up down 100000000 00 e0 Ofc2 34 00
18 EPONS/11 up down 100000000 00 g0 Ofc2 34 0a
19 EPONG/12 dowm down 100000000 00 e0 0f c2 34 Ob
20 EPON35 up up 100000000 00 e0 Ofc2 34 04
21 EPOMNI/6 up dowim 100000000 00 e0 0fc2 34 05
22 EPONI7 up down 100000000 00 e0 Ofc2 34 06
23 EPONIE up down 100000000 00 e0 0fc? 34 07
24 EPOMAS up down 100000000 00 e0 0fc? 34 00
25 EPON2 up down 100000000 00 e0 0fc2 34 01
26 EPONS3 up down 100000000 00 g0 0fc2 34 02
27 EPONS4 up up 100000000 00 e0 0fc2 34 03
31 WLANT up up 1000000000 00 e0 0f 28 971 b
32 EPOND/5: up up 100000000 00 e0 Ofc2 34 04
34 EPONII4:1 up up 100000000 00 e0 Ofc2 34 03
35 EPONI42 up up 100000000 00 e0 0fc? 34 03

Additionally, the port-info form can also be obtained.To obtain the port-info form, choose the
corresponding device and then click Port-info form.See the following figure:

% EPON Dewice

= & Portinfo | @ | o | ; -
ST Dev!me | |E}. BasicInfo | [C] Card Info Partinfo | A& Alertinfo | @) OMU Device Info | €5 Projectinfo

B @ EFPOM Device Index Description Admin Status Oper Status Port Rate MAC Address
- g2 172.16.21.147-Epon 10 GigaEthemnet5/0  |up up 1000000000 00 80 0788 91 b8

it Hullo up up 1410065408
i EFOMNS1 3 down davm 100000000 0080 0fc2 34 0c
13 EFOMG1 4 dowen v 100000000 0080 0fc2 34 0d
14 EFOMS15 down o 100000000 0020 0fc2 34 08
15 EFOMG16 down o 100000000 0020 0fc2 34 07
16 EPOND/3 up dram 100000000 0020 0fc2 34 08
i EPOMS1D up e 100000000 0020 0fc2 34 09
18 EFONSIT1 up dram 100000000 0020 0fc2 34 0a
19 EFONS 2 o it 100000000 00 &0 0Fc2 34 0
0 ~ 100000000 00 &0 0F e 34 04
21 oxmation 100000000 00 e0orcz 34 05
27 2 : i 100000000 00 el 0F o2 34 0
23 \./ hre you sure to generate port informatiom report? O aODAGT 050 0rca 3407
24 . 100000000 0020 0fc2 34 00

| Tes | [ Ho ]

25 100000000 0080 0fc2 34 01
26 EFTe 23] T 100000000 00 ed0fc2 34 02
7 EFOMG4 up up 100000000 0080 0fc2 34 03
31 WLANT up up 1000000000 00 20 0f 88 91 ha
a2 EFOMG5:1 up up 100000000 0080 0fc2 34 04
34 EFOMS4:1 up up 100000000 0020 0fc2 34 03
35 EPOMD4:2 up up 100000000 0020 0fc2 34 03
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Click Yes.

~ Port Info

@] 1] n |:| CYEN ~|
A
Port Info
Index Description Admin Status| Oper Status | Port Rate MAC Address
10 GigaEthernet 50 up up 1000000000 00 el OF Be 91 bR
11 Null0 up up 1410065408
12 EPONO/13 down down LO00D0000 00 el 0f e2 34 Oc
13 EPON9/14 down down 100000000 00 el 0f 2 34 0d
14 EPONY/15 down down 100000000 00 20 0f €2 34 De
15 EPONY/16 down down 100000000 00 e Of c2 34 0F
16 EPONSY up down 1D00D0ODD 00 el 0f c2 34 D8
17 EPONY/10 up down 100000000 00 eh 0f c2 34 09
18 EPON9/11 up down 100000000 00 e 0f c2 34 Da
19 EPONO/12 down down 100000000 00 el 0f 22 34 0b 1
20 EPONO/5 up up 100000000 00 el 0F c2 34 04
21 EPONY9/6 up down 1O00DOOOD 00 el 0f c2 34 05
22 EPONO/T up down 100000000 00 e 0f e2 34 06
23 EPONOR up down 100000000 00 el 0fc2 3407
24 EPON9/1 up down 1O00D00O0D 00 el 0f c2 34 00
25 EPONG2 up down 100000000 00 eh 0f c2 34 01
26 EPONS3 up down 1D00D0ODD 00 el 0f c2 34 02
27 EPONO/4 up up 100000000 00 eh 0f e2 34 03
3l VLANI up up 1000000000 00 el Of Be 91 b8 &
- =
Page 10f 1

The port-info form is displayed.To save this form, click LH.I

Select File type and name this form.

8.1.4 ONU Data Form

The system makes statistics of the incoming traffic and outgoing traffic on each ONU port every
hour,and then draws line maps. All these will be shown in the ONU data form.

The detailed procedure is as follows:

Click Resource Management -> EPON device -> ONU data form, as shown in the following
figure:
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£ EPON Device
158 Network Device
(- EPON Device

ONU Data

IP Address

195 [=] E3

[ 12 16 21
22 172.16.21.147-Epon

Basic Info |D Card Info | E Portinfo | Ay #lertinfa | (& TMU Device Infa | g ProjectInfo |

Systern Uptime |23 hours, 37 minutes, 43 seconds.

147

Device Type [BICON 58510

EJOFU data report

Conditions Set

Operating Systern Software
02, RELEASE SOFTWARE
Belong Ot |1?2.15 21.147-Epon ¥ | searchitams IALL ~|
Inguiry | report date 2013-05-25 Seatch
Query Result
Symbol name Display Name Device Type Status | choose
=
172.16.21.147 Epon_ON... [543 OMU_OPL_2008 Up O

Refresh I Report I Close |

K|

59 Network Device
=% EPON Device

ONU Data

IP Address

Basic Info |D cardinfo | B Portinto | A Mertinfo | @ ONU Desice ino | @ Projectino |

Choose an entry in Query Result by ticking it and then click Form.See the following figure:

=100

S22 1T216.21.147-Epon

System Uptime  [23 howrs, 37 minutes, 43 seconds.

172 16 z1

147

Device Type [BICON 58510

TFUEU data report
Conditions Set

Tes

Operating Systern Software
02, RELEASE SOFTWARE
Belong Oft |1721521 147-Epon v| Seatch ltems IALL v|
Inguiry I report date 2012-05-25 Search |
rQuery Result
Symbol name Status choose
e e \"/ Pt o s e oo G0 (ein soper® F
173.16.21.147-Epon_C Un [m]

Ho

Refresh | Report | Close |

Click Yes. The form is then generated.See the following figure:
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« 00V data report

J9[=] E3

Page 1of 1

FEE R D|EIC &&fow =]
CNU Data
MName Display Mame Device Type Status
172.16.21 147-Epon, ONU_48 3411 ONU_BDCM_3001 Up
ONU UNI Port Data
2012-05-25
Out Flow
E 0.0000000
[T
0o 01 0z 03 04 05 06 o7 08 09
Time
-m Port 1 -@ Port 4 Port 3 Port 2
In Flow
Kl

8.1.5 Alarm Info

The alarm information refers to the events and alarm indicators that the current EPON OLT sends
to the NMS. The alarm information includes two parts: Current alarm information and Historical

alarm information.
B Currentalarm

It refers to the information that the device sends to the NMS currently, including Alarm level,
Alarm type, Alarm time, and Alarm content.See the following figure:
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£ EPON Device

= = | =

= | B Basic Info ||D cardinfo | B Portinfo | Ay Alettinfa |-’$.\ OMU Device Info ” Y Pro]ectlnf0|
&%) Metwark Device .

-8 EPON Device Current Alert
= Z
B AR (3 Severity ] Category 1 Alert Time l Alert Content

Lo

IiND current aler retrigved
L

W Historical alarm
It refers to the historical records of the alarms. The to-be-queried content is same to the previous

section.The difference is that you can browse the alarm record according to the alarm level, the
start time and the end time.See the following figure:

Z EPON Device

I@% | = | Basic Info | [7] ard Info ” E Portinf | A Mertinfo |-§ ONU Device Infa !i g Projectinfo |
#8) Metwork Device -
[=I-#% EPON Device History Alert
" 23 172.18.21.1 47-Epon |z T
Severity | ick hate 1o choose sevetit |
= E—
|_€‘h Start Time End Time :
Histors
Severity I Category ‘ Alert Time J Alert Content

IlNo histary alert retrieved
Li
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8.1.6 ONU Information

ONU information includes the EPON ONU summary information, EPON ONU project
information, EPON ONU basic information, EPON ONU ports’ information, backup and
introduction of EPON ONU project information. See the following figure:

2% EPON Dewice

= = = M By asicmro | [ cardinfa | Portinfa | A& Alertinfa | & ONU Device Info | @ Praject nfa
l@- INetwork Device I - = =
(=4 EPOM Device rFilter Info ?
22 17216.21.147-Epan ‘Ee\onged FOM .. |mz| Display Mame | | [ Q, Search ][ Bakup ] [ = Import ]|
Narme Display Marne Device Type Belonged PON...| MAC Address Status
172.16.21.147-Epon_ONU... |9/4:2 ONU_BDCM_3001 [EPONS/M4 fc faff 2b 0f 41 |auto_confin
172.16.21.147-Epon_ORNU... 9421 OMU_OPL_2009  [EPONS/M4 00 el 0701 01 01 |auto_config

G ONU Projectinfo | By ONU Basic Info | [ ONU Port Info

Display Mama  9r¢:2 | Projectnams | [T
Station ‘ | Basic Station ‘ Hﬂ]
Installation time | | Regional \ |
Contactinfo | wendor | |
Remarks

£ ¥

H EPON ONU summary

In the initialized window, the system displays all ONUs, which are connected to all PON ports of
the chosen EPON OLT. ONU information includes Name, Displayed Name, Device Type, PON
Port, MAC, and Status.

B EPON ONU project information

If you select an ONU and double click it in the previous queried ONU list, the system will
automatically read its ONU project information according to the chosen ONU name. The
above-mentioned figure shows that the project information about ONU 0/4:1 is null.You can edit
the project information of ONU according to actual requirements and save the project information.
Step 1: Select the t0-be-queried ONU and double click it;

Step 2: Click Edit on the ONU project information tab. All attributes of ONU project
information are then available to edition, as shown in the following figure:
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£ EPON Device (=t
. . Easic Info | [] Cardinfo | B8 Portinfo | Ay Alertinfo | 8 OMU Device Info | g ProjectInfo ‘
J5 Network Device —
=€ EPON Device Display Mame  [172.16.21.147-Epon | Projectame [172.16.21.147-Epon | Save
22 172.16.21 147-Epan
O Cancel
Station | | Basic Station | |
M EBakup
Installation time | |

Regonal | (5 toais
|

Contact Info | Vendar |

Remarks 17z.16.21.147-Epon remarks

Step 3: Enter a value for each attribute and then click Save(The previous Edit button changes into
the Save button). The current ONU project information is then saved.Of course you can click
Cancel not to save the current settings.
The Backup and Import functions are also provided for the EPON ONU project information.
< Backup
Backup means to save all the EPON ONU project information in the EXCEL format, which
will be used as the import file later.
Stepl: Click Backup after the EPON ONU project is modified and saved.
Step2: Specify the backup file's storage location and name in the corresponding dialog box,
as shown in the following figure:
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#% EPON Device

Basic Info | [7] Card info | [ Portinfo | A Slertins | @) ONU Device Info | @ Project Info |

I@- MNetwork Device

1=+ EPON Device Display Name |1 72.16.21.147-Epon

| Projectiame [172.16.21.147-Epon

23 172.16.21.147-Epon

Station [

| BasicSIatiUn| ‘

Save in: |@ My Recent Documents

¥ 2 rEE

\ [, Edit
& Gancel

My Recent
Documents

T =
%‘ &D 5
=1

=

My Computer

File name:  |172.16.21.147-Epon_ Projectinfa. s | Save
Iy Metwork
Places Files of type: |.x|s v| I Cancel ]
<

»

Note: If there is no special need, do not change the content of the backup file, or the import

of the ONU project information will fail.

< Import
Import means to upload the stored EPON ONU project file to the system, avoiding the
trouble of editing EPON ONU project information one by one. Click Import and select the
to-be-imported file in the following dialog box.

Z% EPON Device

| B Basicinto | [ cardinfo | B Portinio | A Alertinfo | @) ONU Device Info | @ Project Info |

&) network Device

-5 EPON Davice Display Name |1 72.18.21.147-Epon

| Project Name [172.16.21.147-Epon

=23 172.16.21.147-Epon

Station [

Look in: |@ My Recent Documents

~ #rEE

| [, Edit
J cancel

| Basic Station | |

(= Loading

[| 172.16.21.147-Epon_ ProjectInfo.xls

My Recent
Dacuments

€ -© I8

My Computer

&

File hame: |172‘16.21.14?-Epon7ProiectInFo.x\s

Open

My Metwark.
Places Files ofyme:  |.ds

v | cancel |

B EPON ONU basic information

After you edit and save the EPON ONU project information, click the Basic info tab. The system
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will then read the corresponding device information automatically according to the chosen ONU's
name, as shown in the following figure:

2% EPON Device

58) Metwork Device
(- EPON Device
w23 1721621 147-Epon

Basic Info | [7] Gard Info | & Portinfo | A\ alertinio | & ONU Device Info | @ Project Infa

IP Address ‘ . . | Device Type| |

Systern Uptime |

Yersion Info

B EPON ONU port information
If you click the ONU port info tab, you can obtain the port’s information.

25 EPON Device

= B = Basic Info ||D Card Info | E Portinfo | & Aettinfo ” B OMU Device Info ” ) Fro]ectlnfo‘

58) Metwork Device

=& EFON Davice Index Description Admin Status Oper Status Port Rate MAC Address

2 172.16.21.147-Epan 10 GigaEthernsts/l  |up up 1000000000 00 &0 07 8e 91 b3

11 Mullo up up 1410065408
il WLART up up 1000000000 00 eD 0T 8e 91 b8
32 EPOMEIT3 v daweh 100000000 00 eD 0fc2 34 0c
33 EPOMEI14 vt o aweh 100000000 00 e 0Tc2 34 Od
34 EPOMNEI1S daweh daweh 100000000 00 el 07c2 34 Oe
35 EPOMNEI1 6 vt daweh 100000000 00 el 07c2 34 OF
36 EPOMEA daweh daweh 100000000 00 el 0Tc? 34 08
a7 EPOMEA 0 down down 100000000 00 el Ofc2 34 09
a8 EP QM1 down down 100000000 00 el 0fc2? 34 Oa
39 EPONEH12 o g 100000000 00 e0 0fc2 34 Ob
40 EFONEM o oW 100000000 00 e0 0fc2 34 00
41 EFONE2 o g 100000000 00 e0 Ofc2 34 01
42 EFONE3 clown oo 100000000 00 e0 0fc2 34 02
43 EFONE4 up up 100000000 00 e0 0fc2 34 03
44 EPOMEi4:1 up up 100000000 00 e 0fc2 34 03
45 EPOMNS4:2 up up 100000000 00 e 0fc2 34 03
46 EPOMNBIS up dawen 100000000 00 eD 0fc2 34 04
47 EPOMNBIE up o aweh 100000000 00 e 0fc2 34 05
48 EPOMNEIT up daweh 100000000 00 e 0Tc2 34 06
49 EPOMNEE vt o aweh 100000000 00 el 0fc2 34 07

Note: In the right-key menu of ONU information, you can conduct the basic EPON settings to
the currently chosen ONU.See the following figure:
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2% EPON Device

=] =]

l@) Metwark Device
=8 EPON Device

II Basic Info ”m Card Info ” E Fortinf || A AlertInfo | @& ONU Device Info | 53 F'rujecllnfu|

Filter Info

= .
il e eERon Belonged PON.. (Al v DisplayName | | [Qseann |[ B saup [ S mpon ]‘
Hame | Displaymame | DevieeType | Belonged Po.| Mac address | staus |
172.16.21.147-Epon_ONU.__[8is:1 00 600701 01 01 [auta_confg
2.18.21.147-Epon_ONLL.. 8i4:2 1 EPOMB/4 a ff 2b 0f 4f  auto_config

OMNUWLAN Configuration
Config Info Yiew
OMU Distance

Alarm View
QMU reget

3 ONU Projectinfo | By oNU Basic ino | B8 onU Portinfo |

Display Name | 8141

F'mjemName|

[ Bea |

| J Cancel

|
Station \ | Basic station |
Installation tirme | | Regional | |
Contactina | | wendor [ |
Remarks
< >

8.1.7 Project Information

Here it means the EPON OLT project information. Its operations are same to those of the EPON

ONU project information. For related op

erations, refer to the previous section.

= = =

Basit Info "D Card Info ” E Portinfo ” Foy

1% network Device

Aertino | & ONU Device Inf ‘ @ PrajectInfo |

=& EPON Device DisplayName |

‘ %, Edit

1721621 147-Epan

Projectiarme [172.16.21.147-Epon

22 172.16.21.147-Epon

Station [

Basic Station |

‘ O Cancel

Installation time |

W Bakup

contactinfo |

|
| Regional |
|

vendor [

Remarks

172.16.21.147-Epon remarks
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8.2 Switch

This function means that the NMS uploads the discovered and managed switches to the network
device node tree on the left automatically for users to browse a node’s information.As shown in
the following figure, you can read the switch’s information, including Basic Info, Card Info and
Port Info.Take switch 172.16.21.29 as an example:

—— EEE
#3) Network Device Basit Info Card Infa Part Info
=8 Bwitch o =

e 17216.21.24 IP Address | . . Davice Type \52228POE-B

L2 172.18.21.51

System Uptime |2 days, 22 hours, 39 minutes, 54 seconds,

Wiensiiam 57 BOCOMItrn) S2228P0E Software, Yersion 2.0.2D Build 1817
Compiled: 2012-5-28 17:51:47 by Y5
ROM: Systern Bootstrap Version 0.4.4 Serial num:24000101

8.2.1 Basic Info

If you choose a to-be-browsed device and click it, the system will automatically read and show
you the basic configuration information about this device, including IP, Device Type, Running
Time and Version.

8.2.2 Card Info

If you click a to-be-browsed device, click it and then select Card Info, the system will
automatically read and show you the basic configuration information about this card, including
Index, Type, Description, Hardware Version, Software Version, Slot ID and Operation Status.
See the following figure:




NMSAdministrator’s Handbook

@ Switch

‘Pgbﬁ;m}:?ewce BasicInfo | ] Cardinfo I! Port Info |

e St

T 172162126 Index [ Tyne | Description [ Hareware version | Software version | Slot Mo | operstaus
L2 17216.21.51 1 178 [te cara is unknown| | o Jup

You can know from the above-mentioned figure that the currently chosen switch has a 2228
mother card, whose operation platform is up.

8.2.3 Port Info

Select a to-be-browsed device node, click it and then select Port Info. The system will
automatically read and show you the information about this device’s ports, including Index,
Description, Management Status, Operation Status, Port’s Rate and MAC. See the follwing
figure:
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® Switch

s-l\g\?vrxlt‘caeme 3 Basic Info | ] card Info Part Infa
2K 17216.21.24 Index Description Admin Status Oper Status Port Rate MAC Address
L2 17216.21 51 1 GigaEthermet0r up ot 1000000000 00 e00fac 32 ¢1
2 GigaEthemet0r2 up o 1000000000 00 e0 0f ac 32 ¢2
& GigaEtherneti3 up down 1000000000 00 ed Dfac 32¢c3
4 GigaEthemetord up dawh 1000000000 00 ed0fac 32 c4
5 FastEthernetdn up dawh 100000000 00 el 0fac 32 ¢S
6 FastEthernetds2 up o 100000000 00 g0 0f ac 32 ¢B
7 FastEthemnetDs3 up down 100000000 00 ed Ofac 327
8 FastEthernetlsd up dawh 100000000 00 ed0fac 32 c8
) FastEthernetlss up ot 100000000 00 el 0fac 32 c9
10 FastEthernetl/g up o 100000000 00 e00fac 32 ca
1 FastEthemetls? up down 100000000 00 ed Ofac 32 ch
12 FastEthermnetss up down 100000000 00 ed Ofac 32 cc
13 FastEthernetlsg up ot 100000000 00 el 0fac 32 cd
14 FastEthernet01 0 up o 100000000 00 el 0fac 32 ce
15 FastEthernet0s 1 up diown 100000000 00 el Ofac 32 of
16 FastEthermnetn 2 up down 100000000 00 ed Ofac 32 d0
17 FastEthernet0i 3 up ot 100000000 00 el 0fac 32 d1
18 FastEthernet0il 4 up o 100000000 00e0d0fac 32d2
18 FastEthermetl 5 up diown 100000000 00 e0 Dfac 32 d3
20 FastEthermnetd 6 up down 100000000 00 e Ofac 32 d4
21 FastEthermet0 7 up dawh 100000000 00 el 0fac 32 d5
22 FastEthernet0i1g up dawh 100000000 00 el 0fac 32 d6
23 FastEthernet0i19 up clawn 100000000 00 e00fac 32 d7
24 FastEthermnetDs20 up down 100000000 00 el Ofac 32 d8
25 FastEthernet0i21 up dawh 100000000 00 el 0fac 32 d9
26 FastEthernet0i22 up up 100000000 00 el 0fac 32 da
27 FastEthermetDi23 up dlawn 100000000 00 e00fac 32 db
28 FastEthermnetDs24 up down 100000000 00 ed Ofac 32 dc
249 WLAMN1 up up 1000000000 00 e0 0fac 32 cO

8.3 Router

The way of browsing the configuration information about a router is same to that about a switch,
so you can refer to the previous section for the similar operation.

8.4 Querying ONU

The function to query ONU is different from the above-mentioned three functions: EPON device,
switch and router. It means to detect an EPON ONU according to the set query conditions first and
then query the PON ports and slots of the EPON OLT which connects the detected EPON ONU.
See the following figure:
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File Systemn Manager Window Help

@ »m m

= NMS 12 ONU Reverse Lookup
=B #pplications Query Condition
=- () Network Maps
=& ipnet
%5 17216.00
LtF Tz
=) EPON Network in ‘
=@ 172.16.21.147-Epon

onditions Set~  Operator Action——————————
s g v we[ ] |owms 0o | w0

Mark Value | Opratar | delsted

B sLots
) HIH Topo Hetwork
-8 Fault Management
£-(ll) Performance
=-(@) Network Datahase
& EPON DEVIGE
@ Switches

ONU Inf
index ONU Name Display Narme ONU Type stalus MAC Address BelongPonPort Siot Mo

- (@ SHMP Toals

Help

Stepl: Set the type of query condition, which including MAC, device type, telephone ID and OLT.

MAC: it refers to the MAC addresses of all EPON ONUs.

Device type: It refers to the types of all currently managed EPON ONUs, such as
ONU_8016_D201.

Telephone ID: It refers to the telephone ID in the project information that stores in each EPON
ONU.

OLT: it refers to the EPON OLT that each EPON ONU connects.

Choose a condition type, set its value, select the operational character of the query condition
(and/or), and click Add.The currently set query condition will then be added to the query
condition set (query condition summary area).

Step 2: Delete the unnecessary conditions by choosing them in query condition summary area and
clicking Delete.

Step3: Choose the query conditions and then click Query. The EPON ONU’s information, which
complies with the query conditions, is displayed, including Name, Displayed Name, Device Type,
Status, MAC, Uplink PON Port, Slot ID. If you directly click Query without setting the query
conditions beforehand, the system will query all currently managed EPON ONUs by defaul.See
the following figure:
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12\ ONU Resrerse Lookup E]@
-~Guety Condition 1
onditions Set-  ~Operator Action
type please select vJ Mark  Start it Value [ [@ And (O Or [ R, addac
trpe | Mark value Operator | delated |
- ONU Inf
| index QMU Name Display Name ONU Type status MAC Address BelongPonPort Slot Na
1 17216.21147-Epon g4t OMU_OPL_2008 up 00200701 01 01 EPONGI4 B
2 17216.21147-Epon |9/4:2 ONU_BDCM_3001 un o fa 7 20 07 47 EPONGI4 B
\ONU Count2(up-2  down:0) Help || = Bakup

At the bottom of the query results, you can find the summary information about the query results,
including the totol number of ONUs, number of online ONUs and number of offline ONUs.

At the same time the system supports to backup the current query results.You can save the query
results in the excel format by clicking Backup.

9 Task Management

Task policy configuration provides users some simple and visuable batch task processing tasks,
reducing repeated operations and saving the configuration time of device initialization.Task policy
configuration also provides the functions such as adding the time policy and executing related
tasks in a designated time auatomatically, which enable users to arrange network management
time freely.
Task policy configuration includes the following functions:

B Backuping the database

W Distributing the version file of the IP device

B Distributing the ONU version file

W Distributing the configuration file of the IP device

W Distributing the ONU configuration file

W Distributing the line-card version file

W Distributing the PON chip’s drive

B Backuping the version file of the IP device

B Backuping the configuration file of the IP device

B Backuping the ONU configuration file
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Task policy configuration includes the following operations:
W Adding the task policy

B Changing the task policy
W Deleting the task policy

B Modifying the execution interval of the task policy
W Stopping the task policy

The above-mentioned functions and operations are described below:

9.1 Functions of Task Policy Configuration

9.1.1 Starting the Functions of Task Policy Configuration

File System Manager Window Help

Lo NS

- Applications

() Network Maps

6 EPON Network

L) HIH Topo Mebwork
(@ Fault Management

() Perfarmance

L@ Configured Collection

& Task Config
[ Task Collection [ PoicyDescripion ___J|[__ Slalus || Execulionstaus | Perod |
-3 System Task

- (= DB Backup

=-[3 Uparade Backup Task
= Wersion File Upgrade

MU Version File Upgrad
nfig Version Uporade
MU Config Version Upai
ne Card Yer File Upgrac
h Chip Driver Upgrade
rsion File Backup
nfig File Backup
. @0Z ONU Config File Backup
=03 Uparade Hot Pateh
L2 rsion File Hot Updd

) EponPeriormancenuFrame
etwork Datahase

# EPON DEYICE

) Gwitches

auters

) ONU Reverse Laakup
~#5) Task M

(@) SNMP V3 Security

¢ >
Time Selection | This Montn - [ | | [ search
TaskName | EveculeTime | ExecuteResult | Result Detail

Executed(D)
Stopped(D) Disabledi()

On the NMS client, open the NMS program tree on the left, click Task Management and
then Task Configuration. The following window appears:
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& Task Config

@TESK Collection Name I PalicyDescription | Status )| ExecutionStatus_|[ Period [

=-E8 System Task

© L 4= DB Backup
Upgrade Backup Task

= Version File Upgrade
MU Wersion File Upgrad
onfig Yersion Upgrade
MU Config Version Upgl 3
ne Card Ver File Upgrat
n Chip Driver Upgrade
rsion File Backup
onfig File Backup
= OMU Config File Backup
=62 Uparade Hot Patch

ECE Rin Wersion File Hot Upds
1
<
TaskName | BxeeuteTime | ExeouteResun | Result Detail
4
2
Executed(D) [Scheduledi; |
Stopped(l) |D\samed(D) |

All the functions of task policy configuration are set on this window, and all running results
are displayed on this window: The following are some descriptions about this window:
Area 1 is the task function list, in which all task finctions supported by NMS are listed.
Area 2 is where the running statuses of all tasks are shown. The statuses include:
4 Running: means the number of the running tasks.
4 To be run: means the number of to-be-run tasks whose time policies are already set.
4 Stopped: means the number of stopped tasks.
@ Invalid: means the number of tasks that are labeled as invalid.
Area 3 is the task list, in which all tasks will be shown, including:
€ Name: means the name of a task, which is used to differentiate and define the tasks.
@ Task description: it is used to give a detailed description of the task’s function.
@ Enablement status: It means whether a task is forbidden. If a task is defined as
invalid, this task cannot be executed.
4 Running status: It means the running status of a task.
@ Cycle: it means the execution cycle of a task. The task will be automatically
performed when the cycle comes.
@ Creation user: it means the username that is used by the task creator to log in to
NMS.
@ Creation time: It means the time when a task is created.
Area 4 is where the running results of a task are shown. You can select a time segment to
query the historical running results of the corresponding task, including Task Name,
Running Time, Running Results and Detailed Info.
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9.1.2 Backuping the Database

The database backup function supports the manual or fixed automatic backup and saves all
the running information of NMS.In case of system breakdown, this function can resume all the
running information, including all discovered device information, topologies and all the database's
information.

Note: All the information that is stored in the configuration files will not be backuped. For

example, the configured discovery information need be reset.

B The procedure of adding a database backup task is shown below:

1. Click Task Collection -> System Task -> Database Backup and then right click Database
Backup. The Add task button appears, as shown in the following figure:

& Task Config |ZHE|E|
@Task Caollection [ Narme [ PolicyDescription [ Status )|[ ExecutionStatus_||[ Petiod /(T
- System Task

Upgrade BatRAR Tash

- Version File Upgrade

HZ OMNU Version File Upgrad
@ coniig Version Upgrade
BE ONU Canfig Version Upgl
ne Card Ver File Upgrac
an Chip Driver Upgrade

ersion File Backup

anfig File Backup
=095 ONU Config File Backup

= B2 Upgrade Hot Patch

*8Z Bin Version File Hat Upds

< >
Time Selection | This Manth v |:| | [ searen
TaskMame | EveouteTime | ExecutzResutt | Reslt Detail

Executed(D)
Stopped(D) Disabled(0)

2. Click Add task. The following window appears:
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& Task Config

[ Task Collection [
=53 Bystem Task

Narme i PolicyDescription I Status )|[ Executionstatus ([ Pefind | B

BRCHDE Backup
Upgrade Backup Task

= version File Upgrade
QMU Version File Upgrad

Config Yersion Upgrade
ONU Config Version Upon
Line Card Ver File Upgrac
Fon Chip Driver Upgrade
“Wersion File Backup

Config File Backup

QMU Caonfig File Backup

Database Backup

=58 Uparade Hat Pateh Paliey Details
L.-@E Bin Version File Hot Upds || Felicy Mame | |
Palicy Status |Enab|ed v|
PolicyDesctiption | |
| >
I [ Apply ] [ Schedule ] [ Cancel ] | EndT | [ Saatehi
Task Mame I Execute Time ] Execute Result I Result Detail

3. Set the policay name, the enablement staus and the task description, and then click Apply.
The database backup task is done.
If you select Invalid in the Enablement status dropdown box, the task will not be performed;

if you do not click the time table, the task should be manually performed.For how to set the time
policy in the time table, see section 8.3.5.2.

9.1.3 Distributing/Backuping Devices

Step 1: Start this task, that is, enter the basic information of this task.
Click Task Collection -> System Task -> Distribute/Backup and then right click
Distribute/Backup. The Add task button appears. Click Add task to open the following window:




NMSAdministrator’s Handbook

& Task Config
5 Task Collection
=58 system Task
* 4= DB Backup

Period

Statys J|[_ ExecutionStatus [

JI(

Narme Jill PolicyDescription

‘ Paliey NaMe: [versi on

=53 Ungrade H ‘ Operator: | 0.1 | ‘

= Bin Ve

[ Palicy Description

oltversion

‘ Opetation Type: Version File Upgrade AR | [ Search

Result Detail

o he continue. | oK Back | Nest |
Excuted(l)
Stopped{) Disahled{0)

You must enter values in the Task name textbox and the Task description textbox. The
task name cannot be same to other task names, or the task cannot be added successfully.The
adder is the name of the current user who logs in to NMS. The operation type is alos the
current operation.

Step 2: Select a target device.

When you add a task, you must add a target device to execute this task.The target devices
have the following types:
B IP management device
Router
Switch
OLT
Non-IP management device
ONU

N
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The following table shows the relationship of the device type and the operation type:

Router Switch OLT ONU

Distributing the version
file of the IP device

Distributing the ONU
version file

Distributing the
configuration file of the
IP device

Distributing the ONU
configuration file

Distributing the line-card
version file

Distributing the PON
chip’s drive

Backuping the version
file of the IP device

Backuping the
configuration file of the
IP device

Backuping the ONU
configuration file

The following shows the window to select each type of device:
B IP device selection window

& Task Config
[ Task Callection
=53 system Task
.. §= DB Backup
=58 Upgrade Backup Task

Il PolicyDescription [ Status ||[ ExecutionStatus ||| Petiod | [

n File Upgrade
MU Version File Upgrad
nfig Version Unarade

@ Al

Device Type | Al ]

(O OLT () SwitchiRouter

. Eremmy

T
FEonuc FOETECTOL
[=-5% Upgrade H =

*{B= Bin ver

Device List (5] Selected Device (0
‘Search String Text Search String Text

147-Epon

L]

| [ searh

Result Detail
[1&elect Al

-Ubecuntmue IL Cancel | O [ Back ” et ]

Stopped(D)

|pisablea(o)
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B ONU device selection window
& Task Config Q@E}

@TESK GCollestion [ Hame i FolicyDescription It Slalus )| ExecutionStaius_||[ Period
=53, gystern Task
DB Backup
E3, Upgrade Backup Task
E arsion File Upgrade
MU version File Upgrade
anfing Version Unarare
nfig ¥ersion Upgrade

SelectOLT  all
Device Type  all v
Device List (2) Selected Device (0)

:n--l?-;UggradeH |Search String Test Search String Text

~.. = Bin ver
14 Oh
172.16.21.147-Epon_0ON
L | >
[ ] [
£ l > Result Detail
ssult Detal
[ select.. Select 4l
0 he continue. | Cancel 0} Back | [ Med
Executed(0)
Stopped() Disabled{0)

B OLT device selection window

& Taslk Config
5 Task Collection
E3 System Task

2 B Backup
E& Upgrade Backup Task
= Version File Upgrade
MU version File Upgraga
anfig Yersion Upgrade Endd policy:Pon Chip Driver Upgrade
NU Config Version Up

Jill PalicyDescription I Status J|[[ ExecutionStatus | Period

ne Card Yer File Upgrd Al () OLT SwitchiRouter

on Ch o 2 |AH |
ersion File Backup Device Type —
onfig File Backup Device List (1) Selected Device (0)

MU Canfig File Backu|
= E Upgrade Hot Paich
~.-= Bin Version File Hot Up

|Search String Text Search String Text

Result Dretail

[ Select All Select All I

0 be continue. |[ Cancel J Ok [ Eack H Mext ]

Disabledi)

B Filter
The Filter option is on the right top of each window.

< When selecting IP devices, you can filter them by selecting
OLT/switch/router and then conduct detailed filtration through the device

type.
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<~ Before selecting ONU, you can select an OLT and then filter ONUs through the

ONU type.
<~ When selecting OLT, you can filter OLTs only through the device type.
B Select

The right bottom of the window is the filtered device list and the selected device list:
<~ [Device list] means the number of the filtered devices.You can enter the device
name in the Search textbox to further select them.
Step 3: Complete the task policy configuration.
It is the last step of task policy configuration. All functions have only two kinds of differences: the
backup difference and the distribution difference.
W Last configuration of the distribution task

& Task Config
2 Task Collection
=52 System Task
= DR Backup
Uparade Backup Task
Version File Upgrade
QMU Yersion File Uparage
Config Version Upgradd Ema policy:Pon Chip Driver Upgrade
QMU Caonfig Yersion Up| |
Line Card Ver File Uparg
n Chip Driver Upgrad
wersion File Backup
Config File Backup
QMU Caonfig File Backu
Upgrade Hot Patch
+..49= Bin Yersion File Hot Up

( Rame I PolicyDescription il Status J|[ ExecutionStatus | Period

Use NMS Sever-
O o [ ‘

! 'usmmuuuis

Use Other TETP Sever

() Source Filename: |

Titp Sever IP:

Destination Filename »
-Other Setting ! | i
Status | ~ [ W setSchedule : ! | ] ESE
I - | Result Detail II
0 be continue. l[ cancel |[ ok [ Back |

||Executenin) uled(0)

IBtDpped(D) |Dwaamed(n)

You need to set the following attributes in this last configuration:
B Source location of the distributed file
<~ From the NMS server: Click a selected file to open a window for selecting files in
the NMS root directory.
<~ From the third-party TFTP server: Enter the IP address of TFTP and the source file
name.
B Destination file’s name in the device
Here you shall select a name as the file name of the source file which has been
distributed to the device. The file names include:
Switch.bin: It is recommended to name the switch’s bin files.
Router.bin: It is recommended to name the router’s bin files.
olt_blob: It is recommended to name the drive file of the PON chip.
LS16PON_bin: It must be used to name the version file of the 16PON line-card.
LS24GE_bin: It must be used to name the version file of the 24GE line-card.
LS12GE_bin: It must be used to name the version file of the 12GE line-card.

R
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LS24FE_bin: It must be used to name the version file of the 24FE line-card.
LS48FE_bin: It must be used to name the version file of the 48FE line-card.
ONU.zblob: It must be used to name the version file of the ONU.

<~ For those recommended file names, you can name the destination files by yourself.
B Task Status

< Invalid policy: it means that this policy cannot be executed.

<~ Valid policy: it means that this policy can be executed.
W Setting the time table

s o

B Last configuration of the backup task

& Task Config
[ Task Collection I PolicyDescriplion I Slalus )| [ ExecutionStatus || Period
=52 Gystem Task

.= DB Backup

=-58 Uparade Backup Task

.0 version File Upgrade
OMU Versian File Upgrade
Config Version Uoorade

File Backup

Use NMS Sever

o] | |

[ Use Other TFTF Sever

BE"- Upgrade H () Source Filename: | |

L 0E Binverg [
Tfip Sever IP
Destination Filename:
| b
Status | v| [ b 5etSchedule ] Result Detail

|
’Ewnlmue II Cancel H Ok H Back ]

Executed(d)
Stopped(0) Disahled{)

You need to set the following attributes in this last configuration:
B Source location of the distributed file
<~ From the NMS server: Click a selected file to open a window for selecting files in
the NMS root directory.
<> From the third-party TFTP server: Enter the IP address of TFTP and the source file
name.
B Destination file’s name in the device
Here you shall select a name as the file name of the source file which has been
distributed to the device. The file names include:
< Switch.bin: It is recommended to hame the switch’s bin files.
< Router.bin: It is recommended to name the router’s bin files.
<~ olt_blob: Itis recommended to name the drive file of the PON chip.
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LS16PON_bin: It must be used to name the version file of the 16PON line-card.
LS24GE_bin: It must be used to name the version file of the 24GE line-card.
LS12GE_bin: It must be used to name the version file of the 12GE line-card.
LS24FE_bin: It must be used to name the version file of the 24FE line-card.
LS48FE_bin: It must be used to name the version file of the 48FE line-card.
ONU.zblob: It must be used to name the version file of the ONU.
For those recommended file names, you can name the destination files by yourself.
B Task Status

< Invalid policy: it means that this policy cannot be executed.

< Valid policy: it means that this policy can be executed.
B Setting the time table

For details, see section 8.2.1.2.

IR I IR IR

9.1.4 Setting the Time Policy of Task Execution

&) Task Config
[ Task Collection
=B System Task
| @E DB Backup
=-[& Upgrade Backup Task

B Versian File Uparade

il PalicyDescription Jill Status )| ExecutionStatus [ Petiod

U Yersion File Upgrade
nfig Versinn Unnrade

OEs% 73 Add po o3 g

eCa |

n Chi

TEIgn Schedule Policy based on

© Bated O bas
Select Dates for scheduling policy Select the Scheduling Hours
= Bin ver:
() Belect All Dates  (3) Specific
[z e ) ¢ ] s e

HIEREEEREDE

[ T T 1T =
I N I T R I T e e ,

BN IERENEEE R E : : [ ]| [=

(o) (o ] (v ]
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& Task Config

EEX

% Task Collection [ Marne [ PalicyDescription

JI[

Status J|[_ ExecutionStatus ([ Period

=58 System Task
= DB Backup
=-53 Uparade Backup Task

wersion File Upgrade
QMU Yersion File Upgrade
Caonfig Varsinn Unorads
IOl T Add policy:Config File Backup
Line Ca
Fon Chi
version Schedule Policy based on
Dates Days
= ONU @] @ Dars
B3 Upgrade Ho| | Select Days far scheduling palicy Select the Scheduling Hours
-0E Bin ver. SelectAll Hours  (+ Specific
() Select All Days () Bpecific
40
[SUN] [MON] [TUE] [WED]
0
a0
[ U | [ R | [ st | :
a0
[ oK ] [ Cancel ] [ Help ]

The time policy settings are shown in the above-mentioned two figures.

B On the left part, you can select the date.

< When the time policy is based on the date, select a date between 1 and 31. It means
that the task will be automatically executed on the date of each month.
<~ When the time policy is based on the day, select a week day between Sunday and
Saturday. It means that this task will be automatically executed on this week day.
B On the right part, you can select the specific time.

B You can also select all the hours in this day.

After you set the time policy, click OK. If the task policy is valid, the task will be executed at the

designated hour(s).

9.2 Operations of Task Policy

The operations of task policy are shown below:
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& Task Config

L&A

.= DB Backup
=-E8, Uparade Backup Task
Version File Upgrade

-@Z ONU Conilg Version Upgr
GE Line Card Ver File Uparad
@Z Pon Chip Driver Upgrade
-@= Yersion File Backup

- oMU Config File Backup
=52 Upgrade Hot Patch
&= Bin version File Hot Upda

i Task Collection FolicyDescription [ Stalus ||[_ ExecutionStatus_||[ Period
& B System Task _ T T —— e T i
& ar BEBKHRE0] Update Policy  cirltu Bl £d =Tt raql
Delete Policy Ctrl+c
Execute Policy  Ctrl+X
-@= oMU Versian File Uparad Stop Policy Crl4T
§= Config Version Upgrade Schedule Policy CtrltH |
< >
Time Selection |This Month v | [ Search I

Task Mame I Execute Time I Execute Result J Result Detail

Executed(l)

Stopped (0} Disahled(0)

® Adding the task policy
Stepl:

& Task Config

5 Task Collection PalicyDescription i Status

J|[ ExecutionStatus || [

Period

- B3 Svstem Task
= DB Backup
3 Upgrade Backup Task

&= version File Upgrade
QMU Yersion File Upgrade

onfig File Backup

‘ Policy Mame: |config_file_bak | ‘
=5, Upgrade H ‘ Qperatar: | ‘ ‘
* = Bin ver.
rPuolicy Description
hack up config file.
|
‘ Operation Type: | Config File Backup ‘ =
Result Detail
o he continue. | Back | Mext
Executed(D)
Stoppedin) Disabled(l)
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Step2:

ﬁﬂdd policy:Configz File Hackup

@ All

BT LT L LT
: Device Type

|||||]!||||l;

) OLT ) Switch/Router

&l

. ERRRRAENEEEER
Device List {53

Selected Device (1)

Search String Text

172.16.21.147-Epon

Search String Text
17216.21.147-Epon

172.16.21.99
17216.21.147F *
172.16.21.24
172.16.21.85 6
[]&8elect Al []Select Al
o he continue. Cancel ]2 I Back ] I [+ et ]
Step3:
ﬁﬂdd policy:Configz File Hackup
~Llse MWS Sever
. e * | |
|||||]!||||l;
- ~Use Other TFTP Sever
(%) Source Filename: | |
Titp Sever IP: 172 16 Z1 177

Destination Filename:

Cther Setting

Status |F'|:|Iicﬁ_.rEna... v| ¢ SetSchedule

o he continue.

| cancel || ok || Back | nes
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Step 4:
Policy Scheduler : E|
(5) Dates " (O Days
N I I N R W A N R
{ : H : H T H u % 2 % i I e [ oo | o | ww]
5 16 17 18 19 20 o
2N N I I e e T B e A
FER TR N T T T T
(o] [Coameer ] [Cron |

Step 5:

& Task Config {zl |E‘ |Z| Ej

5 Task Collection Name [ PolicyDescription i Stalus )| [ ExecufionStatus ||| Period )|
=-F& Systern Task hack up config file. Enabled Scheduled Time Tagk root
&= DE Backup E

=03 Upgrade Backup Task
ersion File Upgrade

MU Yersion File Upgrad:
nfig Version Upgrade
MU Config Yersion Upgr
e Card Ver File Upgrad

n Chip Driver Upgrade
tsion File Backup

o File Backup
= ONU Config File Backup
=- L& Upgrade Hot Patch

L. &Z Bin version File Hot Upda

Information Message &l

.
\!’) Belicy - config file bak added suceessfully

>
T ] e T H(HTE | [ Search ]
TaskMame | EwecuteTime | EvecuteResutt | Result Detail II

Executed(l
Stoppedin)

Disabled()

Changing the task policy

Select a task in the task policy list, right click it and select the update policy. The
corresponding dialog box appears. It is similar to adding the task in section 9.1.
However, the task name cannot be modified.

Deleting the task policy

Select a task in the task policy list, right click it and select Delete. The corresponding
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dialog box appears. Click OK to remove the task from the database.

Modifying the execution interval of the task policy

Refer to section 9.1.4.

Stopping the task policy

Select a task in the task policy list, right click it and then click Stop. The time policy of
this task will be stopped.

9.3 Browsing the Results of Task Policy

After a task is done, the corresponding results will be shown in a window. See the following

figure:
@ Task Config EEX
@TQSK Callection Mame [ FolicyDescriptian I Status )| ExecutionStatus_ || [ Period ]| Crl
4 System Task g9 backupconfgfle. Enabled Scheduled Time Task raot
= DB Backup
rade Backup Task
ersion File Upgrade
MU Version File Upgrad:
onfig Version Upgrade
MU Config Yersion Upgr
ine Card Ver File Uparad
on Chip Driver Upgrade
ersian File Backup
fig File Backup
MU Config File Backup
parade Hat Patch
- @= Bin version File Hat Upda
4 | b
Time Selection |Th|3 Manth v LTime E : | [ Search ]
Task Mame Execute Time Execute Result Result Detail
config_file_hak 2012-05-21 17:44:04  |succes [172.16.21.147]Falicy successfully
| Executenin) 5
) Stonpad) |Disabledimy |
B Time selection: it is for you to designate a time segment. After you set a time segment and

click Query, the task running information in this time segment will be shown.

<>

SRR

[
this task.

This month: The running information about all tasks in this month will be shown.

This week: The running information about all tasks in this week will be shown.

Today: The running information about all today’s tasks will be shown.

Self-define: The running information about all tasks in the self-defined time segment
will be shown.

v Start time and End time need be designated.

If you double click a running result, yopu can get the detailed running information about




NMSAdministrator’s Handbook

Task Mame |cnnﬂg_ﬂle_bak |
Execute Time 2012-05-21 17:44:04 |
Execute Result |suc|:es |
Result Detail [17216.21.147]Palicy successfully

10 Patch Upgrade

Pathc upgrade helps users to update their software to the lastest version and guarantees users to
use new functions normally.NMS releases these upgrade patches irregularly to add new functions
or fix safety problems.

10.1 Installing the Upgrade Program

Open the installation directory of the NMS server, find the UpdataManager.bat upgrade tool in
the bin folder, and double click the upgrade tool. The following window then appears:
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. Install 7

|' @ Toinstall a Software Upgrade or Service Pack, click ‘Install..!
| hutton. This will open the Installation Wizard which will guide
vau through the upgrade process.

|D:1nm51EIrnadDirectnrﬁlSF‘CreatinmNMS_Em 1_N-3_IZI_1_| Browse

Feadme Install...

Installed Service Pack

,r/_ Service Packis) installed is(are) listed below. To view the details
Eﬁ of a paticular Senvice Pack, either double-click on it ar click

‘Details' button. To uninstall & particular Service Pack, select and
click ‘Uninstall' buttarn.

Lninstall... Details

Exit Help

The top part of this window is for users to install the upgrade program, while the bottom part of

this window is to show the installed upgrade program.Click Browse to choose the path of the
existing upgrade program.Click the Install... button. The following figure appears:




NMSAdministrator’s Handbook

Installation Status

Installation Path:  CAProgram Files\BDCOMEroad Director
Semice Pack Size: 0.00 byvtes

Seniice Pack installed successiully

Wiew Readme and Installed files.

Finish Zlose

When the installation of the upgrade program shows 100%, the upgrade is successful. If you want
to browse the detailed information about the upgrade description file and updates, click Browse
the installation file and its description file. Then the following window appears:
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| Readme | Installed files

Installed files

Broad_Director_2011-K-3.01-8P-1.0

BE context

izlose

10.2 Uninstalling the Upgrade Program

Open the installation directory of the NMS server, find the UpdataManager.bat upgrade tool in
the bin folder, and double click the upgrade tool. The following window then appears:
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Install B2

|' E:“ To install a Software Updrade ar Service Pack, click 'Install..*
| hiuttan. This will open the Installation Wizard which will guide
vou through the updrade process.

|D:InmS'LElrnadDirectDrEIBPCreatinnlNMS_Em 1_N-3_IZI_1_| Browse

Readme Install...

Installed Service Pack

f . Semice Packis) installed is{are) listed below. To view the details

| Eﬁ of a particular Service Pack, either double-click an it ar click
‘Details' hutton. To uninstall a padicular Service Pack, select and
click Wninstall' button.

road_Director_2011-N-3.0.1-5P-1.0 [Patch]

ninstall... Details

Exit Help

At the bottom part of this window, select a installed upgrade program and then click Uninstall.
Then the following window appears:
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l?
Uninstall

Mote that Service Fack
Broad_Director_2011-M-3.0.1-8P-1.0 and its
dependent (as shown below) will be autarmatically
remmoved after uninstallation. Ifyou donot want to
proceed click 'Cancel' button.

i{ﬁ Service Pack
& Broad_Director_2011-H-3.0.1-5P-1.0

Einish Cancel

Click Finish. The system then uninsta;;s the selected upgrade program automatically, as shown in
the following figure:

Uninstallation status

LIninstalled successiully

[ ] Automatically close after uninstallation

Einizsh lose

Click Close after the uninstallation is done.
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11 SNMP Tool

SNMP stands for Simple Network Management Protocol. This chapter will describe how to
manage SNMP, including how to set the MIB browser and SNMPv3 parameters.

11.1 MIB Browser

MIB is a defined attribute set for managed objects.Each attribute of a managed object in MIB
has a unique ID, which consists of the object type, read/write permission, the size limit and the
range.MIB is an abstract data interface provided by the managed device, not a physical object.

NMS provides the MIB browser, helping users to obtain or browse the MIB information
through graphic window.Click SNMP tool -> MIB browser to open the MIB browser, as shown
in the following figure:

Eile System Manager Window Help
[ |
SLC] @ Mib Manager
=8 Applications
= 7;:;1 File Edit Yiew Operations Help
() Metwork Maps e —
= & pnet FERAHE BRRY B IWE X5 ? -
L Loated MibModules 1
SR 1T21821.0 ‘lﬁ R Host [localhost ~| Por 181 v|
(=% EPON Network
4@ 172.16.21.147-Epon community  [eseees | \wirite community | |
(%) HIH Topo Network Setvalue [ v
(8 Fautt Managament Objectin ‘ |
(i) Performance
(®) Metwork Database Loading MIBs ../mibs/RFC1213-MIB
&) Task Management one.
=@ SNMP Tonls
(&) SMMP /3 Secutity
Syntax \ Status \
Access | Refarance |
Index
ObjectID
< | >
@ Description
v
Global Viesw [] ae
Severity Category ‘Cum’um |Cunﬂr..‘ Confirm Time | Source Alert Time Alert Cantent

11.1.1 Toolbar

The toolbar lies on the top of the MIB browser, as shown in the following figure:

EeBa Heé BREY & HUE XBO ?
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You can conduct the operations related to the MIB browser by clicking the corresponding icons
in the toolbar.If the cusor is put on an icon, the function of this icon will be shown.To show or
hide the toolbar, you can click Show -> Toolbar.

The following table shows the functions of each icon in the toolbar:

Icon Name Remarks
BU, Install MIB It is used to download the MIB files in the MIB
browser.If you click this icon, a dialog box appears for
you to enter the URL or filename of a MIB file.
= Uninstall MIB It is used to uninstall the installed MIB.
Description It is used to see the detailed description of a MIB node
after you select this MIB node.
i Browse the MIB node It is used to find a specific node in the MIB tree.
= Save the results of the | Itis used to save the results of the MIB browser. If you
MIB browser click this icon, a window appears for you to enter a file
name. After you enter this file name, the results will be
saved in this file.
= Print the results of the | Itis to print the results of MIB query.
MIB browser
Get SNMP It is to designate a MIB node and a MIB instance and
then conduct a GET operation.
B Get NEXT SNMP It is used to conduct a GET NEXT operation.If you

click this icon, you will get the value of the next
variable of the designated variable.

Get Bulk SNMP

Click this icon and you will get the next object of the
designated object.

N m

Set SNMP

It is to designate a MIB node to conduct a SET
operation.

bt Set the MIB browser It is used to set the MIB browser.
ol Trap observer It is used to browse the received traps in a designated
port.

o Check the real-time | Itis used to browse a designated OID curve.
graphic

FH Check the SNMP data | Itis used to check the SNMP data form.
form

& Debug It is used to browse the debug output.

Clear the displayed | Itis used to clear the displayed results in the textbox.
results

@ Stop the query It is to stop the query.

' Help It is used to browse the online help of the MIB

browser.
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11.1.2 Menu Description

The menu of the MIB browser are desribed below:

€ Filemenu

@ Aib Manager

(51N Edit “iew Operations Help

Load M om0 BEY E EWE KE® 2

UnLoad MIE Telete

Host [1ncainast | port 1161 ~|
Load All MIBs Ctrl+h ;
Community |...... | Write Cormmunity ‘ |
UnLoad AllMIBS  Ctrltu
- setvalue | v|

" objecti [ |

Loading MIBz ../ /mibs/RFC1213-MIB

RFC1213-MIE |Done.

Syntax Status

Access Reference

Inclex
Ohject 1D

< | >
& Description

Global View []

Upload MIB: Upload the MIB file in the MIB browser.

Uninstall MIB: Uninstall the selected MIB files.

Upload all MIBs: Upload all previously uploaded MIBs.

Uninstall all MIBs: Uninstall all uploaded MIB files from the MIB tree.
Save results: Save the MIB query results.

Print results: Print the MIB query results.

L 2R 2R 2K 2R 2K 2

All lately uploaded MIBs (stores up to 5 file names) are listed out in the bottom of the menu.
¢ Editmenu
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@ Nib Manager |‘._“EHYJ
File BGli¥ view Dperations Help
BE Setinos aws JBBEL B HBWE SE@ ?
&
soon  EindNode cirltr | Host |iocalnost v | Por 181 v|
Community |...... | Wirite Cormmunity | |
Setvalue | v
Ohject ID [ |
Loading MIBs ../mibs/RFC1213-NIB
Done.
Syntax Status
Access Reference
Index
Ohject ID
< | >
@ E] Desctiption
Global View []

€ Set: Itis used to set the MIB browser.
€ Browse the node: It is used to search for a required node.

€ Show menu

@ Mib Aanager

Eile  Edit Operations  Help
EEE Tanvewsr awr B3| 5 OB KE| 2
W5 Coaded  Line Graph s
g RFC [Iocalnost v Port 181 v
Bar Graph  alt+B
S josseee | wirite Community | ‘
Deseription  piug | ME | "|
Dehug meep CHID | ‘
v ToolBar ing WIBs ../mibs/RFC1213-MIB
Digplay »
Syntax Status
Access Reference
Index
Object 1D
< | >
@ [E] Description
Glabal View []

@ Trap observer: It is used to browse and resolve all received traps.
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Linear graphic: It is to browse the value in the linear graphic.
Histogram: It is to browse the value in the histogram.

SNMP table: It is used to browse the SNMP table.

Description: It is used to browse the description of a selected node.
Debug: It is used to browse the debug output.

Toolbar: It is used to show or hide the toolbar.

Show: It is used to switch over the current view.

L 2K 2R 2K 2% 2R 2R 4

€ Operation menu

@ Mib Manager

Eile Edit YView BSEEEGEN Help

BEBall et e B DUE KEO ?
L a=R. 1K

"t Loaded MibMo|  GetNex Ctrl+y

®-5E RFCT213-% i "

|lacalhost | Part 157 v

-  hity jsesese | wirite Cormmunity | |
Set CtrlHf

| 8
Stop CtrltC 5 | |

Clear  CtrldL
Loading MIBs .. /mib=/RFC1213-MIB
Done.

Syntax Status

ACLESS Reference

Index
OhjectID

< >

|
@ E] Desciption

Global View []

Get: It is used to conduct a SNMP GET operation.

GetNext: It is used to conduct a SNMP GetNext operation.

GetBulk: It is used to conduct a SNMP GetBulk operation, EFZIEERE]
Set: It is used to conduct a SNMP Set operation.

Stop: It is to stop the query.

Clear: It is used to remove the query results in the textbox. information.

L 2R 2R 2K 2R 2K 2

11.1.3 Uploading MIB
To upload the MIB files, do as follows:

Click File -> Upload file or directly click B2 in the toolbar. The Upload MIB dialog box
opens, as shown in the following figure:
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b ge o
Edit View Operations Help
BERL OB KEe ?
UnLoad MIB
M Delete | post [1nczinost ~| pon [151 v|
Load All MIES Ctrl+h
Comrmunity |..l... | Wirite Cormrmunity | |
UnLoad All MIBs  Cir1+U
SetValue | v|
Save Resulis As... Cirlts
2 1 objectIp | |
Erint Results... Cirl+F
Loading MIBs ../mibs/RFC1213-NIB
RFCA213-MIB Done.
Syntax Status
ACLESS Reference
Indlex
Ohject ID
< | | >
@ E] Description
Global View []
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g Load a MIB File

Open | Wib Settings | Recent|

Look in: |mih5

rds0.mib
red=1.mib
RFC1066-MIE
RFC1155-SMI
M 1155 5mi
RFC1156-MIB
RFC1158 MIEB
1212 smi
RFC1213-MIE
RFCT 21 3-MIB xml
i1 213.mih
RFC1215-TRAP

121 5. 5mi

REr 2 70-MIR
4

File name: |RFC1158. MIE

File oftype: | Al Filas(™®)

Click MIB Settings. The MIB setup window appears, as shown in the following figure:
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g Load a NIE File

Open| Mib Settings | Recent
Mib Loading Options

() Compiled File
() Database

[ ] Load recently loaded Mibs at startup
Set Parser Level

Farsing Level Far

{(+) Main Eile ) Import File

Farsing Levels lzer Defined Levels
#) Lenient

) Maormal
() Berious
) Critical

) User Defined

The MIB browser provides the following options to upload the MIB:
€ Directly upload MIB.

€ Upload MIB from the encoded files.
€ Upload MIB from the database.

11.1.4 Uninstalling MIB

You can uninstall the uploaded MIBs through the following method:

Select a node in the MIB tree, and then click File -> Uninstall MIB or directly click & to
uninstall this MIB.

11.1.5 MIB Browser—Setup

You can set the MIB browser through the following operation:

Click Edit -> Setup or directly click it% The MIB browser setup window opens, as shown in

the following figure:
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ﬁ NibBrowser Settings

%]

-~SMMP Version

@l

-General Options

Time Out |5

Eetries ||:|

Encoding ||503=359_1

~Get Bulk Options

—[] ¥alidate Broadeast Address

W3 Options

~W3 Settings

Save Y3 Settings to File

Save W3 Settings to Database

Set EnginelD For Adding W3 entry

Lzer.. Secu.. Auth.

Priv.. | Auth ..

Targ... | Targ...  Engi..

Add

Madify

Celete

Festore Defaults

(o] (oo ]

The options in the Common attribute page of the MIB browser setup window are shown below:

Option Default Value Other Values

SNMP version Vi V2c or V3

Timeout 5 seconds User-defined value
Retry 0 User-defined retry times
Maximum repeated times 50 User-defined value

Diagram type

Linear graphic

Histogram

Trap port 182 User-defined port
Encode 1SO8859_1 User-defined value
Non-transmitter 0 User-defined value
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11.1.6 MIB Browser — SNMP Operations

You can conduct some regular SNMP operations through the MIB browser, such as GET, GET
NEXT, GET BULK and SET.

4 To conduct a GET operation, select a node in the MIB tree and click B or GET.
The value of the selected MIB variable will be obtained.

€4 To conduct a GETNEXT operation, select a node in the MIB tree and click B or
GetNext. The value of the next variable of the selected variable will be obtained.

4 To conduct a GETBULK operation, select a node in the MIB tree and then click =)
or GetBulk.A series of next objects of the designated object will be obtained.

€ To conduct a SET operation, select a node in the MIB tree, enter values in the
textbox and then click Set or 4.

11.1.7 MIB Browser — Table Operations

The MIB browser provides a friendly window for users to browse the data in the SNMP
table.You can browse the information in the SNMP table by performing the following procedure:

€ Designate the host agent's name or IP in the host textbox in the MIB browser.
4 Upload MIB in the MIB browser.
€ Designate a valid OID (OID must be an OID table).

To browse the SNMP table, you must select a table variable and click the SNMP table. The
system then displays the SNMP table.Click Start to get the details.See the following figure:
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@‘ Mib Manager E|@E|@
File Edit VWiew Operations Help
EEEAlUE BRRY H OWB KEHEe| 2
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The related operations in the SNMP table faceplate are described below:

€ Page: It has two options, that is, Start and Index.If the Start option is chosen, the table will
be searched from its beginning.If the Index option is chosen, you need to set an index value
in the textbox and the table will be searched from the designated value.
€ Host: It is used to designate the host's name.
€ Set: If you click it, a dialog box appears. You need to set the following options in the dialog
box:
€ Polling interval: It is used to set the interval of table search.lts default value is 5
seconds.
€ Page size (row): It is used to set the number of rows in the search table.
€ Number of rows: It is used to set the number of rows shown in the SNMP
faceplate. The default number of rows is 5.
€ Port ID: It is used to set the ID of a required port.
€ SNMP version: It is used to set the version of SNMP.
€ Search mode: It is used to set the search mode for getting the SNMP table's
information.
Start: It is used to start the search of the table.
Next, Previous: They represent the next row and the previous row in the table respectively.
Start polling: It is used to start the polling of this table.
Stop polling: It is used to stop the polling of this table.
Update: It is used to update the data in the table when the polling is stopped.
Add: It is used to add a row to the table.
Delete: It is used to delete a row from this table.
Curve: It is used to show the change trend of a selected variable.

L 2R JR 2K 2% 2R 2% 2R 4
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11.1.8 MIB Browser — Trap Oberser

The trap oberser is used to receive traps.After you set the port ID and the community name in
the trap oberser, the received trap information will be displayed in the table.See the following
figure:

0 Trap¥iewer

Class Type Source Date Messane
Clear | vl Trap | 17216.21.147  |Mon May 21 09:35:5..].is0.0rg.dod.interne..,

Authenticate v3 Trap Authenticate v1v2e traps (Community)

Faort 162 TrapList 162 public w

Carmmunity public TrapParser Load
Stop . Show Details Delete Entry ParserEditar

XXX | Traps: 1 Inform: 0O Status : Listening far Traps

Related explanations about the trap observer are shown below:

Trap table: It is used to list all received traps.

Port: It is used to designate the port which the observer will monitor.
Community: It is used to set the value of the community.

Trap list: It is a trap list dropdown box.

Trap resolver: It is used to upload the trap resolver files.

Start and Stop: They are used to start and stop trap monitoring respectively.
Details: It is used to check the detailed information about a trap.

Delete trap: It is used to delete a trap from the trap list.

Resolution editer: It is used to open the resolution editer.
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11.1.9 MIB Browser -- Curve

The MIB browser can draw the curve of SNMP data in real time.The system supports two kinds of
curves: Linear diagram and histogram.The polled SNMP variable must be an integer or
no-character integer.
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You can follow the following procedure to draw the curves of the SNMP data:

*
*
*

Designate the host agent's name or IP in the host domain in the MIB browser.
Upload MIB in the MIB browser.

Designate a valid variable (note: this variable must be an integer or a non-character
integer).

Click Show -> Linear diagram/Histogram or directly click Wl An automatically updated
diagram appears, showing the OID polling results of the designated agent.By default, a polling
will be conducted every 5 seconds.

The following is a simple linear diagram:
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You can set the related options on the above-mentioned window:

*

Polling interval: you can enter a value as the polling interval, whose default value
is 5 seconds.

Get the average value of the polling interval: It is used to get an average value of a
given polling interval.

X axis' scale: It is used to set the X axis’ scale, whose minimum value is 300
seconds.

Show absolute time: It is used to show the time in the “hour:minute” format or in
the “second” format.

Maximum polling time: It is used to set the maximum time that the curve can

draw.The default value is 3800 seconds.
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Show the polling value: If it is selected, all polling values will be shown in an
accurate cycle.By default, it is forbidden.

Log file name: It is used to set the name of a log file.By default, the log file is
named as graph.txt.If you select Write polling values into the log, all polling
values will be recorded in the file.

Write polling values into the log: If it is clicked, all polling values will be
recorded.By default, it is forbidden.

Show the absolute counter: It is used to show the absolute values.By default, the
curve only draws the differences between two values.

Stop: It is used to stop the variable polling.Reboot: It is used to restart the
polling.Close: It is used to close the curve.
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11.2 SNMPv3 Security

SNMPv3 has three important services: ID checkup, ID encryption and ID access control.Each
SNMP entity includes a SNMP engine.The SNMP engine has the following functions: Sending
and receiving information, ID checkup, data encryption and de-encryption, and access
control.Multiple applications, which are set by the SNMP engine, consist of a SNMP entity.NMS
supports the SNMPv3 protocol.

11.2.1 Adding the Protocol Information

Click SNMPv3 security to open the following window:
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The options in the above-mentioned figure are described below:

Destination host: it stands for the IP address of a managed device.

Destination port: it stands for the SNMPv3 port.

Username: It is used to set the to-be-verified username.

Security level: there are two security settings: Auth (authentication) and Priv (privacy).

The two security settings consist of three options: “noAuth, noPriv”, “Auth, noPriv” and

“Auth, Priv”.

Auth: it means authentication. After you select it, you shall select the related

protocol (MD5 and SHA) in the Authorized protocol dropdown box.Enter the

password in the Authorized password box.

Priv: It stands for privacy, corresponding to the Priv password box.If you select this

option, you shall enter the password in the Priv password box.

noAuth,noPriv: it means not to require authentication, authorization and

encryption.

Auth,noPriv: it means to require authentication and authorization, but not

encryption.

Auth,Priv: it means to require authentication, authorization and encryption.

€ Priv protocol: it means to support the encrypted protocol information.This option is
not available for you to enter values.
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€ Authorized protocol: It has two options: SHA and MD5.

€ Authorized password: If you choose Auth for Security level, you need to enter a
value here.

& Priv password: If you choose Priv for Security level, you need to enter a value
here.

After you enter the corresponding data and click Add entry, the entered data will be added.If
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the data is successfully added, the data will be shown on the above-mentioned table.If the
data fails to be added, an alarm message will appear, as shown in the following two figures:

-
1) TimeSyne failed

11.2.2 Changing the Protocol Information

Click a row in the table to show the related data at the bottom area.See the following figure:

6 SHMP. ¥3 Security E]@
UserMName Security Level Auth Protocal Priv Protacol Auth Password Priv Password Target Host Target Port
TargetHost 172 16,21 147 Priv Protocal  cro-nes
Target Port |161 Auth Protocal  pos
UserMame |root Auth Password) |
Security Level nohuth, noPriv v | Priv Fassword| |
[ Refresh H Add Entry ” Delete Entry ]

After modifying some data, click Update. These data will be updated.

11.2.3 Canceling the Protocol Information

To cancel data, select a row in the table and then click Cancel entry.There is no notification when
you cancel data, so please be cautious when you conduct this operation.
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Appendix 1 Operation Problems about NMS Server

Q1: The NMS server cannot be run

A: In general, after the NMS server is installed the system will automatically upload services
and start the NMS server.However, in some special cases, the NMS server cannot be started or the
NMS server fails to be connected after the client is started.We list out all the reasons one by one
and help users to use this NMS server better:

1) Overdue license

If the license overdued during server startup, it means that the trial version is overdue and the
NMS server therefore cannot be started. To solve this problem, you shall start the NmsReg.exe
program in the Installation -> Bin directory and then enter the sequence ID and the corresponding
license file according to requirements. It is OK after the NMS server is rebooted.

2) Chinese characters exist in the installation path

If there are Chinese characters in the installation path, the third-party Apache software cannot
work normally. It is OK if the installation path has no Chinese characters.

3) MySql has been installed before

Our installation program includes a third-party MySql database.If you have previously
installed the MySql database, the NMS server cannot be started.The solution is to find the my.ini
file in the C disk and then delete it.

4) Improper operating system and language version
At present, the NMS server supports the following platforms:  Windows Server 2003, Windows
Server 2008, Windows XP, Windows Vista and Windows 7.

5) Port 9090 is occupied

The running of this NMS server needs to start port 9090. If port 9090 is occupied, the NMS
server cannot be started.In this case, you need to use netstat —ao in the command line of the
operating system to check whether a process occupies port 9090. If a process occupies port 9090,
you need to shut down the ID of this process.

6) The NIC is not activated and the license cannot be authenticated

Our authentication mechanism is bound to the NIC. If the NIC of the NMS server is not
activated or the NIC is not connected, the license cannot be authenticated.Before starting the NMS
server, make sure that the host on which the NMS server is installed has activated its NIC.
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7) Check whether the server was normally shut down last time

If there are Mysqlm, rmi register, and apache in the process list, it indicates that the server
was shut down abnormally. The system therefore cannot be started normally. To solve this
problem, you need delete the MySql.exe process, the rmiregistry.exe process, the apache.exe
process and the java.exe process in Windows task manager and then restart the server.

8) The current user has no write permission towards the installation path

Run /bin/startPostgreSQL.bat in the DOS window. If the following information appears,

G:sProgran Files“NZone>NZone NMS“bin>2812-81-13 B1:21:88.338 GHTFATAL: could no

t create lock File "postmaster.pid™: Permission denied

check whether the current user has the write permission to the installation directory.

Q2: Why cannot the traps be received?

It has the following reasons:

1) The trap host is not set and its IP address is not the IP address of the
current network management host.
In this case, you need to check whether the Trap host option is set during the configuration
of the command line and set the IP address of the trap host to be IP address of the current network
management host.

2) Port 162 is occupied.

You can use the netstat —ao command to check whether port 162 of the current network
management host is occupied by other process.If it is occupied by other process, you shall shut
down the network management software (NMS) and then release port 162 and then restart NMS.

3) The firewall of the NMS server blocks port 162.

If port 162 is not occupied by other process but the trap message cannot still be received,
check whether the firewall of the NMS server blocks the trap message of port 162.If the firewall
blocks the trap message, you need to close the firewakk and then restart NMS.

4) Check whether there are 3 switches in the command.

fif%: You shall add trap host x.x.x.x community authentication snmp configuration in
the command line during the command line configuration.

Q3: The hand-in-hand topology cannot be discovered.

To find the EPON hand-in-hand topology, you shall set the standard SNMP options and the
trap and then other related requirements.Do as follows:

1) Use the epon ip-address command to ser the device.
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In the hand-in-hand topology, two OLTs connect the same ONU through their PON ports.
The PON port of the current active OLT needs to record the IP address of the OLT on which the
peer PON port locates. During the shift of the PON ports, OLT needs to know which IP address
shall be written into the ONU's information.Before discovering the hand-in-hand topology, OLT
must set epon ip-address X.X.X.X.

2) After PON port shift, ONU needs to record the IP address of the peer
OLT.

In the hand-in-hand topology discovery, the PON port of the OLT on which the current online
ONU locates needs to record the address and index of the PON port of another OLT.The premise
to record this information is that ONU has been registered on two PON ports. In general, after
ONU is registered, you shall switch the current ONU over on another PON port and then switch it
back. In this way, the ONU information will be recorded on two PON ports of two OLTs.

Q4: A device cannot be discovered or its type cannot be identified.

All device types can be detected and their models can be displayed in normal case if you
click Real-time management -> Topology discovery. But in special cases, the devices cannot be
discovered or the device types are incorrect even though the devices are discovered. The possible
reasons are listed below:

1) Check whether this device's SNMP attribute is set.

During discovery settings, the SNMP community of a device should be set. If device
discovery fails, you need to confirm whether the device has contained the SNMP community
settings.

2) Check whether the community used during discovery is the same as that
of the device.
When you conduct the discovery settings on the NMS terminal, guarantee the community of
the NMS terminal and that of the device terminal are same.

3) Check whether a device can be reached.

When device discovery fails, you should test whether the device can be detected. You can
ping it or conduct SNMP operations on it. If the two operations can be done successfully, the
device is reachable.

4) The network condition is poor or the device response times out.
In this case, click Real-time management -> Discovery configuration -> Regular ->
Initialized parameter to set a relatively big value for SNMP timeout time and retry times.

5) The device type is not supported by the NMS server.
A device type cannot be detected correctly, but all SNMP configurations are correct.In this
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case, you need to check whether the current NMS server supports the device type. You need to
communicate with related testers and rearchers. Generally speaking, the latest released device
types may not be supported by the NMS server.

6) If ONU type cannot be identified, check vendor ID and model ID.
Before ONU discovery, check whether the ONU version is compatible with the NMS server’s
version (both are NMS versions, neutral versions, or customized versions).

7) The EPON device cannot be discovered, or the EPON device is not
displayed in the EPON network tree node after the EPON device is
discovered.

In this case, the most possible reason is that the PON card of the current EPON device is not
started or the type of the PON card cannot be identified by NMS.You should conduct the SNMP
operations to check whether the current PON card can be identified on the device layer.The OID
of the SNMP table is 1.3.6.1.4.1.3320.3.6.10 (bdcardTable). For the SNMP operations, see figure
2.Check whether the bdcardDescr option in the SNMP table contains the type of the
corresponding PON card.If it contains the type of the corresponding PON card, the device can be
identified; if not, the correspinf card cannot be discovered.

HH 172. 16. 21. T2: bdecardTable
172162172 - [~ Poll every 500 =dseconds [~ Mimar
I=|

| Instance ‘ bdcardindex(IDE] | bdcardType | bdcardDescr ‘ bdcard3 erial | bdcardHwe.. | bdcards wi'ersion | bdcardSlatNumber | bdcardContainedBylndes | bdcardOperStatus |
|@1 1 238 IEP3314 MCARD ... 0 [zera-length] [ [zerolength] [[h.. O a up(2]

Figure 2: SNMP operations of the PON card’s type

Q5: The settings cannot be distributed through the NMS window.

Do as follows:

1) Check whether the device type is normal.
Ping or telnet a device to check whether it is reachable. Then perform the SNMP operations to
check whether the device responses.

2) Check whether a device can be reached.
Conduct the SNMP operations.

3) Check whether the write community is set on NMS.
Check whether the community of the device, which is accessed currently be the NMS, has
the write permission.

4) Other reasons exist, such as the device itself is abnormal.

If all above-mentioned options have no problems, try to distribute the same settings on the
device terminal through the telnet or console mode and see whether it can be done successfully.If
it is done successfully, the snmp set operation of the device terminal has problem. If it fails, the




NMSAdministrator’s Handbook

device itself is abnormal. In this case, please contact related technicials or researchers.

Q6: The client cannot log onto the server.

Because NMS server is in C/S mode, you need to start the NMS server and the server at the
client terminal. The NMS window then appears.If the NMS window does not appear, do as
follows:

1) Check whether the server is normally started.

Check whether the NMS server is successfully started by clicking Start log at the right
bottom corner of the NMS server.What’s more, you can check the log files in the logs directory of
the installation path to see whether the NMS server is normally started.

2) Check whether the login password is correct.
If the server is normally started but cannot be logged, please check the username and the
password are right.

3) Check whether the IP address of the server is correct.
When logging on to the client, click Advanced and check whether the IP address and port of
the server, which you enter on the cureent client, are the same as those of the real server.

4) Check whether the communication between the client and the server is
normal.
If the server cannot be connected, ping on the client the corresponding port of the server to
see whether the port can be connected.

5) Check whether the firewall of the server is enabled.
If the server cannot be connected, it is possible that the firewall of the server blocks the
current communication. So you should check this case.

Q7: The NMS window has no response.

A client is successfully enabled, but after an operation or just after a while the client's
window has no response if you click this window. The possible reasons are shown below:

1) Uncertain window exists in the backstage.

In many cases, you open a lot of windows and do related configurations at the same time.
The current window may cover the dialog box of the NMS window.In this case, press ALT and
TAB at the same time to switch over to the dialog box of the NMS window.

2) The network is slow or CPU is busy.
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Due to heavy load, the window of the NMS client may not response to the cursor’s or
keyboard’s operations.In this case, you'd better wait for a minute.If there is no response for a long
time, you can close the NMS client and restart it.If the NMS client cannot be connected, you need
to restart the NMS server.It is noted that you store the logs about abnormities and send these logs
to our technicians for problem locating and resolving.The storage address of the client’s logs is the
clientlog folder under the installation path, while that of the server’s logs is the logs folder under
the installation path.

Q8:During the removal of the PON port, the plug or insertion
operation cannot be done simultaneously or rapidly, or the devices

cannot be fully displayed or deleted.

In some cases, you may remove a PON card on a slot to another slot of the local machine.The
NMS has to process ONUs and PON cards one by one and, if the number of related PON cards
and ONUs is large, NMS needs to take a lot of time. So if you want to remove one PON card and
then another one, the interval should be at least several minutes.

Q9: If you start multiple servers and at the same time access devices
or conduct operations to the devices, the read and access or the

settings will time out.

The response of SNMP packet on a device is a single-process one, so only one SNMP request
can be answered at a time.So when you conduct SNMP operations to a device, you should avoid
starting multiple NMS servers at the same time.

Q10: During device discovery, you may discover a device in the IP

network but cannot discover it in the EPON network all the time.

The reason may be that it times out when SNMP obtains related MIBs or that the PON card is
not inserted when this device is detected.To advoid this case, you should first detect the device in
the IP network topology, delete it from the IP network topology and then rediscover it in
Discovery Management.(If the network is good and the device is not busy, this case will not
occur; otherwise, packet loss occurs or the SNMP request times out)
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Q11: The device's status on the topology cannot be updated

In most cases, the real-time update of the device’s status or line’s status on the NMS window
depends on the trap message, which is transmitted from a device. Furthermore, when a trap
message is sent and its IP address is not designated, the IP address of the trap message is an
address, which is in the same network segment with the trap host’s address.|If the IP address of the
trap message, which is transmitted by a device, is not the IP address of the device when NMS
detects it, NMS may regard that this device is not discovered after receiving the trap message and
therefore cannot update the real-time status.

Q12 How to backup the NMS database regularly?

Considering the complexity of the real network and historical data backup, NMS provides the
function of regular database backup. For details, see the database backup function at the Task
Management -> Task Configuration directory.

Q13: The configured tasks fail to run.

The running of a configured task relates to a lot of function configurations. If a problem
occurs in any function configuration, the configured task cannot be run normally.

1) The Telnet authentication information is not set for a device.
During execution of configured task, the administrator needs to conduct related settings to the
device through Telnet. Hence, you have to conduct the Telnet authentication on the device.

2) The task operation times out due to network congestion and heavily
loaded CPU.
You have to wait for a few minutes and then reset and run it.

3) The third-party TFTP server cannot access the IP layer of the device.
On failing to execute a configured task, you have to confirm whether the communication
between TFTP server and device is normal.

4) The device gets offline or the configuration information of the device is
changed (add or delete ONUS).
Before setting ONU, you should check whether the current ONU is online.If the device is
offline or disconnected for some reason, the settings and its distribution must fail.

5) When the NMS server is used as the operation source or destination, you
should check whether the occupation of the TFTP port causes the TFTP
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server to be started unsuccessfully.
In this case, you should check whether the TFTP port of the current NMS host is used by the
current NMS.

Q14: Check whether the version of the installed server is consistent

with that of the client.

The interconnection and startup of the server and the client may fail because the version of
the client is inconsistent with that of the client.

Q15: Qestions about performance collection

1) During the collection of historical performance, the server cannot
display related data unless it has run for a long time.
The system sets the historical performance collection interval to 5 minutes. After starting the
server, you have to wait for at least 10 minutes and then the system shows the curve.

2) Make sure that the RMON configuration has been done on the port on
which the performance collection or historical collection is conducted.
The performance data collection of an Ethernet port is realized through the RMON
performance collection, so you must conduct the ROMN configuration before historical
performance collection.

Q16: How to save the configurations?

After you have done related configurations on a device through the NMS, you have to save
these configurations on the device by right clicking Save configuration.

Q17: Why can the boders of a button on the window not be
displayed?

In some special cases, NMS is installed on the Windows operating system but its client’s
window cannot display some window components normally, such as the button, the table’s head
and the list.To solve this problem, you have to confirm whether the window style on the current
Windows operating system is the classical one. If not, please set the window style to the classical

style.
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Q18: Why is Ifindex of a PON port inconsistent with the port

description after NMS is closed and the device is restarted?

Each time you discover OLT and ONU, there is a unique index in the software corresponding
to them. This unique index is also the system ID. The system ID may change after device reboot.
In this case, the system cannot correspond to the related PON port and ONU correctly.Therefore,
after device discovery, you should enter write ifindex in the command line on the OLT.

Q19: After a service is enabled, the log window appears. But why is

the log window then closed instantly?

Because the mysql-d process exists, you have to kill this process and then you can start the
server. After the server is normally started, the following window appears.

& Log Panel

Nl:l

Informa

Time tion Status
1 2012-06-07 10:04:33 “alidating License succeed...
2 2012-06-07 10:04:48 Initializing The Database succeed...
|3 2012-06-07 10:04:53 Starting The Server Service succeed...
4 2012-06-07 10:05:08 Checking Connection To The Ser...| succeed...
5 2012-06-07 10:05:09 Service |5 Started succeed..

Clear

Zlose

Q20: Why is the icon of a switch or router a PC icon?

The possible reasons are shown below:
1. After OLT is restarted, its current settings is not saved and the SNMP related parameters in
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the previous settings are discarded. The SNMP packets then cannot respond.

2. OLT is busy and the SNMP packets time out, which causes NMS to regard this device is
not the SNMP device.

3. The community is entered incorrectly during NMS discovery. The community on the NMS
server is not the same as that on the device.

The solution is:

You can delete the device that the PC icon corresponds to, check the configuration and the
device and then rediscover this device.

Q21: In what cases device deletion and then device rediscovery

should be conducted?

In the following cases, you should do as the above-mentioned:
1. All OLT configurations are deleted and then OLT is restarted.
2. PSG configuration is reset (specifying the PON port of a member again).
3. OLT is restarted without saving the ifindex information.
4. The PON card is removed (the PON card is removed from one slot to another slot).

Q22: Why does it fail if you conduct device settings through the NMS

window?

It has the following reasons:
1. The BIN version itself has problems and the corresponding MIB does not support.
2. The SNMP’s write community on the NMS server is inconsistent with that on the device,
so the settings is unsuccessful.
3. The device itself cannot be accessed or the network connection has problems.




