
ENGINEERING RELEASE NOTES

ECS3510-28T/52T
Firmware Version 1.5.2.14
INTRODUCTION:
ECS3510-28T/52T supports 24/48 FE ports and 4 Gigabit combo ports, which are comprised of an RJ45 and a SFP.* 10/100/1000 CU built-in associated Mini-GBIC slots
Using IP Clustering for stacking which is a method of grouping switches regardless of geographical location in order to enable centralized management access to the switches through a single management point. This technology provides some of the benefits of stackable switches without requiring direct stacking or connections between switch units. It also allows different kinds of switches to be grouped together, as long as they have the embedded clustering software.

It offers advanced administration through a user-friendly browser interface. QoS and VLAN Supports allows greater scalability and Supports for business-critical applications. Port can be trunked to create a high bandwidth pipe to the network.

It also has comprehensive network management functions, such as Spanning Tree protocol for standard bridging, SNMP, RMON and security features.
	It is recommended that one thoroughly review this release notes prior to the installation or upgrade of this product.


Firmware Specification:
Loader:
	Status
	Version No.
	Type
	Release Date

	Current Version
	1.0.6.2
	Formal release
	2016/08/09

	Current Version
	1.0.6.0
	Formal release
	2014/06/04

	Patch Version
	1.0.2.4
	Formal release
	2014/05/30

	Previous Version
	1.0.4.0
	Formal release
	2014/02/19

	Previous Version
	1.0.2.3
	Formal release
	2013/05/15

	Previous Version
	1.0.2.2
	Formal release
	2012/11/15

	Previous Version
	1.0.2.1
	Formal release
	2012/10/30

	Previous Version
	1.0.0.3
	Formal release
	2012/09/14

	Previous Version
	1.0.0.2
	Formal release
	2012/08/23

	Previous Version
	1.0.0.1
	Formal release
	2012/06/06


Runtime:
	Status
	Version No.
	Type
	Release Date

	Phase 5
	
	
	

	Patch Version
	1.5.2.14
	Patch version
	2018/1/24

	Patch Version
	1.5.2.13
	Patch version
	2018/1/19

	Patch Version
	1.5.2.12
	Patch version
	2017/12/29

	Patch Version
	1.5.2.10
	For  NTC test
	2017/5/12

	Patch Version
	1.5.2.9
	Patch version
	2017/3/16

	Patch Version
	1.5.2.8
	Patch version
	2017/3/7

	Test Version
	1.5.2.7
	For  NTC test
	2016/11/2

	Test Version
	1.5.2.6
	For  NTC test
	2016/09/19

	Test Version
	1.5.2.2
	For test
	2015/03/1

	Patch Version
	1.5.1.18
	Patch version
	2015/12/30

	Patch Version
	1.5.1.17
	Patch version
	2015/10/14

	Patch Version
	1.5.1.16
	Patch version
	2015/09/23

	Patch Version
	1.5.1.13
	Patch version
	2015/09/8

	Patch
	1.5.1.11
	Formal release
	2015/06/25

	Test Version
	1.5.1.10
	For test
	2015/05/21

	Test Version
	1.5.1.8
	For test
	2015/03/30

	Patch Version
	1.5.1.7
	Patch version
	2015/02/13

	Test Version
	1.5.1.6
	For test
	2014/12/22

	Test Version
	1.5.1.5
	For test
	2014/12/11

	Test Version
	1.5.1.4
	For test
	2014/11/14

	Current Version
	1.5.1.3
	Formal release
	2014/10/31

	Test Version
	1.5.1.2
	NTC test
	2014/09/24

	Previous Version
	1.5.0.0
	Formal release
	2014/07/16

	Test Version
	1.4.9.2
	NTC test
	2014/07/09

	Test Version
	1.4.9.1
	NTC test
	2014/06/24

	Test Version
	1.4.9.0
	NTC test
	2014/06/04

	Phase 4
	
	
	

	Patch Version
	1.4.2.7
	Formal release
	2014/05/30

	

Patch Version
	1.4.2.6
	Formal release
	2014/04/01

	Patch Version
	1.4.2.5
	Formal release
	2014/03/24

	Patch Version
	1.4.2.4
	Formal release
	2014/03/10

	Patch Version
	1.4.2.3
	Formal release
	2014/02/19

	Current Version
	1.4.2.1
	Formal release
	2014/01/23

	Test Version
	1.4.2.0
	NTC test
	2014/01/10

	Test Version
	1.4.0.2
	NTC test
	2013/12/27

	Test Version
	1.4.0.1
	NTC test
	2013/11/25

	Previous Version
	1.4.0.0
	Formal release
	2013/10/04

	Test Version
	1.2.7.3
	NTC test
	2013/09/30

	Test Version
	1.2.7.2
	NTC test
	2013/09/17

	Test Version
	1.2.7.0
	NTC test
	2013/08/16

	Patch Version
	1.2.6.2
	Formal release
	2013/07/29

	Previous Version
	1.2.6.1
	Formal release
	2013/07/04

	Previous Version
	1.2.6.0
	Release candidate
	2013/06/17

	Test Version
	1.2.5.0
	For testing
	2013/05/16

	Previous Version
	1.2.4.2
	Formal release
	2012/12/12

	Previous Version
	1.2.4.0
	NTC test
	2012/11/16

	Test Version
	1.2.2.1
	NTC test
	2012/11/12

	Previous Version
	1.2.2.0
	Formal release
	2012/11/07

	Test Version
	1.2.1.2
	NTC test
	2012/10/23

	Phase 2 Version
	1.2.0.0
	Formal release
	2012/09/20

	Test Version
	1.0.0.7
	NTC test
	2012/09/14

	Test Version
	1.0.0.5
	NTC test
	2012/08/23

	Phase 1 Version
	1.0.0.1
	Formal release
	2012/06/26

	Previous Version
	1.0.0.0
	NTC test
	2012/06/01

	Previous Version
	0.0.0.7
	NTC test
	2012/05/03

	Previous Version
	0.0.0.4
	Internal test
	2012/04/17

	
	
	
	


HARDware compatibility:
ECS3510-28T: from the 1st version

ECS3510-52T:

· after loader V1.0.2.0

· after runtime V1.2.1.0 
BootPROM compatibility:
ALL
Network Management Software Support:
If you install this image, you may not have control of all of the latest features of this product until the next version(s) of network management software. Please review the software release notes for your specific network management platform for details.

SUPPORTED FUNCTIONALITY:
	Accton Product Feature List
	ECS3510-28T/52T

	Product Configuration
	24/28 FE + 4 ComboG

	Flash Memory
	32MB

	SDRAM
	128MB

	L2 MAC Table
	16K

	Packet Buffer
	8Mb

	PoE
	No

	Standalone/Stackable
	Standalone

	Layer 2 Features
	　
	　

	Link Aggregation 
	802.3ad with LACP
	YES  
1) Total 16 Trunks (including Cisco EtherChannel Like trunks 
2) 2~8 port/trunk FE 
3) 4 port/trunk GE

	
	Cisco EtherChannel Liked
	YES  
1) Total 16 Trunks (including Cisco EtherChannel Like trunks 
2) 2~8 port/trunk FE 
3) 4 port/trunk GE

	
	Unicast / Multicast traffic Balance over Trunking port 
	YES
1) Unicast : MAC SA+DA/ SA/DA/SIP+DIP/SIP/DIP

	VLAN
	IEEE 802.1Q Tagged Based
	YES

	
	Port-Based
	YES (4K VLANs)

	
	MAC-Based
	YES

	
	IP-Based
	YES

	
	Private VLAN (Community)
	YES

	
	Traffic Segmentation (Private VLAN Isolated)
	YES 

	
	GVRP/GARP
	YES

	
	802.1v Protocol
	YES

	
	IPv6 VLANs (one type which protocol vlan SUPPORTED)
	YES

	
	voice VLAN
	YES

	
	4K (4094) VLANs
	YES

	
	VLAN Trunking
	YES

	Spanning Tree
	IEEE 802.1D STP
	YES

	
	IEEE 802.1s (MSTP)
	YES (16 instances) 

	
	IEEE 802.1w (RSTP)
	YES

	
	Spanning Tree Fast Forwarding
	YES

	
	Loopback Detection
	YES 

	
	Auto Edge Port
	YES

	
	BPDU Filter/Guard
	YES

	
	Root Guard
	YES

	Broadcast/Multicast/UnknownUnicast Storm Control
	YES

	IGMP Snooping
	IGMP Snooping v1/v2
	YES

	
	IGMP v1/v2 querier support
	YES

	
	IGMP Immediate Leave
	YES

	
	IGMP Filtering/Throttling
	YES

	
	IGMP SNP Leave Proxy
	YES

	
	IGMP v1/v2/v3 Proxy
	YES

	
	IGMPV3 Snooping
	NO

	MVR
	YES 

	Jumbo Frame
	10K

	QinQ
	YES

	select QinQ
	YES

	EAPS
	　
	NO

	Auto MDI/MDIX
	Auto

	Types of GBIC and SFP support (LX, SX, LH, FX)
	Yes

	G.8032 (ERPS)
	　
	YES (phase 2)

	Non-STP loopback detection
	　
	YES

	UDLD
	　
	YES (phase 2)

	Digital Diagnostic Monitoring (DDM)
	　
	YES

	QoS  Features
	　
	　

	Number of priority queues
	4 queues/port

	Scheduling for priority queues
	WRR Priority scheduling
	Yes(Shaped Deficit WRR)

	
	Strict Priority scheduling 
	YES

	
	Hybrid
	YES (Shaped Deficit WRR + Strict)

	COS
	802.1p based COS 
	YES (per system)

	
	IP TOS Precedence based COS
	No

	
	IP DSCP based COS 
	DSCP Only (per system)

	
	TCP/UDP Port based COS
	NO

	Rate Limiting
	Ingress
	YES
1) Per Port-based
2) FE: 
- 64Kbps ~ 100Mbps
- Resolution 64Kbpls
3) GE: 
- 64Kbps ~ 1000Mbps
- Resolution 64Kbps

	
	Egress 
	YES
1) Per Port-based
2) FE: 
- 64Kbps ~ 100Mbps
- Resolution 64Kbpls
3) GE: 
- 64Kbps ~ 1000Mbps
- Resolution 64Kbps

	DiffServ
	1 rate 3 color (yes)
2 rate 3 color (yes)
ingress and egress supported

	Security Features
	　

	Static Port Security (MAC-based)
	YES

	Dynamic Port Security (MAC-based)
	YES

	MAC Limitation per port
	YES

	802.1x 
(authenticator)
	Port-Based
	YES

	
	Port-Based Authentication
	YES

	
	MAC-Based Authentication
	YES

	
	VLAN Assignment
	YES

	
	QoS Assignment  (w/o ACL profile)
	YES

	
	QoS assignment w/ ACL profile
	Yes

	
	Guest VLAN
	YES

	
	Supplicant Support
	YES

	
	Supplicator
	YES

	
	EAPOL frames pass-through
	Yes

	MAC Authentication
	YES

	WEB Authentication (per port)
	YES

	ACL
	Number of rules
	512 (both standard and extended modes are supported). 

	
	L2/L3/L4
	YES
1) L2 ACL filter SA/DA/VLAN
2) L3 IP SA/DA, subnet based
3) L4 TCP/UDP port
4) IPv6 

	
	Mirror
	YES

	
	Ingress
	YES

	
	Egress 
	NO

	
	Statistics
	YES

	
	Time-Based (Time Range)
	YES

	RADIUS authentication
	YES

	RADIUS  authorization and accounting
	YES

	TACACS+ Authentication 
	YES

	TACACS+ authorizaion and accounting
	YES

	TACACS+ 3.0
	NO

	HTTPS and SSL (Secured Web)
	YES

	Denial of Service Protection(DoS)
	　
	YES

	SSH 1.5/V2.0 (Secured Telnet session) 
	YES

	User name password 
authentication
	Local Authentication
	YES

	
	Remote Authentication 
via  RADIUS/TACACS+
	YES

	Management Interface
 Access Filtering  
	SNMP
	YES

	
	WEB
	YES

	
	TELNET
	YES

	Intrusion Lock (Link Detection)
	YES

	MAC filter
	YES

	Traffic Segmentation
	YES 

	Management Features
	　

	Cisco Like CLI
	YES

	CLI banner
	　
	YES

	CLI filtering
	　
	NO

	Terminal setting
	YES

	Multiple Management IP Interface
	　
	YES

	Web Based Management
	YES

	Telnet
	Client
	YES 

	
	Server
	YES 

	Software Download/Upgrade
	TFTP
	YES
(dual images)

	
	Xmodem / Ymodem
	YES 
(Runtime, Loader)

	
	Diag support TFTP download
	No

	
	FTP
	YES

	
	HTTP
	YES
(single image)

	Dual Image 
	YES

	Configuration Download/Upload
	TFTP
	YES
(Multiple Copies)

	
	HTTP
	YES
(Multiple Copies)

	Auto upgrade
	TFTP
	YES

	Auto upgrade
	FTP
	YES

	SNMP
	v1
	YES

	
	v2c
	YES

	
	v3
	YES

	RMON
	RMON I (1,2,3,9 group)
	YES

	
	RMON 2
	YES

	MIB I/II
	RFC 1213
	YES

	BOOTP
	Client
	YES

	
	Relay
	No

	DHCP
	Client
	YES

	
	Relay
	No 

	
	Snooping
	YES

	
	Snooping Option 82
	Yes


	
	Dynamic Provision (via Option 66,67)
	YES

	
	Option 82
	YES

	
	Relay option 82
	YES

	
	Server
	No

	IP Source Guard
	YES

	Port Mirroring
	YES

	Remote Port Mirroring (RSPAN)
	　
	YES

	Event/Error Logging
	Syslog (Local Flash)
	YES
1) 512 entries
2) 256Kbyte Flash

	
	Remotelog (RFC3164)
	YES
1) Cisco-like
2) Support up to 5 Servers

	
	SMTP (E-mail Notification)
	YES

	　OAM
	IEEE 802.3ah
	YES (phase 2)

	
	IEEE 802.1ag (CFM)
	YES (phase 2)

	
	Activate/Deactivate EFM OAM per port
	YES (phase 2)

	
	Y.1731
	YES (phase 2)

	DNS
	Client
	YES

	
	Proxy
	YES

	Remote Ping
	YES

	SNTPv4 (RFC2030)
	YES

	NTP
	　
	YES

	IP Clustering
	YES (36 members)

	LLDP(802.1ab)
	Link Layer Discovery Protocol
	YES

	
	LLDP-MED (VoIP related)
	YES

	
	IEEE 802.3at
	NO

	UPnP
	NO

	MAC Flush
	YES

	sFlow
	NO

	Dynamic ARP inspection (DAI)
	YES

	Auto Traffic Control (ATC)
	　
	YES

	PPPoE Intermediate Agent
	　
	YES

	VLAN mirror
	YES

	MAC Based mirror
	YES

	ACL mirror
	　
	YES

	ACL Statistics
	　
	YES

	ATC (SW rate limit)
	YES

	Delay reload
	YES

	CLI “show debug”
	NO 

	CLI “show tech”
	Yes

	CLI “show interfaces brief”
	YES

	Cable Diagnostics / TDR
	Yes

	Port Utilization (kbits/sec, Pkts/sec, % Util in recent 300secs)
	　
	YES

	IPv6 Management (Telnet Server/ICMP v6)
	YES

	Green Ethernet
	YES (Combo ports only)

	PoE 
	NO

	Monitor Environment
	Power Status
	NO

	IPv6 Features 
	　

	IPv4/IPv6 Dual Protocol Stack
	　
	YES

	IPv6 Address Types
	Unicast
	YES

	
	Multicast
	This is only used internally. Not configurable.

	ICMPv6
	　
	YES

	ICMPv6 Redirect (Host)
	　
	YES

	IPv6 Path MTU Discovery
	　
	YES

	IPv6 Neighbor Discovery
	Router Discovery
	YES

	
	Duplicate Address Detection
	YES

	
	Static Cache Entry
	NO

	
	Parameter Discovery
	YES

	
	Prefix Discovery
	YES

	
	Address Resolution
	YES

	
	Unreachable Neighbor Detection
	YES

	
	Redirect (Host)
	YES

	
	Snooping
	YES (phase 2) 

	Stateless Autoconfiguration
	　
	YES

	Stateful auto configuration over IPv6
	　
	YES

	Manual Configuration
	　
	YES

	Generic Prefix
	NO

	SNMP over IPv6
	　
	YES

	HTTP over IPv6
	　
	YES

	SSH over IPv6
	　
	YES

	IPv6 Telnet Support
	　
	YES

	IPv6 DNS Resolver
	　
	YES

	IPv6 RADIUS Support
	　
	NO

	IPv6 TACACS+ Support
	　
	NO

	IPv6 Syslog Support
	　
	YES

	IPv6 SNTP Support
	　
	YES

	IPv6 SMTP Support
	　
	NO

	IPv6 TFTP Support
	　
	YES

	Remote IPv6 Ping 
	　
	YES

	Ping over IPv6
	
	YES

	Trace Route over IPv6
	
	YES

	IPv6 sFlow
	　
	NO

	DHCP6
	Client
	YES

	
	Relay
	NO

	
	Snooping
	YES (phase 2)

	
	Server
	NO


	MVR6
	　
	YES (phase 2)

	IPv6 Source Guard
	　
	YES (phase 2) 

	RA Guard
	　
	YES

	IPv6 ND Snooping
	　
	YES (phase 2)

	IPv6 FTP Support
	　
	NO

	MLD Snooping
	　
	YES (phase 2)

	Security Features
	　
	　

	IPv6 ACL
	Number of rules:
	　

	　
	L2/L3/L4
	Yes (but need to test)

	IPv6 QoS
	　
	　

	IPv6 DSCP remapping CoS
	 
	NO


Installation and Configuration Notes:
In general, the ECS3510-28T/52T Switch will be shipped to you pre-configured with this version of firmware. If you would like to upgrade an existing ECS3510-28T/52T Switch, please follow the TFTP download instructions that are included with your firmware image upgrade kit.
To download new firmware form a TFTP server, enter the IP address of the TFTP server, select “opcode” as the file type, then enter the source and destination file names. To start the new firmware, enter the “reload” command or reboot the system.
CLI commands:
Console#copy tftp file
TFTP server IP address: 192.168.1.23
Choose file type:
1. config:  2. opcode:  : 2
Source file name: opcode.bix
Destination file name: opcode.bix
\Write to flash programming.

Programming flash started.

Success.
Console#reload
Firmware Changes and Enhancements:
The following Known Issues have been fixed in this release of firmware.
LOADER CODE modifications:
Loader V1.0.6.2

	ECS3510-28T-00690
	ECS3510-28T new DDR  109200000157A


Loader V1.0.6.0

	ECS3510-28T-00380
	Enhancement : change bootrom password


Loader V1.0.2.4

	. ECS3510-28T-00416
	inject the packets when bootup will cause discard issue


Loader V1.0.4.0
	.ECS3510-28T-00253
	Loader: backdoor passwd doesn't be encrypted


Loader V1.0.2.3

	.
	The last port may abnormal, if that port has packet traffic in boot up.


Loader V1.0.2.2

	ECS3510-28T-00175
	(ECS3510-52T) LED: Port#42 LED always can't be light-up


Loader V1.0.2.1

	ECS3510-28T-00115
	Enhancement: support BID=1 for ECS3510-52T


Loader V1.0.0.3

	Loader
	Add PCI API for BID 1


Loader V1.0.0.2

	Loader
	Update DRAM register value & support BID 1


Loader V1.0.0.1

	
	Loader: fix port 16 can linkup in startup


Runtime CODE modifications:
Runtime V1.5.2.14
	ECS3510-28T-00830
	MVR enhancement for Revision 0.17 spec: "transmit-filter" support on mvr ports & remove code logic for igmp packets processing on source port which is also mrouter port


Runtime V1.5.2.13
	
	new boot messages (HTTP_TASK_Main, 439, SYSFUN_CreateThreadPool ing...)

	ES3528MV2-FLF-EC-00697
	enabled IGMPSNP proxy-reporting cause exception and reboot by watchdog.

	ES3528MV2-FLF-EC-00698
	inject IGMP packets cause memory leakage and switch hang.

	ECS3510-28T-00829
	SNMPWALK but get error about sysResourceMgt


Runtime V1.5.2.12
	ECS3510-28T-00706
	Failed to set the TACACS+ server for aaa accounting dot1x.

	ECS3510-28T-00718
	When TCP port 80 suffered the DoS attacks then will cause the memory leakage issue happen.

	ECS3510-28T-00782
	Inject the LLDP packet, then dashboard and show remote device information will empty..

	ECS3510-28T-00795
	SNMP: The value of OID "lldpRemManAddrIfId" remove ".0" at the end..

	ECS3510-28T-00810
	Disable LBD trigger a LBD recover log

	ECS3510-28T-00819
	Fail to telnet EC switch(ECS4120) from Cisco device

	ECS3510-28T-00824
	LLDP web:LLDP remote port/trunk "port id" information display in web is not correct

	ES3510MA-FLF-38-01032
	DHCP relay: Switch only send the DHCP packet to the last DHCP relay server even the last server does not exist.

	ES3510MA-FLF-38-01064
	DHCPv6 Snooping can't forward ADVERTISE packet on trust port

	ES3528MV2-FLF-EC-00695
	switch fail to get OID lldpXdot1RemoteData

	ES3528MV2-FLF-EC-00686

	MVR: To configure mvr transmit-filter is by port interface, but to show mvr transmit-filter is by domain.

	ES3528MV2-FLF-EC-00688


	IGMPFiltering: It can set igmp max-groups to 0 on port interface via mib.


Runtime V1.5.2.10
	ECS3510-28T-00758
	SNMP_TD crash.


Runtime V1.5.2.9
	ECS3510-28T-00742
	snmpEngineTime didn't reset the value even switch reboot.

	ECS3510-28T-00753
	option82 info will be corrupted when string value longer than 32 characters.


Runtime V1.5.2.8
	ECS3510-28T-00722
	after reload The VLAN member is not correct.

	ECS3510-28T-00725
	[Enhancement] The DUT does not handle the untagged BPDU packet when BPDU-VLAN enable.

	ECS3510-28T-00726
	can not set ip source-guard binding mode mac 0000E1000B01 vlan 4094 10.8.0.1

	ECS3510-28T-00731
	[Telnet] After tool "LOIC" TCP:23port attack, modified thread pool for telnetd & tnshd

	ECS3510-28T-00733
	no periodic weekdays in CLI for ACL_Timebased

	ECS3510-28T-00735
	[enahncement] support DHCP option 82 TR101

	ES3552MV2-0116-168AO-00113


	Duplicate DHCP discover packet and maximum value of retransmission interval is not right

	ES3528MV2-FLF-EC-00675
	insert ONT SFP then cause high CPU and system IC2 test failed.

	ES3528MV2-FLF-EC-00676
	switch still send schedule report to all MVR source port.

	ES3528MV2-FLF-EC-00679
	[Enhancement] Add command to enable/disable source mac with multicast address.


Runtime V1.5.2.7
	ECS3510-28T-00698
	When DUT configure MSTP then the display of IGMP snooping will not complete.

	ECS3510-28T-00699
	When DUT configure instance of MSTP then cause the MVR receiver port not receive the multicast

	ECS3510-28T-00704
	When DUT receive Cisco's MSTP packet then will cause the IGMP snooping not working.

	ECS3510-28T-00688
	switch didn't send the trap when enable port security action trap.

	ECS3510-28T-00713
	switch stops sending syslog trap to server


Runtime V1.5.2.6
	ES3552MV2-0116-168AO-00107
	ipv4-addrconfi0260:dhcp retransmission interval is not right

	ES3552MV2-0116-168AO-00109
	disable AUTO CONFIG INITIAL IP  in DHCP

	ES3528MV2-FLF-EC-00672
	switch can't dynamic learn mrouter port when enable MVR

	ES3528MV2-FLF-EC-00673
	IPv4-AddrConfig: During configuration interface vlan process, the DUT shows exception message then crash.

	ECS3510-28T-00686
	switch drop inform ACK from trust port and log

	ES3528MV2-FLF-EC-00638
	MVR:When enable igmp snooping, receive IGMP packet on source port can't forward to correct source port which is also mrouter.

	ES3528MV2-FLF-EC-00657
	MIB problem : remove " sshConnEncryptionType INTEGER,"

	ES3528MV2-FLF-EC-00661
	MIB problem : userAuthenticationSuccessTrap  typo

	ES3528MV2-FLF-EC-00662
	MIB problem , trapVarLoginInetAddressTypes  typo

	ES3528MV2-FLF-EC-00663
	MIB problem , logoutTrap typo

	ES3528MV2-FLF-EC-00664
	MIB problem : loginTrap  typo

	ES3528MV2-FLF-EC-00665
	MIB problem , fileCopyTrap  typo

	ES3528MV2-FLF-EC-00667
	MIB problem, userauthDeleteUserTrap , remove comma

	ES3528MV2-FLF-EC-00668
	MIB problem , userauthModifyUserPrivilegeTrap  , remove the last comma

	ES3528MV2-FLF-EC-00669
	MVR will xstp discard igmp report packet after changing recevier port

	ECS3510-28T-00653
	DHCP client can't obtian IP address. 

	ECS3510-28T-00655
	failed to modify ip address and management vlan via SNMP

	ES3510MA-FLF-38-00983
	MIB file Parse error

	ES3510MA-FLF-38-00984
	switch can't active last IPSG entries when set IPSG static entry and max-binding via SNMP

	ES3510MA-FLF-38-00985
	IPSG ACL mode max-binding range only 1-10 via SNMP

	ECS3510-28T-00691
	[Telnet] watchdog reboot while using TCP 23 port link to DUT but not follow telnet protocol

	ECS3510-28T-00692
	[Telnet] After tool "LOIC" TCP:23port attack, the DUT would reboot

	ECS3510-28T-00694
	When telnet port suffered the DoS attacks then switch will reboot by watchdog

	ES3510MA-FLF-38-00976


	add command to remove DHCPSNP maximum binding per interface

	ES3510MA-FLF-38-00980


	IPv6-AddrConfig: VLAN1 cann't get IPv6 addres from DHCPv6 server when VLAN1 and other VLAN have static address.


Runtime V1.5.2.2
	ECS3510-28T-00643
	BPDU packets sent from an interface contain VLAN ID

	ES3528MV2-FLF-EC-00610
	IPSG looses binding when receive next DHCP request packets

	ES3528MV2-FLF-EC-00618
	f MVR:Default mvr source port mode is dynamic, but "no mvr source-port-mode" change to "Always Forward" mode.

	ES3528MV2-FLF-EC-00623
	MVR:Configure the port to access mode then set to receiver port, it's status sometimes is active.

	ES3528MV2-FLF-EC-00626
	MVR:Configure multiple domain, only one domain will receive multicast data.

	ES3528MV2-FLF-EC-00630
	MVR:IGMP query message won't be forwarded to active source port when there is no IGMPsnp mrouter port exist.

	ES3528MV2-FLF-EC-00631
	MVR:Proxy-switching mode,send IGMPv2 join report to receiver port,if group is first group,MVR won't forward to source port.

	ES3528MV2-FLF-EC-00632
	MVR:Proxy-switching mode,send IGMPv2 leave report to receiver port,if group is first group,MVR won't forward to source port.

	ES3528MV2-FLF-EC-00633
	MVR:In transparent mode,send IGMPv2 join/leave message to receiver port,MVR won't forward to active source port.

	ES3528MV2-FLF-EC-00634
	MVR:When active receiver port only join MVR VLAN, it doesn't become inactive receiver port.

	ES3528MV2-FLF-EC-00636
	number of IPSG acl mode max-binding

	ECS3510-28T-00596

	ECS3510-28T DHCPSNP Client can't renew ip address

	ECS3510-28T-00601

	Spanning-tree BPDU does not work properly after receovery

	ECS3510-28T-00610
	IPSG binding table does not get info from DHCPSNP binding table

	
	

	
	


Runtime V1.5.1.18
	ES3510MA-FLF-38-00923
	fail to set ARP ACL src/dst ip/mask via SNMP

	ES3510MA-FLF-38-00943
	STP didn't send BPDU when traffic-segmentation downlink include port1 (Initialize the rx_ifindex to 0)


Runtime V1.5.1.17
	ECS3510-28T-00618
	Port-Mirror - Port monitors 2 ports and show any command about 10 times will cause system crash.


Runtime V1.5.1.16
	ECS3510-28T-00606
	Injecting massive L2 packets cause memory leakage and reboot by watchdog


Runtime V1.5.1.13
	ES3528MV2-FLF-EC-00612
	IPSG binding table are not flushed when DHCPSNP binding update

	ES3528MV2-FLF-EC-00613
	Switch crash after configure port security

	ES3528MV2-FLF-EC-00614
	port security max-mac-count problem

	ECS3510-28T-00544
	DHCP relay option 82 (per port + per vlan mode)

	ES3510MA-FLF-38-00918
	GVRP not support 4K VLAN.

	ES3510MA-FLF-38-00920
	ES3510MA syslog enhancement

	ES3528MV2-FLF-EC-00616
	remove all VID from port interface

	ES3510MA-FLF-38-00924
	eap packet will be dropped when the first user authenticates successfully and the second user is authenticating.


Runtime V1.5.1.11
	ECS3510-28T-00536
	change qos mapping table from global to per port setting

	ECS3510-28T-00557

	auto upgrade version misidentification.

	ECS3510-28T-00559

	software checking port up/down, it will spend more time

	ECS4620-28T-00292
	IPv4AddressConfig: DUT may get crash when we send command "ip address dhcp" or "no ip address" with IP got from DHCP server.


Runtime V1.5.1.10
	ECS3510-28T-00543

	remove spanning tree MSTP mode then switch will hang in boot process

	ES3528MV2-FLF-EC-00610


	IPSG looses binding when receive next DHCP request packets


Runtime V1.5.1.8
	ECS3510-28T-00534


	Enabled ip dhcp dynamic-provision by factory defaults

	ECS3510-28T-00537

	IPSG max-binding set to 1 will drop the packets exist in binding entry

	ECS3510-28T-00539

	The packet will lost about 2% in highest strict queue.

	ECS3510-28T-00540
	When test cable-diag all ports in the same time, will test fail and lose auto- nego

	ECS3510-28T-00541
	qos map phb-queue configure will not be save

	ES3510MA-FLF-38-00899


	traffic-segmentation didn't work when enable DAI function


Runtime V1.5.1.7
	ES3528MV2-FLF-EC-00604

	enable SSH server and generate key cause CPU rising periodically

	ECS3510-28T-00526


	IPSG binding table interface display didn't align

	ECS3510-28T-00527


	IPSG mac mode static binding display unit number 0 in config file

	ECS3510-28T-00528
	When enable  the dot1q-tunnel system-tunnel-control then vlan-trunking will function failure.

	ECS3510-28T-00529


	switch still could learn the mac-address when port security max-mac-count is 0

	ES3528MV2-FLF-EC-00609
	MVR function cause memory leakage


Runtime V1.5.1.6

	ECS3510-28T-00522


	New command : PPPoE intermediate-agent format-type vendor-id value(CLI only) 


Runtime V1.5.1.5

	ES3510MA-FLF-38-00786

	DAI works incorrectly with IPSG static binding

	ECS3510-28T-00523


	[Problem] "ip source-guard binding filter-source static" doesn't work properly.

	ECS3510-28T-00525


	no limit for DHCPSNP per port binding entry

	ES3528MV2-FLF-EC-00601


	Cluster:If cluster commander manage the member through web. DUT would be crash.


Runtime V1.5.1.4

	ES3510MA-FLF-38-00865


	ipv6 does not work with trunk port issue


Runtime V1.5.1.3

	ECS3510-28T-00446
	MVR:It display error msg in CLI and source port didn't receive all traffic when a port move from a domain MVR VLAN to another

	ECS3510-28T-00490
	DHCP relay : switch should not forward boradcast DHCP packet if DHCP server existsI.

	ECS3510-28T-00497
	IPSG: IPSG max-binding and static-mac didn't set via MIB because MIB file didn't have these node.

	ECS3510-28T-00498
	IPSG: It display WEB_GROUP task in CLI when binding filter source set static via web

	ECS3510-28T-00499
	IPSG: It display incorrectly via WEB when setting IP address of static ACL binding

	ECS3510-28T-00502
	ECS3510-28T network access mac-auth stop working

	ECS3510-28T-00503
	IPSG: On Web, select Binding Filter Source "All" or "Static" and click "Apply” button, DUT will occur crash. 

	ECS3510-28T-00504
	IPSG: The IP address display on Static Binding List  is incorrect.

	ECS3510-28T-00505
	IPSG: The static binding entry did not be deleted on Web.

	ECS3510-28T-00506
	IPSG: On Web, click the "Revert" button, the Static Binding List will add entries.

	ECS3510-28T-00507
	IPSG: The Static Binding List of MAC table is over to maximum set.

	ECS3510-28T-00508
	The DU will dump exception message and crash, during copy startup to running and login the WEB page.

	ECS3510-28T-00510


	WEB:It didn't display any information for CPU utilization task via WEB

	ECS3510-28T-00511
	CPUGuard: CPU guard shall be able to set via WEB

	ECS3510-28T-00513
	CPUGuard:It shall display log when enable CPU guard and disable CPU guard trap.

	ECS3510-28T-00514
	CPUGuard:DUT didn't save to keep high watermark setting after rebooting.

	ECS3510-28T-00515
	Appscan: DUT happen L2MCAST_GROUP task when appscan execute mvr_assiciate_profile_add_show.htm

	ES3528MV2-FLF-EC-00593


	CLI:Did some config then put it over night, then DUT displayed exception and reboot continously.


Runtime V1.5.1.2
	ECS3510-28T-00479
	CPUGuard:It didn't set CPU guard parameters via CLI.

	ECS3510-28T-00469
	[Enhancement]CPU guard

	ECS3510-28T-00493
	ECS3510-28T snmpset causes switch crash

	ECS3510-28T-00362
	ECS3510-28T network-access port-mac-filter works incorrectly with port security

	ECS3510-28T-00475
	Syslog: to support save logfile in TLV format.

	ECS3510-28T-00450
	MIB:DUT shall support to set and display MAC-learning for VLAN by MIB

	ECS3510-28T-00492
	Enhancement: MAC learning disable per VLAN

	ECS3510-28T-00261
	IGMP Snooping learned 1023, MVR domain 1 learned 1023 and MVR domain 2 can learned 1023 entries at the same time

	ECS3510-28T-00494
	[IPSG] command is not complete

	ECS3510-28T-00457
	After Disable Class ID at vlan interface, DUT DHCP packet still with option 60, class id = Edge-Core.

	ECS3510-28T-00428
	ECS4210-28T/ECS3510-28T DHCP SNP trust port without setting DAI trust may fowards ARP packets to others ports.

	ECS3510-28T-00488
	IGMP-Snooping: Static Group is not existed after saving running config and restart.

	ECS3510-28T-00486
	IGMP-Snooping: Static Mrouter is not existed after saving running config and restart.

	ECS3510-28T-00487
	IGMP-Snooping: Static Mrouter is not existed after saving running config and restart.

	ECS3510-28T-00388
	Network access mode auth cannot work with IPSG mac mode

	ECS3510-28T-00485
	IGMP-Snooping: Multicast data with unmatched groups of join report should be dropped.

	ECS3510-28T-00484
	MVR6 enhancement: each profile can configure overlap group range

	ECS3510-28T-00397
	DHCP relay option 82 doesn't work

	ECS3510-28T-00394
	DHCP relay doesn't work

	ECS3510-28T-00354
	IPSG redesign

	ECS3510-28T-00482
	MVR enhancement: each profile can configure overlap group range

	ECS3510-28T-00446
	MVR:It display error msg in CLI and source port didn't receive all traffic when a port move from a domain MVR VLAN to another

	ECS3510-28T-00480
	fail to upgrade loader via snmp

	ECS3510-28T-00409
	IPv6: DUT sends wrong number DAD packets as configured.

	ECS3510-28T-00343
	IPSG mac mode doesn't work if port security is enabled.

	ECS3510-28T-00374
	DHCP SNP: On CLI, "show dhcp snooping", the "Vlan" display is incorrect.


Runtime V1.5.0.0

	ECS3510-28T-00473
	DHCPDynamicProvision:DUT wll hang up after booting configuration file.

	ECS3510-28T-00431
	PVID may be configured to a VLAN which a port does not join on hybrid or trunk mode. If the VLAN is inexistent, the VLAN is auto. created


Runtime V1.4.9.2

	ECS3510-28T-00469
	[Enhancement]CPU guard

	ECS3510-28T-00475
	Syslog: to support save logfile in TLV format.

	ECS3510-28T-00368
	QinQ: the switch dosen't change priority when set "sw priority default " on the access port

	ECS3510-28T-00474
	Tacacs+ Login authentication behaivor is different than ES3528M, ES3510, ECS4510-28F.

	ECS3510-28T-00463
	PortHistory:  The packets of  Discards did not be counted.

	ECS3510-28T-00466
	WEB:Remote log page on WEB display incorrect.

	ECS3510-28T-00453
	WEB/interface:the column of port list shall align with other columns, shall not overlap.

	ECS3510-28T-00452
	WEB/ATC:the column action of ATC shall align with other columns, shall not overlap.

	ECS3510-28T-00442
	Interface: The port list panel display is not align.

	ECS3510-28T-00439
	DHCP SNP: On Web, the "Lease Time (seconds)" in binding table position is not in a line.

	ECS3510-28T-00441
	DHCP SNP: On Web, the text box of "Circuit ID Value" display is incorrect.

	ECS3510-28T-00440
	DHCP SNP: On Chrome v35.0.1916.114 m, the "DHCP Snooping Information Option Sub-option Format" display is not in a line.

	ECS3510-28T-00438
	DHCP Relay: The text box of the Server IP Address position is wrong.

	ECS3510-28T-00467
	WEB:WEB fields display incorrect.

	ECS3510-28T-00445
	LoaderPasswd:It shall display "Password is changed successfully." when DUT succeed to change loader password.

	ECS3510-28T-00461
	CLI/MVR:DUT didn't remove it when using no mvr type source/receiver.

	ECS3510-28T-00447
	MVR:ONLY the source port of domain 1 could received traffic data when source port mode is "Always Forward".

	ECS3510-28T-00464
	IPSG mac mode doesn't flush mac addresses which learnt by port security

	ECS3510-28T-00258
	DHCP reply packets will be drop on diable dhcp snooping vlan when the bootp flag is unicast.

	ECS3510-28T-00459
	ARP: The "Configure General" did not display anything on Web.

	ECS3510-28T-00468
	WEB:DAI WEB page display incorrect.


Runtime V1.4.9.1

	ES3528MV2-FLF-EC-00563
	[Enhancement] Customer requires a switch for dynamic provision.

	ECS3510-28T-00391
	ProtocolVLAN:DUT doesn't provide pppoe protocol type items on web.

	ECS3510-28T-00422
	Enhancement: Create a switch to separate the IPSG binding table form DHCP snooping binding table.

	ECS3510-28T-00432
	[New command]  "switchport allowed vlan vlan-list"

	ECS3510-28T-00025
	IPv6Log:syslog message only display ipv4 network. when configure remote server as IPv6 address server.

	ECS3510-28T-00420
	WEB/SNMP staPortBpduGuard Status on Port

	ECS3510-28T-00437
	PortHistory: History Name input over 12 charasters, it did not display completely.

	ECS3510-28T-00436
	PortHistory: After click "delete" button, the entry did not deleted on Web.

	ECS3510-28T-00444
	Trunk: The packets did not forward between Trunks.


Runtime V1.4.9.0 

	ECS3510-28T-00418
	[enhacement] support DCHP Option 12

	ECS3510-28T-00417
	[enhancement] Support dhcp relay relay hops as like DLINK switch

	ECS3510-28T-00423
	[enhacement] Change MVR Source Port Mode Dynamic as default

	ECS3510-28T-00407
	Enhancement: add "write" command to same as copy command

	ECS3510-28T-00389
	[web enhancement] support switching pps and kbps

	ECS3510-28T-00413
	[web freezed] to apply IPSG static entry via web, it causes web freeze and cpu 100%

	ECS3510-28T-00410
	[mldsnp]when receive report or leave on a router port, it will not  forward to other router port

	ECS3510-28T-00399
	mvr proxy switching sends igmp report with source ip 0.0.0.0

	ECS3510-28T-00353
	Failed to enable ingress MAC access-group on eth 1/12.

	ECS3510-28T-00424
	[enhancement] show snmp community string with * during provisioning when the user press P

	ECS3510-28T-00406
	Enhancement: MAC learning disable per VLAN

	ECS3510-28T-00429
	Enhancement: Add squashfs compress function for runtime image

	ECS3510-28T-00419
	[enhancement] WEB/SNMP staPortBpduGuard Status on Port

	ECS3510-28T-00427
	Enhancement: add history counter

	ECS3510-28T-00411
	the command mvr/mvr6 immediate leave by-host-ip doesn't exist on trunk port

	ECS3510-28T-00362
	ECS3510-28T network-access port-mac-filter works incorrectly with port security

	ES3510MA-FLF-38-00792
	[Enhancement] add MAC address of TC sender to log

	ES3528MV2-FLF-EC-00502
	VLAN: PVID can be set on VLAN which a port does not join; a new command can set VLAN membership directly without add/remove.


Runtime V1.4.2.7 

	ECS3510-28T-00369
	Create network-access port-mac-filter by SNMP

	ECS3510-28T-00412
	DHCP rely function have different behavior between ECS3510-28T and ES3528M

	ES3528MV2-FLF-EC-00499
	queue mode WRR is always shown on web interface

	ES3510MA-FLF-38-00766
	management interface sends dhcp request with wrong format for renew IP address

	ES3510MA-FLF-38-00776
	diffServPortPolicyMapIndex can be written well but while reading always returns value “0”

	ES3510MA-FLF-38-00779
	ES3510MA MVR by port SNMP bug

	ES3528MV2-FLF-EC-00497
	ES3528Mv2 MIB doesn't support "egress" ACL


Runtime V1.4.2.6 

	ECS3510-28T-00398
	When DHCP snooping enable, IPSG static binding doesn’t work.

	ECS3510-28T-00402
	Dhcp snooping will drop DHCP ack packet which fragment flag = 1.

	ECS3510-28T-00404
	When enable IP source guard, IPSG will block ARP packet.

	ES3510MA-FLF-38-00785
	ES3510MA v1.4.2.1_sd IPv6 dhcp client can't obtian ip address after port move

	ES3510MA-FLF-38-00783
	switch forward solicit packet with check sum error


Runtime V1.4.2.5 

	ECS3510-28T-00393
	After ARP flooding about 1500 pps, user unable to connect to switch via snmp, telnet,web.

	ES3528MV2-FLF-EC-00512
	[Enhancemnet] support clear log ram/flash on web


Runtime V1.4.2.4 

	ES3528MV2-FLF-EC-00518
	OSPF/RIP/VRRP packets cannot go through while IGMP or MVR is enabled


Runtime V1.4.2.3 ; Loader V1.0.2.3

	ECS3510-28T-00394
	DHCP relay option 82 doesn’t work

	ES3510MA-FLF-38-00781
	PPPoE IA forward PADR with vlan tag to client port , even vlan is untag member of client port


Runtime V1.4.2.1 ; Loader V1.0.2.3

	ECS3510-28T-00387
	Enhancement: not reserve these data packet (MAC based mirror, IP Subnet based VLAN & MAC based VLAN) ACL, so user has more ACL can configure

	ECS3510-28T-00352
	[web] ECS3510-28t should not display temperature list

	ECS3510-28T-00386
	Enhancement: CPU protection to prevent management loss by heavy traffic attack

	ECS3510-28T-00381
	Enhancement Per process cpu usage monitoring

	ECS3510-28T-00356
	lost management because of injecting IGMP packet.

	ES3528MV2-FLF-EC-00513
	add timezone with the same command like ES3528MO


Runtime V1.4.2.0 ; Loader V1.0.2.3

	ECS3510-28T-00338
	LBD - Modify the SA and inject the loopback packets via TG1 with VLAN, the link port will be shutdown.


Runtime V1.4.0.2 ; Loader V1.0.2.3

	ECS3510-28T-00363
	ECS3510-28T network access mac authentication works incorrectly and shows error messages

	ECS3510-28T-00360
	[enhance] user can config the maximum of FDB lookup depth.

	ECS3510-28T-00379
	Enhancement : Protocol VLAN support PPPoE type

	ECS3510-28T-00357
	[snmp] lost management because of 4K vlan

	ECS3510-28T-00358
	lost management because of injecting OSPF hello packet

	ECS3510-28T-00382
	Enhancement Uptime of ports cannot be read via snmp

	ECS3510-28T-00385
	Enhancement: support IPSG_STRICT_MODE and enlarge ACE/ACL number.

	ECS3510-28T-00383
	Protocol VLAN display problem

	ECS3510-28T-00364
	ECS3510-28T Can't configure mac-vlan with MASK

	ECS3510-28T-00365
	when switch receive fragment packet will log as DHCP packets


Runtime V1.4.0.1 ; Loader V1.0.2.3

	ECS3510-28T-00354
	IPSG redesign

	ECS3510-28T-00117
	Tacacs:Web UI cannot use tacacs admin privilege level to access DUT.

	ECS3510-28T-00347
	mac-address-table count strange behavior

	ECS3510-28T-00355
	MIB: fix private MIB file compiler error

	ECS3510-28T-00200
	Help:The "Default Domain Name" length can be set 127 on Web, SNMP  and CLI, but help page is 1~68.

	ECS3510-28T-00288
	enhancement igmpsnp vlan configuration command and  running cfg

	ECS3510-28T-00344
	Port security - mac learning issue

	ECS3510-28T-00351
	dhcp snooping option 82 (Malformed packet), client can't obtain ip address

	ECS3510-28T-00349
	[Web interface] storm control problem, no permit to set threshold

	ECS3510-28T-00185
	IPV6SG: The help information of "IPv6 Source Guard" did not describe correctly on help page.

	ECS3510-28T-00332
	Help: On web, Dynamic Binding List did not describe "Type".

	ECS3510-28T-00205
	Help:line console login timeout default hould not be disable in help page

	ECS3510-28T-00336
	Help:Several mvr & mvr6 help page information are not correct.

	ECS3510-28T-00302
	IGMP Snooping:Forwarding Priority on help page range incorrect

	ECS3510-28T-00331
	WEB Help [ ARP Inspection ]: There is No descripton about " Allow Zeros "

	ECS3510-28T-00327
	Help: The IPSG vlan range shall be modify to 4094.

	ECS3510-28T-00340
	[Help page]VLAN: Information of VLAN ID range is incorrect on help page.

	ECS3510-28T-00335
	Help:Several igmp snooping help page information are not correct.

	ECS3510-28T-00350
	Enhancement: ATC threshold support 500 pps

	ECS3510-28T-00348
	No way to configure storm control bit/sec in web interface

	ECS3510-28T-00297
	mac notification fail when NA

	ECS3510-28T-00235
	IPv6-AddrConfig: fe81::1234 can be set to link-local address via WebUI.


Runtime V1.4.0.0 ; Loader V1.0.2.3

	ECS3510-28T-00319
	there are 4k lines for 4k vlan. please compress them.

	ECS3510-28T-00334
	MVR:Use maximum length to be mvr profile name, when "show mvr profile" CLI will have not aligned status.

	ECS3510-28T-00333
	MVR6:Use maximum length to be mvr6 profile name, when "show mvr6 profile" CLI will have not aligned status.


Runtime V1.2.7.3 ; Loader V1.0.2.3

	ECS3510-28T-00132
	IPv6log:DUT can set invalid ipv6 link-local address as logging host.

	ECS3510-28T-00322
	IPSG mac mode : client can still access network if applying "no ip source guard static entry"

	ECS3510-28T-00293
	enabling IPSG mac mode should not flush dhcp snp binding table

	ECS3510-28T-00291
	Applying "clear ip dhcp snooping binding" should clear mac-table at the same time

	ECS3510-28T-00290
	if switch learns new entry in dhcp snp binding, it should flush block record

	ECS3510-28T-00311
	LLDP - The device no "Port Name" parameters of remote device information, should remove from web UI

	ECS3510-28T-00305
	DHCPv6: DUT is DHCPv6 client, it can not get IP from Server.

	ECS3510-28T-00288
	enhancement igmpsnp vlan configuration command and  running cfg

	ECS3510-28T-00297
	mac notification fail when NA

	ECS3510-28T-00318
	Enhancement: Improve show running-config time when create many vlan


Runtime V1.2.7.2 ; Loader V1.0.2.3

	ECS3510-28T-00299
	DHCP SNP: DHCP SNP rate limit did not supported on MIB.

	ECS3510-28T-00292
	IPSG(mac mode) doesn't work properly after rebooting.

	ECS3510-28T-00300
	[Issue]: SFP can not link up on R0A Hardware Version.

	ECS3510-28T-00313
	LLDP - The "SNMP Notification" parameters shall be enabled after default setting.

	ECS3510-28T-00314
	LBD - Checking length of LDPDU, the value is 00-10.

	ECS3510-28T-00309
	LBD - Disable the loopback detection of port channel 1, the Oper State shall be disable.

	ECS3510-28T-00308
	LBD - After factory setting, the Oper State shall be disable of Port.

	ECS3510-28T-00307
	LBD - Disable the loopback detection of DUTPA, the Oper State shall be disable.

	ECS3510-28T-00317
	LBD - The default value of recovery time shall be 60 second,

	ECS3510-28T-00260
	[Strange message]  the Age-Out is index0,vid1,mac 0:30:f1:47:5a:62, index:57

	ECS3510-28T-00310
	CLI: The debug message that is about to MAC address age-out is shown on CLI.

	ECS3510-28T-00304
	IPv6 ND Snooping:Wait for several minutes, DUT will display "the Age-Out is index0,vid1,mac 0:22:15:4b:f0:e1, index:1" msg.

	ECS3510-28T-00301
	RefinePortSecurity:"Learned-PSEC" addresses learned by Port Security function did not saved into start-up config

	ECS3510-28T-00232
	[enhancement] configure subnet mask friendly


Runtime V1.2.7.0 ; Loader V1.0.2.3

	ECS3510-28T-00296
	[enhacement] support CLI multiple priviledges

	ECS3510-28T-00282
	no permit for using cable-diagnostics on WEB

	ECS3510-28T-00294
	DAI syslog packet message : unknowm  type?

	ECS3510-28T-00295
	TCAM problem : entries used by user is not correct

	ECS3510-28T-00231
	UI: kill admin user account, but it will create again after reboot.


Runtime V1.2.6.2 ; Loader V1.0.2.3

	ECS3510-28T-00289
	ECS3510-28T: client cannot get ip address because of dhcp snp option 82


Runtime V1.2.6.1 ; Loader V1.0.2.3

	ECS3510-28T-00272
	Protocol group id not sorting

	ECS3510-28T-00277
	igmp snooping priority doesn't support Cos bit 7

	ECS3510-28T-00285
	Can't read the information about dynamic VLAN via SNMP

	ECS3510-28T-00268
	Debug typo expiry

	ECS3510-28T-00257
	front pannel display issue in web page

	ECS3510-28T-00241
	LACP: The LED light of Web page doesn't display when the port is link up.

	ECS3510-28T-00284
	ECS3510-28T support mvr proxy-switching, but no "MVR Configure Global" web page

	ECS3510-28T-00255
	(Enhancement) -- IP IGMP Query-drop vlan<VID>

	ECS3510-28T-00254
	IGMPSNP: Can't clear dynamic groups manually.

	ECS3510-28T-00246
	The DUT will show error message "L_MM_Free():invalid buffer" when to execute "copy startup-config running-config" command

	ECS3510-28T-00252
	CLI: Unexpected messages would be showed when copy startup-config to running-config

	ECS3510-28T-00249
	IGMP report form mvr receiver had been dropped by IGMP filter, but mvr drop counter didn't increase

	ECS3510-28T-00256
	MSTP instances can not be read by SNMP

	ECS3510-28T-00236
	IPv6SrcGuard: DUT can not be accessed via http, telnet, and SNMP after creating static entry via SNMP.

	ECS3510-28T-00245
	DAI: DUT cannot save this filter setting to running configuration.

	ECS3510-28T-00242
	IPv6SrcGuard: Enabled port could still forward mismatched packets when source guard entry is generated via DHCP.

	ECS3510-28T-00247
	SYSLOG: SYSLOG format is incorrect.

	ECS3510-28T-00239
	MLDv2: The group entry still exist after receive TO_INCLUDE(4) or BLOCK(6).

	ECS3510-28T-00237
	MLDSNP: CLI prompt debug message after MLD group expired.


Runtime V1.2.6.0 ; Loader V1.0.2.3

	ECS3510-28T-00226
	IGMPSnooping: Allocate too much memory when all ports join all 4094 VLANs case. And the device will reboot automatically.

	ASF4512MP-FLF-EC-00429
	CLI command "Show interface transceiver" fails after the SFP has been inserted for more than 248 days


Runtime V1.2.5.0 ; Loader V1.0.2.3

	Loader
	The last port may has problem when packet traffic in startup

	
	Add filter for PVST packets

	
	IGMP RADIUS authentication

	ECS3510-28T-00228
	Modify default LLDP parameters in ECS3510-28T to be the same as it is now in ES3528M switch

	ECS3510-28T-00227
	Enhancement: adding command “ip arp inspection validate dst-mac src-mac ip allow zeros” like in Cisco

	ECS3510-28T-00225
	mac-address-table aging time problem

	ECS3510-28T-00224
	change design to let MVR receiver port not to drop multicast data

	ECS3510-28T-00215
	remove egress service policy command

	ECS3510-28T-00211
	ipv6 dhcp snooping vlan ? - incomplete command prompt

	ECS3510-28T-00210
	show ip arp inspection vlan ? - incomplete command prompt

	ECS3510-28T-00202
	ipv6 nd snooping auto-detect retransmit interval ? -> command prompt missing "seconds"

	ECS3510-28T-00201
	ipv6 nd snooping vlan ? -> command prompt missing vlan range

	ECS3510-28T-00209
	ipv6 nd snooping vlan ? - incomplete command prompt

	ECS3510-28T-00223
	CLI internal error when configuring igmpsnp port channel max-group

	ECS3510-28T-00216
	DHCPSNP attack message: add source mac address of rogue dhcp server

	ECS3510-28T-00221
	Enhancement: let threshold value can be different for boardcast, multicast & unknow unicast

	ECS3510-28T-00217
	ping can not respond when there are many MAC learning packets

	ECS3510-28T-00218
	MVR: when a port join same group for multiple vlan, leave report for one vlan will take the port out of forwarding bitmap.

	ECS3510-28T-00219
	Ingress-filter  can not work and increase of CPU utilization

	ECS3510-28T-00206
	Enhancement: add MVR parameter commands and IGMP  immediate-Leave  Check Source IP

	ECS3510-28T-00213
	ECS3510-52T flowcontrol doesn't work on SFP port (auto-negotiation mode)

	ECS3510-28T-00214
	Add trap and log for BPDU guard

	ECS3510-28T-00192
	CoS: The capability of CoS did not work correctly while the congestion happened on the different chip.


Runtime V1.2.4.2 ; Loader V1.0.2.2

	ECS3510-28T-00196
	Performance: The DUT can not forward packets correctly while tests RFC-2889 Partially Meashed and Fully Meashed.


Runtime V1.2.4.0 ; Loader V1.0.2.2

	ECS3510-28T-00204
	Can't Login Web Via HTTPS

	ECS3510-28T-00181
	Web Help:It should add the description of loopback detection about action and shutdown interval in help page.

	ECS3510-28T-00178
	IPv6 Source Guard:The "IPv6" display on Web and Help page is not inconsistent.

	ECS3510-28T-00185
	IPV6SG: The help information of "IPv6 Source Guard" did not describe correctly on help page.


Runtime V1.2.2.1 ; Loader V1.0.2.2

	
	After enable ip source-guard on port, i can't bind service-policy to port

	
	Refine html build environment


Runtime V1.2.2.0 ; Loader V1.0.2.2

	ECS3510-28T-00175
	(ECS3510-52T) LED: Port#42 LED always can't be light-up

	ECS3510-28T-00149
	MVR6 MIB:It didn't set mvr6 vlan via snmp.

	ECS3510-28T-00190
	CoS: The DUT only supported "4" Queue ID but it could set "8" weights which assigned to queues via CLI.

	ECS3510-28T-00198
	MAC-BasedVLAN:Add normal MAC to VLAN-MAC,CLI will show exception message and Web UIcan't be accessed any more.

	ECS3510-28T-00193
	Web : IE6 can't login the DUT web management interface by ipv6 address.(Firefox/Chrome are OK)

	ECS3510-28T-00135
	MLDSNP Web:It shall be able to clear dynamic mld group via web.

	ECS3510-28T-00179
	Remote-Ping : DUT ping a hostname with 33 length, console will be display crash information.

	ECS3510-28T-00188
	IPV6SG: While users converted the "NDSNP" binding entry into a STATIC binding entry, the DUT will display Exception and Hang.

	ECS3510-28T-00187
	VLAN : the mutiple VLAN ID cloud Not be removed in CLI at the same time

	ECS3510-28T-00184
	Customerinfo - In MG-SOFT, did not found "systemDescription" and "systemObjectID" node.

	ECS3510-28T-00143
	IGMPSNP Web:Time format of the expire shall display HH:MM:SS in web, not MM:SS.

	ECS3510-28T-00177
	UserAuthRemote:DUT can login authentication by TACACS server via CLI and Telnet,but it can not login via Web.


Runtime V1.2.1.2 ; Loader V1.0.2.0

	ECS3510-28T-00115
	Enhancement: support BID=1 for ECS3510-52T

	ECS3510-28T-00098
	Enhancement: disable vlan translation

	ECS3510-28T-00114
	CodeSonar: remove compiler warning messgae

	ECS3510-28T-00094
	Enhancement: adjust system header file for ECS3510-52T

	ECS3510-28T-00116
	Enhancement: modify SFP & thermal driver to support ECS3510-52T

	ECS3510-28T-00174
	DHCP: enable ip dhcp snooping will cause client can not get IP

	ECS3510-28T-00173
	Enhancement: add web UI for ECS3510-52T when BID=1

	ECS3510-28T-00158
	DHCPv6 Snooping Option37:On SNMP, it does not support DHCPv6 Snooping  Option.

	ECS3510-28T-00164
	IPv6SourceGuard: The DUT did not support the function of IPv6 Source Guard on MIB.

	ECS3510-28T-00129
	ERPS Web:It shall display warning message correctly when ring port has been used.

	ECS3510-28T-00172
	IGMPSNP MIB: It didn't get the value of igmpSnoopingPortNumGroup.

	ECS3510-28T-00136
	MLDSNP Web:It shall display complete group address via web.

	ECS3510-28T-00128
	EPRS Web:It shall not allow to change any erps setting when ERPS has been enabled.

	ECS3510-28T-00122
	TraceRoute Web:It didn't trace route via web because there have no related page.

	ECS3510-28T-00127
	ERPS Web:It shall not allow to set again when forced/manual switch has been triggered

	ECS3510-28T-00131
	ERPS Web:It shall succeed to set or show correct message swhen remove one ring port and set major domain at the same time.

	ECS3510-28T-00130
	ERPS Web:It shall display warning message correctly when the version is 1 and using force-switch/manual-switch cmd.

	ECS3510-28T-00125
	TraceRoute6: DUT didn't indicate correctly address format when using ipv6 link-local address to trace.

	ECS3510-28T-00161
	IPV6SG: Could not set the static IPv6 Source Guard binding entries by using hyphen and comma with the VLAN/Port list.

	ECS3510-28T-00151
	MVR6 MIB:It shall be able to use mvr6ForwardingPriority node to set or get  via snmp.

	ECS3510-28T-00150
	MVR6 MIB:It didn't get the value of mvr6DomainGroupStaticPorts.

	ECS3510-28T-00149
	MVR6 MIB:It didn't set mvr6 vlan via snmp.

	ECS3510-28T-00147
	MVR MIB:It didn't set mvr vlan via snmp.

	ECS3510-28T-00146
	MVR MIB:It didn't get and set mvrDomainUpstreamSourceIp correctly.

	ECS3510-28T-00145
	MVR MIB:It didn't get the value of mvrDomainGroupStaticPorts.

	ECS3510-28T-00121
	Security > IPv6 Source Guard > Dynamic Binding web page => change "IP Address" to "IPv6 Address"

	ECS3510-28T-00120
	binding ACL to egress port removed from cli, so should also be removed from web

	ECS3510-28T-00165
	DHCPv6 Snooping:The lifetime  has not expired, but the binding table will disappear.

	ECS3510-28T-00134
	IPV6SG: The user could set over the MAX-binding entries of IPv6 Source Guard on a port interface.

	ECS3510-28T-00074
	CoS: The descriptions of CoS trust-mode were incorrect when set Cos trust-mode on port interface via CLI.


Runtime V1.2.0.0 ; Loader V1.0.0.3

	
	Update version from V1.0.0.7 to V1.2.0.0


Runtime V1.0.0.7 ; Loader V1.0.0.3

	Loader
	Add PCI API for BID 1

	ECS3510-28T-00113
	CodeSonar: {ERPS_MGR_GetDomainIdByName {Uninitialized Variable}

	ECS3510-28T-00144
	MLDSNP MIB:It didn't set static group in the port via snmp.

	ECS3510-28T-00153
	MVR6 Help:It shall describe clearly about mvr6 parameters in help page.

	ECS3510-28T-00141
	DHCPv6: The DHCPv6 Solicit message did not include a "Client Identifier" option on the DHCPv6 packets.

	ECS3510-28T-00168
	Use SNMP Setting ACL  Cause Exception

	ECS3510-28T-00118
	CLI: Configure Terminal History Size as 0 and run any command will cause CLI Hanged.

	ECS3510-28T-00107
	DUT will hang up when update the runtime version without cold start

	ECS3510-28T-00140
	CLI: Clear ACL Hardware Counter has direction - egress (ACL not support Egress now, so it shall be removed)

	ECS3510-28T-00162
	ipv6addr:ip default gateway can set as IPv6 address.

	ECS3510-28T-00124
	TraceRoute6:DUT will lookup ipv4 address when using traceroute6 cmd to trace domain name.

	ECS3510-28T-00119
	VLAN translation removed from cli, so should also be removed from web

	ECS3510-28T-00123
	Vlan-translation:On help page has vlan-translation information, but DUT does not support.

	ECS3510-28T-00139
	MLDSNP Help:It shall add the description of MLDSNP in help page.

	ECS3510-28T-00126
	ERPS Help:It shall describe all information of ERPSv1 and ERPSv2 in help page.

	ECS3510-28T-00142
	IPv6SG: The DUT did not support the description of IPv6 Source Guard no help page.

	ECS3510-28T-00103
	Help Page:reload-at range of year is incorrect.

	ECS3510-28T-00109
	MLDSNP:It didn't forward to mrouter port  when DUT received MLD query.

	ECS3510-28T-00108
	MLDSNP:It will flood to all ports of the same vlan  when MLD query checksum is wrong.

	ECS3510-28T-00111
	MLDSNP:Multicast data will not forward to mrouter port when mrouter port set after mld snoopoing enabled.

	ECS3510-28T-00110
	MLDSNP:It shall work correctly when unknown multicast mode is "flood" or "to router port".


Runtime V1.0.0.5 ; Loader V1.0.0.2
	Loader
	Update DRAM register value & support BID 1

	ECS3510-28T-00027
	Protocol VLAN : The Priority vlaue range setting in the WEB UI Not match  in the CLI

	ECS3510-28T-00099
	Enhancement: remove some ACL command because chip is not support egress rule

	ECS3510-28T-00086
	Enhancement: add G.8032, Y.1731, 802.1ag & 802.3ah and UDLD functions

	ECS3510-28T-00100
	Enhancement: Add Daylight Saving Time (DST) function

	ECS3510-28T-00098
	Enhancement: disable vlan translation

	ECS3510-28T-00080
	HelpPage: When the user launched the help page of PPPoE Intermedia on Web UI, it will display "404 Not Found".

	ECS3510-28T-00095
	Enhancement: add web UI for all phase 2 new functions

	ECS3510-28T-00092
	Enhancement: add IPv6 source guard function

	ECS3510-28T-00097
	Enhancement: Add ND snooping function

	ECS3510-28T-00090
	Enhancement: add DHCPv6 option 37 function

	ECS3510-28T-00089
	Enhancement: add DHCPv6 snooping function

	ECS3510-28T-00091
	Enhancement: add MVR6 function

	ECS3510-28T-00085
	correction to grammar - show qos map phb-queue

	ECS3510-28T-00093
	Enhancement: add IPv6 MLD snooping

	ECS3510-28T-00039
	IPv6SNMP: DUT can not set snmp server as IPv6 address.

	ECS3510-28T-00082
	Help Page:Vlan Translation does not support on help page.

	ECS3510-28T-00084
	RSPAN:When command "Console(config-vlan)#vlan 2-10 m e rspan" ,DUT will crash.

	ECS3510-28T-00081
	ATC : BC and MC shloud not enable on the same port at the same time

	ECS3510-28T-00075
	Port Filter: In Web Ui Does Not Have Option "All-Client",But in CLI does

	ECS3510-28T-00017
	IPv6: The DUT could set over the MAX range on IPv6 hop-limit via CLI.

	ECS3510-28T-00061
	CLI: Corrections to spelling - set IPv6 mtu in the interface config mode of VLAN

	ECS3510-28T-00083
	IPv6: Remove "ipv6 hop-limit" command for L2 project


Runtime V1.0.0.1 ; Loader V1.0.0.1

	
	Update web Logo


Runtime V1.0.0.0 ; Loader V1.0.0.1
	
	Loader: fix port 16 can linkup in startup

	ECS3510-28T-00016
	Flash: system is lucked when update runtime image

	ECS3510-28T-00042
	DHCP Relay Option82:DHCP Relay Option 82 does not work correctly.

	ECS3510-28T-00032
	IPv6address:Set valid ipv6 address and reboot DUT. original ipv6 address will become invalid.

	ECS3510-28T-00038
	WEB: The http upgrade opcode code and config file on WEB UI display error.

	ECS3510-28T-00034
	IP DHCP Relay Option 82 implemented in cli but not in web

	ECS3510-28T-00071
	DHCP Relay Option 82:DHCP Relay Option does not support on WEB and Help page.

	ECS3510-28T-00073
	SNMP: The setup panel of SNMP disappeared and did not switch the page correctly when user added SNMPv3 remote user on Web UI.

	ECS3510-28T-00014
	Enhancement: Add diagnostic features

	ECS3510-28T-00063
	MVR:Get object:mvrSourcePortmode value via mib, it displays "2", but object value description only (0)dynamic and (1)forward.

	ECS3510-28T-00022
	Auto Traffic Control (ATC) : WEB Help page missing

	ECS3510-28T-00077
	Dynamic Arp Inspection : Rate limit value is affect on the trust port.

	ECS3510-28T-00055
	Web: It should add "expire" field of igmpsnp mrouter table in web.

	ECS3510-28T-00059
	Web:It always display "disable" when igmp query drop is enabled or disabled

	ECS3510-28T-00054
	Help Page:The default configuration of MRD should match with help page.

	ECS3510-28T-00065
	Help:MVR robustness-value range is 1-255 and default is 2, but help page range is 1-10 and default value is 1.

	ECS3510-28T-00044
	SelectiQinQ: The DUT does not support the description of Select QinQ on help page.

	ECS3510-28T-00036
	LLDP: Default state of SNMP Notification/ MED Notification are incorrect on help page.

	ECS3510-28T-00062
	Help Page:It should add the description of help page about forwarding entry.The description of some fields lack.

	ECS3510-28T-00060
	Help Page:The default configuration of igmpsnp status should match with help page.

	ECS3510-28T-00070
	RSPAN: The descriptions of RSPAN session and RSPAN page were incorrect on the help page of Web UI.

	ECS3510-28T-00076
	CoS: The ID range (0-7) of priority queue is incorrect on help page.

	ECS3510-28T-00030
	IPv6telnet: Default silent time does not have enable.

	ECS3510-28T-00078
	GVRP :Not capture GVRP PDU containing JoinEmpty event

	ECS3510-28T-00066
	IPv6mtu:Reset DUT  IPv6 MTU. DUT fragment will incorrect.

	ECS3510-28T-00069
	MVR:Enable mvr and igmp snooping at the same time , only mvr can work correctly, igmp snooping can't work.

	ECS3510-28T-00053
	IGMPFilter:DUT didn't forward multicast traffic correctly when setting igmp throttle or filter.

	ECS3510-28T-00051
	IGMPSnooping:DUT will not forward multicast traffic to this port when setting static group to one port.

	ECS3510-28T-00049
	MVR:Can't get/write the value of object mvrProxySwitching and mvrRobustnessValue via mib browser.

	ECS3510-28T-00064
	Web:It should be first choice if the default igmp filter access mode of is "Deny"

	ECS3510-28T-00058
	Web: System > IP (Add Address) => revise "Click this button to restart DHCP service."

	ECS3510-28T-00024
	MIB:MIB file can not work correctly.

	ECS3510-28T-00040
	DUT has packet loss on Throughput test with packet size=64, 128, 256, 512, 1024, 1518, 10240 bytes.(both 10h and 100h)

	ECS3510-28T-00018
	CLI: The function of "terminal length" did not work on the DUT.

	ECS3510-28T-00067
	ATC : DUT will hang-up when DUT config the auto-traffic-control and receive the Muticast packets

	ECS3510-28T-00050
	MVR:Delete static trunk interface, mvr page(configure static group member) will dispaly "404 not Found".

	ECS3510-28T-00048
	Web: ACL Mirror Port only support Port#25~28 can be selected on Web. (CLI can select all the 28 Ports)

	ECS3510-28T-00047
	Web: Web shows "404 Not Found" when change ACL Configure Interface Action pages from "Show Hardware Counter" to "Configure".

	ECS3510-28T-00046
	ACL: ACL Hardware Counter information on Web is incorrect. Some information are in the wrong place.

	ECS3510-28T-00043
	MVR6: Product spec. doesn't support mvr6 function. But we can find mvr6 fucntion on web and mib.

	ECS3510-28T-00056
	PortSecurity: Dump Exception happened when the DUT learned secured MAC over MAX MAC and triggered the shutdown action.

	ECS3510-28T-00052
	ATC : DUT will  hang-up when DUT config the auto-traffic-control and  receive the Broadcast packets

	ECS3510-28T-00029
	MIB file name is incorrect.

	ECS3510-28T-00041
	Fully Meshed performance: Always Port#1 has packet loss when doing the Fully Meshed performance testing.

	ECS3510-28T-00019
	LLDP: The DUT could not configure the Civic Address of LLDP-MED Location on Web panel.

	ECS3510-28T-00037
	RSTP:When the BPDU guard is enabled on this port and connect another DUT,crash will be occured.

	ECS3510-28T-00021
	LLDP: The DUT displayed the information of LLDP-MED even if the link partner did not advertise the LLDP-MED capabilities.

	ECS3510-28T-00026
	IPv6remotePing:Packet size range is not the same in Web UI and Console.

	ECS3510-28T-00033
	IPv6Dhcp:default ipv6 dhcp does not enable.

	ECS3510-28T-00002
	Enhancement: Add loader code

	ECS3510-28T-00013
	Enhancement: change trunk to 8 and MSTP instance to 16


Runtime V0.0.0.7 ; Loader V0.0.0.6
	ECS3510-28T-00016
	Flash: system is lucked when update runtime image

	ECS3510-28T-00006
	Enhancement: support combo port and SFP for new HW

	ECS3510-28T-00015
	Remove sflow command and web UI because this chip doesn't support


Runtime V0.0.0.4 ; Loader V0.0.0.4
	ECS3510-28T-00004
	System driver: Port LED and combo port can not work

	ECS3510-28T-00005
	Driver: add SFP & I2C driver

	ECS3510-28T-00003
	CLI: command "reload" can not correct reboot


	Known Issue

	


Any other problems than those listed above should be reported to our Technical Support Staff.

Known RESTRICITIONS AND Limitations:
	1. VLAN mirroring or MAC-based mirroring can not coexist with Port mirroring.  While VLAN mirroring and MAC-based mirroring can be coexisted, but they must use the same target port.

	2. MAC Chip limit: unicast, multicast, broadcast and storm control all use one same threshold, although each one can enable/disable independent.  If user need to use different threshold for each one, he must use rule (diffserv) to do it.

	3. PHY chip limit: Cable Test on Power Saving is highly inaccurate.  If you want to get accurate cable test, please turn off power saving mode first.

	4. PHY chip limit: GE port can do cable diagnostic in linkup, but FE & GE ports can only do cable diagnostic in linkdown without partner 

	5. PHY chip limit: Power saving (green Ethernet) is work for GE port only.

	6. MAC chip limit: There is no HW loopback detection without STP (loop-free detection)

	7. MAC chip limit: Can not support multiple uplink ports on one session

	8. No mac-learning command for CLI and webUI, the manual is incorrect.

	9. After phase5, when you add one user level 15, you can remove both admin user and guest user. But, we will create them again in next bootup.  You should use “no user admin” to disable admin account if you don’t need admin account.

	10. In Phase 5, we add port history counter function. But, chip don’t support input/output discard packet counter.  So, its values are always 0.

	11. After Phase 5, we add MAC learning disable by VLAN.  Because this project uses software learn.  If user use this function (ex. Disable MAC learning on VLAN 10), then all VLAN (10) packets will all trap to CPU.  Although we have CPU protection which will drop burst packets, it may cause other control packets to CPU.

	12. ES3528MV2-FLF-EC-00635 MVR: Multicast stream receives from MVR VLAN, MVR group range but not MVR active source port, it doesn't drop it. (WAD)

	13. For EPR ECS3510-28T-00722 fixed, it need to have running config changed so it need customer to re-config the config file again.

	14. access-list hardware counter is not accurate due to ASIC limitation.
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