
ENGINEERING RELEASE NOTES

ES4510MA-PD-FLF-EC
Firmware Version 1.0.2.2
INTRODUCTION:
ES4510MA-PD-FLF-EC supports 10 10/100/1000 Base-T ports with 2 Gigabit fiber ports, which are comprised of an RJ45 and a SFP.* 10/100/1000 CU built-in associated Mini-GBIC slots
Using IP Clustering for stacking which is a method of grouping switches regardless of geographical location in order to enable centralized management access to the switches through a single management point. This technology provides some of the benefits of stackable switches without requiring direct stacking or connections between switch units. It also allows different kinds of switches to be grouped together, as long as they have the embedded clustering software.

It offers advanced administration through a user-friendly browser interface. QoS and VLAN Supports allows greater scalability and Supports for business-critical applications. Port can be trunked to create a high bandwidth pipe to the network.

It also has comprehensive network management functions, such as Spanning Tree protocol for standard bridging, SNMP, RMON and security features.
	It is recommended that one thoroughly review this release notes prior to the installation or upgrade of this product.


Firmware Specification:
	Firmware
	Version
	File Name

	Loader
	1.0.0.5
	ecs4510_12pd_ld_v1.0.0.5.bix

	Software
	1.0.2.2
	ecs4510_12pd_v1.0.2.2.bix


	Status
	Version No.
	Type
	Release Date

	Current Version
	1.0.2.2
	Release candidate
	2013/08/07

	Previous Version
	1.0.2.0
	Release candidate
	2013/07/18

	Test Version
	1.0.1.2
	NTC test
	2013/05/20

	Test Version
	1.0.0.2
	RD test
	2013/03/22

	
	
	
	


HARDware compatibility:
Note:

Port 1~8 support PoE as Powered Devices (PD) with 802.3at compliant.  Default is enable to connect PSE device only (If the partner is not PSE, port will be shutdown.)  To disable this function, you can use “ no power-source-check” command. 
If you connect PoE to port 1~8 over 1 port, hardware will only use one port power, but we don’t know which port. It’s decided by hardware.  When you disconnect the port which hardware use its power, hardware will change to another PD port immediately.  So, switch still can work well.
But, when you just connect one PoE to port 1~8, hardware need time to do hand shacking.  Before it’s done, you should not disconnect other PD port.  Otherwise, it may cause switch power down if hardware use that port power.  To make sure hardware finish hand shaking, you can use “show power-source-status” to check that port display 802.3af or 802.3at.
Port 10 support PoE as Power Sourcing Equipment (PSE) with 802.3af compliant.  Default is disable.  It will be enabled when DC power is ON or one of port 1~8 has 802.3at power.
BootPROM compatibility:
ALL
Network Management Software Support:
If you install this image, you may not have control of all of the latest features of this product until the next version(s) of network management software. Please review the software release notes for your specific network management platform for details.

SUPPORTED FUNCTIONALITY:
	Accton Product Feature List
	ES4510MA-PD-FLF-EC

	Product Configuration
	10GE + 2 Fiber

	Flash Memory
	32MB

	SDRAM
	128MB

	L2 MAC Table
	16K

	PoE
	YES

	Standalone/Stackable
	Standalone

	Layer 2 Features
	　
	　

	Link Aggregation 
	802.3ad with LACP
	YES  
1) Total 6 Trunks (including Cisco EtherChannel Like trunks 
2) 2~8 port/trunk GE 

	
	Cisco EtherChannel Liked
	YES  
1) Total 6 Trunks (including Cisco EtherChannel Like trunks 
2) 2~8 port/trunk GE 

	
	Unicast / Multicast traffic Balance over Trunking port 
	YES
1) Unicast : MAC SA+DA/ SA/DA/ SIP+DIP/SIP/DIP

	VLAN
	IEEE 802.1Q Tagged Based
	YES

	
	Port-Based
	YES (4K VLANs)

	
	MAC-Based
	YES

	
	IP-Based
	YES

	
	Private VLAN
	YES 
(Traffic Segmentation per port/VLAN by chip)


	
	GVRP
	YES

	
	802.1v Protocol
	YES

	
	IPv6 VLANs
	YES

	
	voice VLAN
	YES

	
	4K (4092) VLANs
	YES 

	
	VLAN Trunking
	YES

	Spanning Tree
	IEEE 802.1D
	YES

	
	IEEE 802.1s
	YES (32 instances) 

	
	IEEE 802.1w
	YES

	
	Spanning Tree Fast Forwarding
	YES

	
	Loopback Detection
	YES

	
	Auto Edge Port
	YES

	
	BPDU Filter/Guard
	YES

	
	Root Guard
	YES

	
	BPDU Forward
	YES

	Broadcast/Multicast/UnknownUnicast Storm Control
	YES
(no Broadcast, B+M, B+M+DLF limit)

	IGMP Snooping
	IGMP Snooping v1/v2
	YES

	
	IGMP v1/v2 querier support
	YES

	
	IGMP Immediate Leave
	YES

	
	IGMP Filtering/Throttling
	YES

	
	IGMP SNP Leave Proxy
	YES

	
	IGMP v1/v2/v3 Proxy
	YES

	
	IGMPV3 Snooping
	NO

	
	Query Drop
	YES

	MVR
	YES 
(groups - admin: 1024, active: 255 in phase 2)

	Jumbo Frame
	10K

	QinQ
	YES

	select QinQ
	YES

	EAPS
	　
	NO 

	Auto MDI/MDIX
	Auto

	Types of GBIC and SFP support (LX, SX, LH, FX)
	YES

	G.8032 (ERPS)
	V2
	YES (support 6 rings)

	Non-STP loopback Detection
	YES

	UDLD
	YES

	Digital Diagnostic Monitor (DDM)
	YES

	Flow Control
	YES

	G.8032 (ERPS)
	　
	YES 

	Y.1731
	　
	YES 

	802.1ag (CFM)
	　
	YES 

	802.3ah (OAM)
	Customer Premises Equipment (CPE)
	YES 

	QoS  Features
	　
	　

	Number of priority queues
	4 queues/port

	Scheduling for priority queues
	WRR Priority scheduling
	YES (Shaped Deficit WRR)

	
	Strict Priority scheduling 
	YES

	
	Hybrid
	YES (Shaped Deficit WRR + Strict)

	COS
	802.1p based COS 
	YES (per system)

	
	IP TOS Precedence based COS
	NO

	
	IP DSCP based COS 
	DSCP Only (per system)

	
	TCP/UDP Port based COS
	YES (no command)

	Rate Limiting
	Ingress
	YES
1) Per Port-based
2) FE: 
- 64Kbps ~ 100Mbps
- Resolution 64Kbpls
3) GE: 
- 64Kbps ~ 1000Mbps
- Resolution 64Kbps

	
	Egress 
	YES
1) Per Port-based
2) FE: 
- 64Kbps ~ 100Mbps
- Resolution 64Kbpls
3) GE: 
- 64Kbps ~ 1000Mbps
- Resolution 64Kbps

	DiffServ
	YES

	Security Features
	　

	Static Port Security (MAC-based)
	YES

	Dynamic Port Security (MAC-based)
	YES

	MAC Limitation per port
	YES

	802.1x 
(authenticator)
	Port-Based
	YES

	
	MAC-Based
	YES

	
	VLAN Assignment
	YES

	
	QoS Assignment  (w/o ACL profile)
	YES

	
	QoS assignment w/ ACL profile
	YES

	
	Guest VLAN
	YES

	
	Supplicant Support
	YES

	
	Supplicator
	YES

	
	EAPOL frames pass-through
	YES

	MAC Authentication
	YES

	WEB Authentication
	YES

	ACL
	Number of rules
	512
(extended mode 256 rules)

	
	L2/L3/L4
	YES
1) L2 SA/DA MAC, VLAN based
2) L3 IP SA/DA, subnet based
3) L4 TCP/UDP port
4) IPv6 

	
	Mirror
	YES

	
	Ingress
	YES

	
	Egress
	NO

	
	Statistics
	YES

	
	Time-Based (Time Range)
	YES

	AAA
	RADIUS authentication
	YES

	
	RADIUS  authorization and accounting
	YES

	
	TACACS+ Authentication 
	YES

	
	TACACS+ authorizaion
	YES

	
	TACACS+ accounting
	YES

	HTTPS and SSL (Secured Web)
	YES

	Denial of Service Protection (DoS)
	YES

	SSH 1.5/V2.0 (Secured Telnet session) 
	YES

	User name password 
authentication
	Local Authentication
	YES

	
	Remote Authentication 
via  RADIUS/TACACS+
	YES

	Management Interface
 Access Filtering  
	SNMP
	YES

	
	WEB
	YES

	
	TELNET
	YES

	Intrusion Lock (Link Detection)
	YES

	MAC filter
	YES

	Traffic Segmentation
	YES

	PPPoE Intermediate Agent
	Yes

	Management Features
	　

	Cisco Like CLI
	YES

	CLI Banner
	YES 

	CLI filtering and terminal setting
	NO (will add in future)

	Multiple Management IP Interface
	YES

	Web Based Management
	YES

	Telnet
	Client
	YES 

	
	Server
	YES (8)

	Software Download/Upgrade
	TFTP
	YES (dual images)

	
	Xmodem / Ymodem
	YES (Runtime, Loader)

	
	Diag support TFTP download
	NO

	
	FTP
	YES 

	
	HTTP
	YES (dual images)

	Dual Image 
	YES

	Configuration Download/Upload
	TFTP
	YES (Multiple Copies)

	
	HTTP
	YES (Multiple Copies)

	Auto upgrade
	TFTP
	YES

	
	FTP
	YES

	SNMP
	v1
	YES

	
	v2c
	YES

	
	v3
	YES

	RMON
	RMON I (1,2,3,9 group)
	YES

	
	RMON 2
	YES

	MIB I/II
	RFC 1213
	YES

	BOOTP
	Client
	YES

	
	Relay
	NO

	DHCP
	Client
	YES

	
	Relay
	NO

	
	Snooping
	YES

	
	Snooping Option 82
	YES

	
	Dynamic Provision (via Option 66,67)
	YES

	
	Option 82
	YES

	
	Relay option 82
	YES

	
	Server
	No

	IP Source Guard
	YES
(user can config max. binding entry)

	Port Mirroring
	YES

	Remote Port Mirroring
	　
	YES

	Event/Error Logging
	Syslog (Local Flash)
	YES
1) 512 entries
2) 256Kbyte Flash

	
	Remotelog (RFC3164)
	YES
1) Cisco-like
2) Support up to 5 Servers

	
	SMTP (E-mail Notification)
	YES

	DNS
	Client
	YES

	
	Proxy
	YES

	Remote Ping
	YES

	SNTP
	YES

	NTP
	　
	Yes

	IP Clustering
	YES (36 members)

	LLDP(802.1ab)
	Link Layer Discovery Protocol
	YES

	
	LLDP-MED
	YES

	
	IEEE 802.3at
	NO

	UPnP
	NO 

	Banner
	YES

	MAC Flush
	YES

	sFlow
	NO (chip limitation)

	Dynamic ARP inspection (DAI)
	YES

	VLAN mirror
	YES

	MAC Based mirror
	YES

	ATC
	YES

	Delay reload
	YES

	CLI “show debug”
	NO 

	CLI “show tech”
	YES

	CLI “show interfaces brief”
	YES

	Cable Diagnostics / TDR
	YES

	Port Utilization (kbits/sec, Pkts/sec, % Util in recent 300secs)
	YES

	IPv6 Management (Telnet Server/ICMP v6)
	YES

	Green Ethernet
	YES 

	PoE 
	YES (only show status, PD can be disable)

	Monitor Environment
	Power Status
	NO

	IPv6 Features 
	　

	IPv4/IPv6 Dual Protocol Stack
	　
	YES

	IPv6 Address Types
	Unicast
	YES

	
	Multicast
	This is only used internally. Not configurable.

	ICMPv6
	　
	YES

	ICMPv6 Redirect (Host)
	　
	YES

	IPv6 Path MTU Discovery
	　
	YES

	IPv6 Neighbor Discovery
	Router Discovery
	YES

	
	Duplicate Address Detection
	YES

	
	Static Cache Entry
	NO

	
	Parameter Discovery
	YES

	
	Prefix Discovery
	YES

	
	Address Resolution
	YES

	
	Unreachable Neighbor Detection
	YES

	
	Redirect (Host)
	YES

	Stateless Auto configuration
	　
	YES

	Manual Configuration
	　
	YES

	Generic Prefix
	NO

	SNMP over IPv6
	　
	YES

	HTTP over IPv6
	　
	YES

	SSH over IPv6
	　
	YES

	IPv6 Telnet Support
	　
	YES

	IPv6 DNS Resolver
	　
	YES

	IPv6 RADIUS+ Support
	　
	NO

	IPv6 TACACS+ Support
	　
	NO

	IPv6 Syslog Support
	　
	YES

	IPv6 SNTP Support
	　
	YES

	IPv6 SMTP Support
	　
	NO

	IPv6 TFTP Support
	　
	YES (CLI not support)

	Remote IPv6 Ping 
	　
	YES

	Ping over IPv6
	YES

	Trace Route over IPv6
	YES

	IPv6 sFlow
	NO

	MVR6
	NO

	IPv6 Source Guard
	NO

	RA Guard
	YES

	MLD Snooping
	NO

	IPv6 ND Snooping
	NO

	IPv6 QoS
	　

	IPv6 ACL
	Number of rules:
	　

	　
	L2/L3/L4
	YES 

	IPv6 DSCP remapping CoS
	 
	NO


Installation and Configuration Notes:
In general, the ECS4510-12PD Switch will be shipped to you pre-configured with this version of firmware. If you would like to upgrade an existing ECS4510-12PD Switch, please follow the TFTP download instructions that are included with your firmware image upgrade kit.
To download new firmware form a TFTP server, enter the IP address of the TFTP server, select “opcode” as the file type, then enter the source and destination file names. To start the new firmware, enter the “reload” command or reboot the system.
CLI commands:
Console#copy tftp file
TFTP server IP address: 192.168.1.23
Choose file type:
1. config:  2. opcode:  : 2
Source file name: opcode.bix
Destination file name: opcode.bix
\Write to flash programming.

Programming flash started.

Success.
Console#reload
Firmware Changes and Enhancements:
The following Known Issues have been fixed in this release of firmware.
Runtime V1.0.2.2 ; Loader V1.0.0.5

	ES4510MA-PD-FLF-EC-00093
	Loader: For R01 unit, loader should not pull MPP 7 & 18 to low


Runtime V1.0.2.2 ; Loader V1.0.0.4

	ES4510MA-PD-FLF-EC-00035
	Diag extlb/wsextlb test fails sometimes after execution of intlb

	ES4510MA-PD-FLF-EC-00082
	[Security] Incorrect mac type when DUT receives ICMPV6 Router Solicitation packet

	ES4510MA-PD-FLF-EC-00048
	PoE:It always show System Operation Status :Off  and PoE Power Consumption:0 Watts in global configure page on web.

	ES4510MA-PD-FLF-EC-00047
	PoE:It doesn't have description about power allocation range on web.

	ES4510MA-PD-FLF-EC-00046
	PoE:Power Consumption column always displays "0" on web.

	ES4510MA-PD-FLF-EC-00045
	PoE:Command "show power inline status ethernet 1/10" doesn't provide Power Consumption column information

	ES4510MA-PD-FLF-EC-00044
	PoE:DUT doesn't provide command to set PoE priority & power allocation on port interface via CLI.

	ES4510MA-PD-FLF-EC-00051
	PoE:Power allocation doesn't work, even PD need more than the value of power allocation, it also provide power to PD.

	ES4510MA-PD-FLF-EC-00043
	PoE:Insert to PSEs to DUT port1,2 , disconnect port1, DUT will power off then reboot automatically.

	ES4510MA-PD-FLF-EC-00087
	System:After disable gvrp global & per port,"show ip igmp snooping mrouter" cause DUT display exception then DUT reboot autom

	ES4510MA-PD-FLF-EC-00078
	DHCP SNP: After enable option 82, client can not get ip from server.

	ES4510MA-PD-FLF-EC-00076
	PoE:Click Administrator > PoE > PSE page,select step2. Configure Interface, DUT display exception.

	ES4510MA-PD-FLF-EC-00027
	SFP  Port  LINK ,  Show Interface  Brief   is  Auto-10Full

	ES4510MA-PD-FLF-EC-00031
	Show  IP  Traffic almost  is  empty

	ES4510MA-PD-FLF-EC-00052
	PoE:CLI doesn't provide command to show poe global config.

	ES4510MA-PD-FLF-EC-00068
	L2SW: The LED of DUTP11/DUTP12 is not flashing, when transmit packets from DUTP11/DUTP12.


Runtime V1.0.2.0 ; Loader V1.0.0.3

	ES4510MA-PD-FLF-EC-00016
	[basic function] In runtime pkt will loss, root cause is "Fragments".

	ES4510MA-PD-FLF-EC-00039
	DHCP Snooping Option82:When dhcp client get IP from DHCP Server, DUT would appear error message

	ES4510MA-PD-FLF-EC-00071
	ACL: Can't configure/show ACL hardware counter via CLI.

	ES4510MA-PD-FLF-EC-00049
	PoE:The value of PoE Maximum Available Power in global configure page is not correct.

	ES4510MA-PD-FLF-EC-00074
	NTP cause CPU alarm time counter error

	ES4510MA-PD-FLF-EC-00042
	Remote Syslog : Syslog host will Not dispaly  in WEB GUI after save and reboot

	ES4510MA-PD-FLF-EC-00038
	Enhancement: Add OID for power-source-check and power-source-status

	ES4510MA-PD-FLF-EC-00040
	LED:DUT port11,12 doesn't connect , but LED of port11,12 is light.

	ES4510MA-PD-FLF-EC-00064
	RFC-2889 Partially Meashed:the DUT has the packet loss issue in port#1~8.

	ES4510MA-PD-FLF-EC-00063
	RFC-2544 Back to Back : the DUT has the packet loss issue in port#1~8.

	ES4510MA-PD-FLF-EC-00062
	RFC-2544 Packet Lost : the DUT has the packet loss issue in port#1~8.

	ES4510MA-PD-FLF-EC-00061
	RFC-2544 Latency : the DUT has the packet loss issue in port#1~8.

	ES4510MA-PD-FLF-EC-00060
	RFC-2544 Throughput : the DUT will have the packet loss issue in port#1~8.

	ES4510MA-PD-FLF-EC-00065
	RFC-2889 Fully Meashed:the DUT has the packet loss issue in port#1~8.

	ES4510MA-PD-FLF-EC-00057
	L2SW: when the flow control in the half mode is "Back pressure", another port can not receive all the unicast packets .

	ES4510MA-PD-FLF-EC-00066
	Storm Control: When the Tx rate above broadcast storm limit setup, the Rx rate does not equal to broadcast threshold.

	ES4510MA-PD-FLF-EC-00058
	L2SW: flow control do not work at some ports.

	ES4510MA-PD-FLF-EC-00053
	PoE:DUT doesn't provide power source check configure on web.

	ES4510MA-PD-FLF-EC-00052
	PoE:CLI doesn't provide command to show poe global config.

	ES4510MA-PD-FLF-EC-00051
	PoE:Power allocation doesn't work, even PD need more than the value of power allocation, it also provide power to PD.

	ES4510MA-PD-FLF-EC-00050
	Suggestion:In global configure page on web, no column can be configured, the page name modify to global information is better

	ES4510MA-PD-FLF-EC-00048
	PoE:It always show System Operation Status :Off  and PoE Power Consumption:0 Watts in global configure page on web.

	ES4510MA-PD-FLF-EC-00047
	PoE:It doesn't have description about power allocation range on web.

	ES4510MA-PD-FLF-EC-00046
	PoE:Power Consumption column always displays "0" on web.

	ES4510MA-PD-FLF-EC-00045
	PoE:Command "show power inline status ethernet 1/10" doesn't provide Power Consumption column information

	ES4510MA-PD-FLF-EC-00044
	PoE:DUT doesn't provide command to set PoE priority & power allocation on port interface via CLI.

	ES4510MA-PD-FLF-EC-00041
	PoE:DUT doesn't provide time range command after "power inline ?" in port interface.

	ES4510MA-PD-FLF-EC-00069
	LACP:DUT can't forward packets correctly via lacp interface, it will flood data to the port which provide power to DUT.

	ES4510MA-PD-FLF-EC-00043
	PoE:Insert to PSEs to DUT port1,2 , disconnect port1, DUT will power off then reboot automatically.


Runtime V1.0.1.2 ; Loader V1.0.0.2
	ES4510MA-PD-FLF-EC-00033
	Loader: In bootup time, port 9~12 are in linkup status

	ES4510MA-PD-FLF-EC-00025
	Enable  stp  bpdu-guard  cause  system  hang  out

	ES4510MA-PD-FLF-EC-00037
	Loader: In booting up, the diag. LED is OFF

	ES4510MA-PD-FLF-EC-00032
	Diagnostic: Add BI log and power cycle functions

	ES4510MA-PD-FLF-EC-00021
	MIB file error


Runtime V1.0.0.2 ; Loader V1.0.0.0
	ES4510MA-PD-FLF-EC-00036
	Enhancement: Add squashfs compress function for runtime image

	ES4510MA-PD-FLF-EC-00015
	Enhancement: add diagnostic functions for ECS4510-12PD

	ES4510MA-PD-FLF-EC-00030
	Strange  System log : PSE Port  On/Off  :TrapVarBinding

	ES4510MA-PD-FLF-EC-00029
	Queue  Weight  and  Queue Mode  Strict-wrr  setting  cannot work

	ES4510MA-PD-FLF-EC-00035
	Diag extlb/wsextlb test fails sometimes after execution of intlb

	ES4510MA-PD-FLF-EC-00022
	Copy running-config file will cause exception after create port channel

	ES4510MA-PD-FLF-EC-00023
	Set ip igmp max-groups will cause CLI internal error after create port channel

	ES4510MA-PD-FLF-EC-00024
	Expire time will keep looping under the IGMPSNP group table

	ES4510MA-PD-FLF-EC-00026
	Diag LED .OFF  After Booting diagnostic  finish

	ES4510MA-PD-FLF-EC-00020
	The command "copy tftp to startup-config" will rewrite the file of tftp server.


Any other problems than those listed above should be reported to our Technical Support Staff.

Known RESTRICITIONS AND Limitations:
	1. Ingress TCP Rate limit: If you need accurate ratio of ingress TCP rate limit, you can use ACL rule plus DiffSev way to manage the bandwidth of input.

	2. The jumbo frame size is 10240 which is different with manual and html help file.  User can not change the size. (ES4510MA-PD-FLF-EC-00179)

	3. Vlan trunking can be supported on all ports.  The manual is incorrect on “VLAN trunking can only be enabled on Gigabit Ethernet port or trunks”

	4. VLAN mirroring or MAC-based mirroring can not coexist with Port mirroring.  While VLAN mirroring and MAC-based mirroring can be coexisted, but they must use the same target port.

	5. MAC Chip limit: unicast, multicast, broadcast and storm control all use one same threshold, although each one can enable/disable independent.  If user need to use different threshold for each one, he must use rule (diffserv) to do it.

	6. PHY chip limit: Cable Test on Power Saving is highly inaccurate.  If you want to get accurate cable test, please turn off power saving mode first.

	7. PHY chip limit: you must do cable diagnostic in linkup, or link-down without partner
PD port 1~8 should disable power-source-check before test cable diagnostic
PSE port 10 only can do cable diagnostic in linkup
Fiber port 11~12 not support cable diagnostic.

	8. MAC chip limit: There is no HW loopback detection without STP (loop-free detection)

	9. MAC chip limit: Can not support multiple uplink ports on one session

	10. IGMPSNPv3 ASM: we only recognize IGMP V3 report without src_ip_list

	11. No mac-learning command for CLI and webUI, the manual is incorrect.

	12. We only support browser IE 7 and above version
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