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CUSTOMER RELEASE NOTES


Aggregation Switch ECS4660-28F
Phase II Firmware Version 1.2.4.3
INTRODUCTION:
The ECS4660-28F is a cost effective managed carrier grade Layer 3 aggregation Switch. Each ECS4660-28F unit contains 24 GE SFP ports, two XFP ports with two  SFP+ expansion modules.
The base hardware is a 1.5U height, 19” rack mountable metal enclosure. The switch can be managed either by in-band management via the network station remotely or out-of-band management via the console port (RS232) locally. An imbedded Web agent also provides management capability to any computer on the network via common Http browsers such as Netscape Navigator (shall be Version 6.2 or above) or Microsoft’s Internet Explorer (should be Version 5.0 or above).

Local Console Management (LCM) allows the user to monitor and configure the ECS4660-28F from a RJ45 type terminal. LCM can be used to configure features such as SNMP community names and access rights, Port Enable/Disable, firmware downloads, and Device IP address as well as most other parameters. LCM can also provide statistical and diagnostic information about the entire device or an individual port.

Management of the switch is password protected; the same password is used for LCM and for the Web browser interface. Prior to accessing the Management Module via a network connection, a valid IP address, subnet mask, and in some cases a default gateway must be configured using an out of band connection or the BootP/DHCP protocol. The management option provides SNMP, RMON (4 groups: 1,2,3,9), and Web management for system control and statistical monitoring.

	It is recommended that one thoroughly review this release note prior to the installation or upgrade of this product.


Firmware Specification:
Runtime

	Status
	Version No.
	Type
	Release Date

	Patch release 
	1.2.4.3
	Customer 
	5/13/2016

	Patch release 
	1.2.4.2
	Customer 
	9/1/2015

	Patch release 
	1.2.4.1
	Customer 
	3/9/2015

	Patch release 
	1.2.4.0
	Customer 
	5/21/2014


Daig 

	Status
	Version No.
	Type
	Release Date

	Formal release
	1.0.1.1
	Customer
	7/10/2012


Loader

	Status
	Version No.
	Type
	Release Date

	Formal release
	1.3.2.4
	Customer
	7/10/2011


LOADER CODE modifications:
V1.3.2.4

	1. support power cycle burn in mode


DIAGNOSTIC CODE modifications:
V1.0.1.1

	1. support power cycle burn in mode


Runtime CODE modifications:
V1.2.4.3

	1
	ASF4628BBS5-FLF-EC-00626
	100m sfp can't link up properly after switch rebooting

	2
	ASF4628BBS5-FLF-EC-00627
	[L_MM] platform use hardcode to allocate 8M for tx/rx/mref buffer

	3
	ASF4628BBS5-FLF-EC-00628
	SNMP_node_Bug-OSPF

	4
	ASF4628BBS5-FLF-EC-00629
	SNMP_node_Bug-BGP

	5
	ASF4628BBS5-FLF-EC-00630
	Enhancement of the software watchdog log content.

	6
	ASF4628BBS5-FLF-EC-00631
	MIB object definition in typo or bad syntax (ES3528MV2-FLF-EC-00655~668 and more w/o tickets)

	7
	ASF4628BBS5-FLF-EC-00632
	The system would probably halt at "Entering transition mode" while iterative reloading by scripts.
This issue is particularly reported in test code v16.04.25.18 (v1.2.4.2 + bugfixes) by EC TS. However, not heard in the formal patch code v1.2.4.2 (2015/09/01 released) and other test codes.


V1.2.4.2

	1
	ASF4628BBS5-FLF-EC-00572
ES4627MB-FLF-EC-00728
	Stacking: The DUT will dump exception stackframe and crash when user execute the "copy start to running" command.

	2
	ASF4628BBS5-FLF-EC-00573
ES5652BT1-FLF-EC-00329
	RMON: Input snmpset command by net-snmp, the system will shows exception log.

	3
	ASF4628BBS5-FLF-EC-00574
ECS3510-28T-00543
	remove spanning tree MSTP mode then switch will hang in boot process

	4
	ASF4628BBS5-FLF-EC-00580
ECS4620-28T-00311
	[enhance] display total flash size in CLI 'dir' command for EC products.

	5
	ASF4628BBS5-FLF-EC-00586
	destination unreachable packets cause CPU rising

	6
	ASF4628BBS5-FLF-EC-00588
	switch didn't response membership query from uplink when IGMP proxy enabled

	-
	ASF4628BBS5-FLF-EC-00589
	switch didn't response general query and membership query from uplink with different ip subnet when IGMP proxy enabled (Nothing to Modify)

	7
	ASF4628BBS5-FLF-EC-00590
ECS4210-52P-00806
	IPv4-AddrConfig: During configuration interface vlan process, the DUT shows exception message then crash.

	8
	ECS4210-52P-00790

ECS4210-52P-00791
	DHCPServer: The DUT can not allocate the ip address from the configured ip address pool, need to re-enabled the DHCPservice.

DHCPServer: The DUT can not reuse the dynamic ip address when dynamic ip addresses have been released manually.

	9
	AOS5700-54X-00354
	IPv6SG: If Port set IPv6 SG as S-IP, DUT will hang up and watchdog will activate.


V1.2.4.1

	1. ASF4628BBS5-FLF-EC-00566 We can't bind the egress service-policy to the port

	2. ASF4628BBS5-FLF-EC-00567 apply IP ACL on port then ARP packet will be dropped

	3. ASF4628BBS5-FLF-EC-00568 spanning tree re-election when disconnect one of link

	4. ASF4628BBS5-FLF-EC-00569 can't link up with 100M SFP randomly


V1.2.4.0

	1. ASF4628BBS5-FLF-EC-00551 Show log ram caused exception

	2. ASF4628BBS5-FLF-EC-00552 Show log flash caused exception

	3. ASF4628BBS5-FLF-EC-00558 support CLI command "show spanning-tree brief"

	4. ASF4628BBS5-FLF-EC-00559 support CLI command show running-config interface 1/x

	5. ASF4628BBS5-FLF-EC-00560 [enhancement] change ARP entries from 8K to 16K with chip consistency 

	6. ASF4628BBS5-FLF-EC-00561 [enhancement] support vrrp ping  command

	


V1.2.2.3

	1. ASF4628BBS5-FLF-EC-00556 support SFP 100FX  automatically by default no need to use media-type sfp-forced 100fx

	2. ASF4628BBS5-FLF-CN-00071 RMON: After we configure Even with maximum-length and show running configuration; DUT show exception

	3. ASF4628BBS5-FLF-EC-00553 inject 4K ARP packets with 20 pkts/sec but the ARP can not learn up to 4K


V1.2.2.1
	1. Support  clear efm oam event-log (no web)

	2. Support OAM event log to show  link  status & dying gasp clear and send critical event

	3. Support DAI CLI allows  IP all-zero validation

	4. Support  support IPSG MAC mode & IPSG record for blocking traffic

	5. Support  support IGMPSNP FORWARD with PRIORITY

	6. Support  support spanning topology change propagation stop

	7. Support  10G SFP+ module

	8. Support  non-spanning tree loopback detection   (no web)

	9. Support  UDLD                      (no web)

	10. Support  IP MAC binding    (no web).

	11. Support Egress ACL

	12. Support ACL counter

	13. Support DDM threshold auto/manual configuration 

	14. Support RTC

	15. Support HW watchdog/SW watchdog

	16.Support  IGMP RADIUS authentication       (no web)

	17. Support PVST/CDP filter                             (no web)

	18. Support ERPS domain from 2 to 13

	19. Support MAC notification


HARDware compatibility:
ALL

BootPROM compatibility:
ALL
Network Management Software Support:
	NMS Platform
	Version No.
	Module No.

	TBD
	 
	 


If you install this image, you may not have control of all of the latest features of this product until the next version(s) of network management software. Please review the software release notes for your specific network management platform for details.

SUPPORTED FUNCTIONALITY:
Installation and Configuration Notes:
In general, the ECS4660-28F Switch will be shipped to you pre-configured with this version of firmware. If you would like to upgrade an existing ECS4660-28F Switch, please follow the TFTP download instructions that are included with your firmware image upgrade kit. 

Firmware Changes and Enhancements:
Known Restrictions and Limitations:
Compliance support:
	Compliance Level
	Compliant

	Year 2013
	YES*


Known Anomalies: None.

IEEE Standards Support:
	Standard
	Title

	IEEE 802.1D
	Transparent Bridging Specifications (ISO/IEC 10038)

	IEEE 802.1p
	Traffic Class Expediting and Dynamic Multicast Filtering

	IEEE 802.1Q
	Virtual Bridged Local Area Networks

	IEEE 802.2    
	Local Area Networks, Logical Link Control (LLC)

	IEEE 802.3    
	CSMA/CD 9 (ISO/IEC 8802-3)

	IEEE 802.3I   
	10Base-T (ISO/IEC 8802-3, clause 14)

	IEEE 802.3u  
	100Base-TX (ISO/IEC 8802-3, clause 25)

	IEEE 802.3x
	Flow Control

	IEEE 802.3z
	1000Base-SX, 1000Base-LX

	IEEE 802.3ac
	1000Base-Tx

	IEEE 802.3ad
	Link Aggregation


IETF Standards MIB Support:
	RFC No.
	Title
	Groups Supported

	1213
	MIB-II
	- system group
- interfaces group 
- ip group
- icmp group
- tcp group
- udp group
- snmp group

	1493
	Bridge MIB
	- dot1dBase group 
- dot1dStp group 
- dot1dTp group
- dot1dStatic group

	2863
	Interfaces Evolution MIB
	- ifXTable group
- ifStackTable group

	2819
	RMON MIB
	- statistics group
- history group
- alarm group
- event group

	2618
	RADIUS MIB
	- radiusAuthClientMIB

	2665
	Etherlike MIB
	- dot3StatsTable group

	2737
	Entity MIB
	- entityPhysical group

	2674
	P-bridge
	- dot1dExtBase group 
- dot1dPriority group 
- dot1dGarp group

	2674
	Q-bridge
	- dot1qBase group 
- dot1qTp group 
- dot1qStatic group
- dot1qVlan

	IEEE 802.1X
	IEEE8021-PAE-MIB
	- dot1xPaeSystem group
- dot1xPaeAuthenticator group 
- dot1xPaeSupplicant group


SNMP Trap Support:
	RFC No.
	Title

	RFC 1215
	coldStart
warmStart
linkDown
linkUp
authenticationFailure

	RFC 1493
	newRoot
topologyChange

	RFC 2819 
	risingAlarm
fallingAlarm
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