
ENGINEERING RELEASE NOTES

Fast Ethernet Switch ES3526XA/ES3510
Firmware Version 1.1.0.26
INTRODUCTION:
The ES3526XA/ES3510 is a cost effective managed Fast Ethernet L2/L4 Switch. The ES3526XA/ES3510 contains 24/8 Ethernet/Fast Ethernet ports with two Combo-Giga ports and two Gigabit Base-T ports. 
The base hardware is a 1U height, 19”/13”rack mountable metal enclosure. The switch can be managed either by in-band management via the network station remotely or out-of-band management via the console port (RS232) locally. An imbedded Web agent also provides management capability to any computer on the network via common HTTP browsers such as Netscape Navigator (Version 6.2 or above) or Microsoft’s Internet Explorer (Version 5.0 or above).

Local Console Management (LCM) allows the user to monitor and configure the ES3526XA/ES3510 from a VT-type terminal. LCM can be used to configure features such as SNMP community names and access rights, Port Enable/Disable, firmware downloads, and Device IP address as well as most other parameters. LCM can also provide statistical and diagnostic information about the entire device or an individual port.

Management of the switch is password protected; the same password is used for LCM and for the Web browser interface. Prior to accessing the Management Module via a network connection, a valid IP address, subnet mask, and in some cases a default gateway must be configured using an out-of-band connection or the BootP/DHCP protocol. The management option provides SNMP, RMON (4 groups: 1,2,3,9), and Web management for system control and statistical monitoring.

	It is recommended that one thoroughly review this release notes prior to the installation or upgrade of this product.


Firmware Specification:
	Status
	Version No.
	Type
	Release Date

	Current Version
	1.1.0.25
	
	2008/07/30


HARDware compatibility:
ALL

BootPROM compatibility:
ALL
Network Management Software Support:
	NMS Platform
	Version No.
	Module No.

	TBD
	 
	 


If you install this image, you may not have control of all of the latest features of this product until the next version(s) of network management software. Please review the software release notes for your specific network management platform for details.

Installation and Configuration Notes:
In general, the ES3526XA/ES3510 Switch will be shipped to you pre-configured with this version of firmware. If you would like to upgrade an existing ES3526XA/ES3510 Switch, please follow the TFTP download instructions that are included with your firmware image upgrade kit.
Firmware Changes and Enhancements:
The following Known Issues have been fixed in this release of firmware.
V1.0.0.15
	1. SYS_RSTP: Reset any DUT in RSTP system test environment, while booting error message will display on CLI.

	2. RSTP: After Reboot DUT loose spanning tree path cost of the trunk.

	3. After reboot DUT fiber link does not link up.

	4. CoS: IP tos value 4 to 15 can not be map with queue id, while mapping it gives error msg.


V1.0.1.0
	1. Add Phase II new function.


V1.0.1.1
	1. LLDP:The range of Transmission Interval in CLI(1-8192) is not correct ,WEB is right(5-32768).

	2. RSTP: After change link path cost non-root bridge can't ping to the local PC.

	3. LLDP:The WEB of "Remote Information Details" can't correctly display.

	4. MSTP: DUT doesn't respond to WEB while create MST instance by web.

	5. Diffserv: The policy-map description configure will make DUT hung up on web interface.

	6. Voice vlan: DUT prompt error message on CLI and Web while disable voice vlan port mode

	7. Diffserv: The policy-map meter on CLI and web interface is not match.

	8. Diffserv: The policy-map exceed of ip DSCP on CLI and web interface is not match.

	9. Diffserv: The DUT can not receive correct ratio.

	10. SNMPv3:The CLI cannot display the SNMP V1 or V2c user information.

	11. SNMP Trap:ES3526XA R01A1 R01A2 SNMP trap

	12. TACACSAcct: Can not create method on AAA with service request is 'command' in web interface.

	13. IP cluster vlan remove form web bug.


V1.0.1.2
	1.   Voice vlan: DUT prompt error message on CLI and Web while disable voice vlan port mode

	2. TACACSAcct: Can not binding anything via web interface with EXEC Command Privileges.

	3. RateLimit:Rate Limit Level default setting issue on WebUI

	4. Diffserv: The action of policy to set cos value is not map to queue

	5. Diffserv: The exceed of policy only support drop, but IP DSCP still exist.


V1.0.1.3
	1.   IGMPSNP:the DUT can't leave these mambers completely after members sent the leaved packets.

	2.   VLAN: DUT prompt error msg. on CLI & WEB while create VLAN ID 255 & VLAN ID created with uspended mode

	3.   RSTP: After change topology PC connected on non-root bridge can't ping to the root-bridge.

	4.   ConfigurationFile:After copy running config from tftp to DUT, DUT will hang up.

	5.   RSTP: After change link path cost PC connected on root bridge can't ping to the non-root bridge

	6.   VLAN: DUT display error message and VLAN id can not be remove when configure the VLAN with management ip

	7.   ACL:The description of setting source MAC bitmask is fault on CLI.


V1.0.1.4
	1.   Un-limit ACL rule create number on CLI.


V1.0.1.5
	1.   Queue mode hybrid cannot be set on WEB.

	2.   Can't boot successfully , ES3510 will stop in provision.


V1.0.1.6
	1.   IGMPSNP:The multicast group packets are flooding during the testing.

	2.   LLDP:displayed information of remote-device is not complete when remote IEEE 802.1 organizationally Specific TLVs is too more

	3.   LLDP:the link aggregation information of IEEE 802.3 Organizationally Specific TLVs is not correct.


V1.0.1.7
	1.   Fixed reboot can get DHCP IP issue.


V1.0.1.8
	1.   web management is not accessible behind the NAT

	2.   Diffserv:Class-map can't match more than one ACL rule.

	3.   Diffserv:This function works incorrectly with the VLAN traffic.

	4.   CoS:IP ACL CoS priority can't be removed on CLI.


V1.0.1.9
	1.   MgtIPFilter-Ip filter can't filter those non-specific ip address.


V1.0.2.0
	1.   Manadgement Vlan IP


V1.0.2.1
	1.   MSTP mappings can only be configured, if the VLAN ID exists.

	2.   Community VLAN problem

	3.   SNMPv3 view lost after reboot

	4.   access rights before doing web-authentication


V1.0.2.2
	1.   Un-limit all port remove from default vlan


V1.1.0.0
	1.   Add Mac Auth function

	2.   Modify Rate-limit range form marketing request.(more simply)

	3.   Modify Private-Vlan behavior form marketing request


V1.1.0.1
	1.   Mac-Auth:The behavior of mac-authenticaion funcion is still incorrect.

	2.   RateLimit:We can't set correct scale value to DUT by WebUI.

	3.   ProtocolVLAN: The group ID of protocol VLAN allow to configure a value out of range by web..


V1.1.0.2
	1.   Cluster:The result of enable cluster is different form CLI to Web browser.

	2.   Mac-Auth:The behavior of dynamic VLAN assignment (tagged) is incorrect.

	3.   Mac-Auth:The DUT doesn't redo authenticaion after re-authenticaion expired.


V1.1.0.3
	1.Port security- After port security enabled, all packets through the port were not been able to forward even include legal packets.


V1.1.0.4
	1.   MAC-Authenticaion:When reauth-time expired DUT should clear authorized MAC included mac-address-table.

	2.   VoiceVLAN:The port will join voice vlan immediately when VoIP port mode change to "AUTO".


V1.1.0.5
	1.  MAC-Authenticaion:DUT only allows one authorized MAC.


V1.1.0.6
	1.   Modify Private Vlan tag/untag setting limit.


V1.1.0.7
	1.   Modify Private Vlan default on untag, Vlan 4093 remove issue


V1.1.0.8
	1.   Modify Private Vlan save configure issue.


V1.1.0.9
	1.   Modify Port Security Action issue.

	2.   Modify static trunk issue

	3.   Modify Web UI error word and error code.

	4.   Remove show process CPU command.


V1.1.0.10
	1.   Modify Mac authentization packet format.

	2.   Modify CLI help error and error word.

	3.   Add MC/UC suppr function..

	4.   Modify Vlan setup IP remove issue. 

	5.   Modify clear counter issue.

	6.   Modify 4093 remove by port on runningcfg issue.

	7.   Modify no police error issue.

	8.   Modify igmp runningconfig setting.


V1.1.0.11
	1.   802.1X show states enable/disable issue.

	2.   Rate-limit 8M,8K running-config save issue..

	3.   On vlan isn’t exist, MST vlan can be set issue.

	4.   Remove Vlan 4093 config file miss issue.


V1.1.0.12
	1.   Private-vlan mac-address table again time out issue.

	2.   Private-vlan reboot running-config issue.

	3.   Remove 4093 vlan from web issue.

	4.   Set another one IP address don’t used no ip address issue.


V1.1.0.13
	1.   Private-vlan on stack switch mac address table learning issue.

	2.   IGMP and IP source-guard ACL rule sequence issue.


V1.1.0.14
	1.   Modify time zone on summer-time issue.

	2.   Modify MAX MTU (Packet too long) report error issue. .

	3.   Modify missing parameter NAS-Port-Id issue.


V1.1.0.15
	1.   Add Dhcp-relay function

	2.   Remove 3Com mode trap 93,94 .

	3.   Sync APR issue code.

	4.   Modify Mac authentization information issue.


V1.1.0.16
	1.   Modify DHCP-Relay test bug.

	2.   Modify Customer feedback CLI error word issue.


V1.1.0.17
	1.   Modify DHCP snooping and IP source-guard bug.


V1.1.0.18
	1.   Fixed when add ACL rule, dhcp relay don’t work issue bug.


V1.1.0.19(No release, only for testing)
	1.   Add ACL rule when MVR receiver port can’t TX any MC packet.


V1.1.0.20
	1.   Add loopback detection function.

	2.   Add bpdu-filter function.

	3.   Add bpdu-guard function.

	4.   Fixed protocol-vlan lost save configuration after system reboot. 

	5.   Fixed Disable DHCP snooping error message.

	6.   Fixed AAA account lost configuration after system reboot.

	7.   Fixed clock summer-time recurring mm/dd describe issue.

	8.   Fixed dot1x account lost configuration after system reboot.


V1.1.0.21
	1.   Fixed network-access max-mac-count value and disable error issue.

	2.   Fixed radius server retransmit times issue.

	3.   Fixed on MVR function, after reboot, ARP table disappear

	4.   Fixed show LLDP info local device error issue.

	5.   Fixed on web can’t be set multicast groups more than 1000 issue.

	6.   Fixed clock summer-time date describe issue

	7.   Add PPPoE intermediate-agent function.

	8.   Fixed when set port trunk mode and remove from vlan 1, save conf and reboot port still exist on vlan 1.


V1.1.0.22
	1.   Fixed username access-level can’t be set 2~9 issue.

	2.   Add Dhcp option remote-id function.

	3.   Fixed port security issue, when user change mac address packet still can pass through.

	4.   Change BC/MC/UC suppression default value to 64K bits.

	5.   Fixed Web-auth login attempts times error issue.

	6.   Guest vlan does not work due to the port operation status has changed to Dormant

	7.   Add set ip address with default gateway command.

	8.   Fixed clock Description of commands doesn’t corresponds to this commands

	9.   Fixed pvlan by port remove issue

	10.  Modify Private-vlan community vlan unicast packet throughput low issue.

	11.  Fixed ip address show in two place issue.


V1.1.0.23
	1.   Fixed show ip dchp snooping and binding table loop issue.

	2.   Add message when set Qos wrong step.

	3.   Add dhcp snooping form untrust port event log.

	4.   Fixed Broadcast packets coming through STP-blocked port

	5.   Fixed snmp acl setup issue.


V1.1.0.24
	1.   Fixes snmp acl dst IP setup issue.

	2.   Fixed network-access frames leakage.

	3.   Remove not necessary rid information on show function.

	4.   Fixed changing tacacs key in configuration issue.

	5.   Fixed trap 66,67 incorrect issue.


V1.1.0.25
	1.   Fixes V1.1.0.24 PC side can’t get IP issue.

	2.   Fixed DHCP Snooping function shows some error log.

	3.   Fixed DHCP Relay remote-id ip-address error issue.


V1.1.0.26
	1.   Fixes DUT send too many log message when using web browser.

	2.   Fixed web page error when using “firefox”.

	3.   Fixed when saving shutdown port.on running, it’s configuration disappear after DUT reboot.

	4.   Add cli normal mode(guest) show mac-address command



Subject to Change Without Notice
                                                             


