
ENGINEERING RELEASE NOTES

Fast Ethernet Switch ES3526XA
Firmware Version 2.3.4.20
INTRODUCTION:
The ES3526XA is a cost effective managed Fast Ethernet L2/L4 Switch. The ES3526XA contains 24 Ethernet/Fast Ethernet ports with two Combo-Giga ports. 
The base hardware is a 1U height, 19” rack mountable metal enclosure. The switch can be managed either by in-band management via the network station remotely or out-of-band management via the console port (RS232) locally. An imbedded Web agent also provides management capability to any computer on the network via common HTTP browsers such as Netscape Navigator (Version 6.2 or above) or Microsoft’s Internet Explorer (Version 5.0 or above).

Local Console Management (LCM) allows the user to monitor and configure the ES3526XA from a VT-type terminal. LCM can be used to configure features such as SNMP community names and access rights, Port Enable/Disable, firmware downloads, and Device IP address as well as most other parameters. LCM can also provide statistical and diagnostic information about the entire device or an individual port.

Management of the switch is password protected; the same password is used for LCM and for the Web browser interface. Prior to accessing the Management Module via a network connection, a valid IP address, subnet mask, and in some cases a default gateway must be configured using an out-of-band connection or the BootP/DHCP protocol. The management option provides SNMP, RMON (4 groups: 1,2,3,9), and Web management for system control and statistical monitoring.

	It is recommended that one thoroughly review this release notes prior to the installation or upgrade of this product.


Firmware Specification:
	Status
	Version No.
	Type
	Release Date

	Current Version
	2.3.4.20
	patch
	2011/05/24


HARDware compatibility:
ALL

BootPROM compatibility:
ALL
Network Management Software Support:
	NMS Platform
	Version No.
	Module No.

	TBD
	 
	 


If you install this image, you may not have control of all of the latest features of this product until the next version(s) of network management software. Please review the software release notes for your specific network management platform for details.

SUPPORTED FUNCTIONALITY:
	Category
	Feature
	Support
	Priority

	Monitor Environment
	Power Status
	Yes
	RTS

	Switching Features
	

	VLAN
	802.1Q – Tag-based
	Yes
	RTS

	
	802.1Q – Port-based
	Yes
	RTS

	
	802.1Q – Remove Tag 
	Yes
	RTS

	
	255 VLANs per switch
	Yes
	RTS

	
	GVRP
	Yes
	RTS

	
	Private Vlan – Community, Isolated
	Yes
	

	Priority/ CoS
	L2: 802.1p – Tag-based
	Yes
	RTS

	
	L2: 802.1p – Port-based
	Yes
	RTS

	
	L2: 802.1p – Queuing (W.R.R./Strict mode)
	4 queues per port
	RTS

	
	L3 Aware:  IP TOS, DSCP
	Yes 
	RTS

	
	L4 Aware: TCP/UDP port-based
	Yes
	RTS

	Link Aggregation
	802.3ad
	Yes
	RTS

	
	Cisco EtherChannel
	Yes
	RTS

	Port Mirroring
	Port Mirroring
	Yes
	RTS

	Multicast Support
	IGMP Snooping
	Yes
	RTS

	
	IGMP Immediate Leave
	Yes
	

	
	IGMP throttling
	Yes
	

	
	IGMP Filtering
	Yes
	

	
	IGMP Leave proxy
	Yes
	

	MVR
	
	Yes
	

	Traffic suppression
	Broadcast Storm

Control
	Yes
	RTS

	
	Ingress/Egress rate limit
	Yes
	RTS

	Spanning Tree
	STP per Switch
	Yes
	RTS

	
	Fast Link Option
	Yes
	RTS

	
	Rapid Spanning Tree convergence (802.1w)
	Yes
	RTS

	
	Multiple Spanning Tree (802.1s)
	Yes  (8 instances)
	

	System Software
	

	IP Address Management
	Static
	Yes
	RTS

	
	BootP
	Yes
	RTS

	DHCP
	DHCP client
	Yes
	RTS

	
	DHCP relay option 82
	Yes
	RTS

	
	DHCP snooping
	Yes
	

	Configuration Management
	Configuration File
	Yes
	RTS

	
	Firmware upgrade 
	Yes
	RTS

	
	Dual firmware images
	Yes
	RTS

	Security
	Various privileges
	Yes
	RTS

	
	Remote authentication & authorization – RADIUS
accounting – RADIUS
	Yes

	RTS



	
	Remote authentication & authorization – TACACS 
accounting – TACACS
	Yes
	RTS

	
	ACL
	Yes
	RTS

	
	HTTPS and SSL (Secured Web)
	Yes
	RTS

	
	SSH V2.0 (Secured Telnet session)
	Yes
	RTS

	
	Management IP Filtering
	Yes
	RTS

	
	MAC authentication
	Yes
	

	Web Management
	Switch Front Panel View
	Yes
	RTS

	
	Look & Feel
	Yes
	RTS

	
	Support Secure socket layer
	Yes
	RTS

	
	WEB enhanced counters and utilization counters
	Yes
	RTS

	Character-Based Management
	Cisco-like CLI via Telnet and Serial Port
	Yes
	RTS

	Logging
	Event logging
	Yes
	RTS

	
	Command line activity
	Yes 
	RTS

	
	Remote syslog(RFC-3164)
	Yes
	RTS

	
	SMTP
	Yes
	RTS

	SNMP Management
	SNMP v2c
	Yes
	RTS

	
	MIB support
	Yes
	RTS

	
	Private MIB
	Yes
	RTS

	
	Alerts 
	Yes
	RTS

	Port Security
	Static Port Security (MAC-based)
	Yes
	RTS

	
	IEEE 802.1X
	Yes
	RTS

	
	Intrusion Trap
	Yes
	RTS

	SNTP
	Simple Network Time Protocol
	Yes
	RTS

	NTP
	Network Time Protocol
	Yes
	RTS

	Cluster
	
	Yes
	

	Banner
	
	Yes
	

	3rd party management applications
	HP OpenView for Windows
	?
	RTS


Installation and Configuration Notes:
In general, the ES3526XA Switch will be shipped to you pre-configured with this version of firmware. If you would like to upgrade an existing ES3526XA Switch, please follow the TFTP download instructions that are included with your firmware image upgrade kit.
Firmware Changes and Enhancements:
The following Known Issues have been fixed in this release of firmware.
V2.3.4.20 for ES3526XA 1(code base is the same with V2.3.3.20)
V2.3.3.20 
	1. ES3526XA-38-00306:when DUT receives special DHCP packet then the DUTwill hang


V2.3.4.19 for ES3526XA 1(code base is the same with V2.3.3.19)
V2.3.3.19 
	2. ES3526XA-38-00305 DHCP relay cannot work


V2.3.4.18 for ES3526XA 1(code base is the same with V2.3.3.18)
V2.3.3.18 
	3. ES3526XA-38-00303 FXC3126: Fail to set radius key at provision if the key length is a multiple of 3


V2.3.4.17 for ES3526XA 1(code base is the same with V2.3.3.17)
V2.3.3.17 
	1. ES3526XA-38-00302 FXC3126: AAA group is lost after a reboot


V2.3.4.16 for ES3526XA 1(code base is the same with V2.3.3.16)
V2.3.3.16 
	1. ES3526XA-38-00301 Use SNMP to set aclIpAceSourceIpAddr = 192.168.1.0 - FAIL!!!


V2.3.4.15 for ES3526XA 1(code base is the same with V2.3.3.15)

V2.3.3.15 
	1. ES3526XA-38-00299 pass.exe doesn't work correctly on ES3526XA and ES3526XA-V1
2. ES3526XA-38-00300 ES3526XA-v1: EdgeCore Switch SNMPv1/v2 issue


V2.3.4.14 for ES3526XA 1(code base is the same with V2.3.3.14)

V2.3.3.14 
	1. ES3526XA-38-00294 DHCPSNP: AMTR Get l-port fail error messages sys log in customer's environment

2. ES3526XA-38-00295 ip address can set on vlan 4093

3. ES3526XA-38-00296 Port security problem on ES3526XA

4. ES3526XA-38-00297 FXC3126 Link Up issue


V2.3.4.13 for ES3526XA 1(code base is the same with V2.3.3.13)

V2.3.3.13 
	1. ES3526XA-38-00293 clear counter command is not working


V2.3.4.12 for ES3526XA 1(code base is the same with V2.3.3.12)

V2.3.3.12 
	1. port counters are always incrementing


V2.3.4.11 for ES3526XA 1(code base is the same with V2.3.3.11)

	1. V2.3.3.11

2. ES3526XA-38-00290 ES3526XA v1 version 2.3.4.10 網頁出現找不到網頁的錯誤訊息
3. ES3526XA-38-00291 ES3526XA: RSTP loop with 802.1x

4. ES3526XA-38-00292 EX3526XA setting MVR group will disappear when reload the switch

5. slowER SNMP performance with newer patch code.

6. SNMPv3 Vulnerability

7. Counter value will become zero sometimes

8. snmpwalk error on MIB mstInstOperVlansMap

9. Memory is not enough because of option 82 function

10. Memory is not enough because of option 82 function again
11. DHCP option 82 issue

12. In stacking environment trunk load balance cannot always work


V2.3.4.10 for ES3526XA 1(code base is the same with V2.3.3.10 except sys_cpnt.h)

V2.3.3.10

	1. Issue of SNMP-query MAC address will time out


V2.3.4.9 for ES3526XA 1(code base is the same with V2.3.3.9 except sys_cpnt.h)

V2.3.3.9

	2. ES3526XA-38-00276 Console/Switch freezes sometimes when generating ssh key

	3. ES3526XA-38-00283 Bug DHCP relay in version 2.3.4.6

	4. ES3526XA-38-00284 Issue of SNMP-query MAC address will time out


V2.3.4.8 for ES3526XA 1(code base is the same with V2.3.3.8 except sys_cpnt.h)

V2.3.3.8

	5. ES3526XA-38-00281 ES3526XA SNMP 

	6. ES3526XA-38-00280 disable trunk mode on the port is not taking effect immediately until switch reboot


V2.3.4.7 for ES3526XA 1(code base is the same with V2.3.3.7 except sys_cpnt.h)

V2.3.3.7

	7. ES3526XA-38-00282 Flash lock protection automatically support on loader/diag/runtime


V2.3.4.6 for ES3526XA 1(code base is the same with V2.3.3.6)

V2.3.3.6

	8. ES3526XA-38-00270 ES-3526XA-1 bug in the status SFP

	9. ES3526XA-38-00274 ES3526XA: Adding VLAN (w/MSTP) on port is active after reboot

	10. ES3526XA-38-00268 Port Security max-mac-count problem

	11. ES3526XA-38-00273 RADIUS key is different after switch reboot


V2.3.4.5 for ES3526XA 1(code base is the same with V2.3.3.5)

V2.3.3.5

	1. ES3526XA series' Link Up/Down issue


V2.3.4.4 for ES3526XA 1(code base is the same with V2.3.3.4)

V2.3.3.4

	13. ES3526XA-38-00255 --- MTSP configuration lost after reboot

	14. ES3526XA-38-00264 --- bug MSTP in the ES3526XA-1(ES3526XA)

	15. ES3526XA-38-00267 --- MR2226-2C Radius config


V2.3.4.3 for ES3526XA 1(code base is the same with V2.3.3.3)

V2.3.3.3

	16. ES3526XA-38-00269 --- ES3526XA fw. 2.3.3.2 web admin interface port status show it as error


V2.3.4.2 for ES3526XA 1(code base is the same with V2.3.3.2)

V2.3.3.2

	17. ES3526XA-38-00262 --- ES3526XA fw. 2.3.3.0 unable to configure VLANs on port via WEB interface

	18. ES3526XA-38-00263 --- ES3526XA fw. 2.3.3.0 broken links in WEB interface

	19. ES3526XA-38-00265 --- ES3526XA fw. 2.3.3.0 unable to configure VLANs on port via WEB interface

	20. ES3526XA-38-00266 --- MR2226-2C web page problem


V2.3.4.1 for ES3526XA 1(code base is the same with V2.3.3.1)

V2.3.3.1

	21. ES3526XA-38-00254 --- flowcontrol capabilities setting lost on ports 25&26 after switch reboot

	22. ES3526XA-38-00256 --- TR: trap linkdown are not sent when ifOperStatus is set to down on ES3526XA

	23. ES3526XA-38-00258 --- no port state picture in ES-3526XA

	24. ES3526XA-38-00260 ---轉寄： ES3526XA VLAN issue


V2.3.4.0 for ES3526XA 1(code base is the same with V2.3.3.0)

V2.3.3.0

	1. ES3526XA-38-00207 --- Enhancement: Porting DHCP Snooping (but exclude IP Source Guard) to LEO project

	2. ES3526XA-38-00213 --- Support banner

	3. ES3526XA-38-00215 --- Support RADIUS accounting

	4. ES3526XA-38-00222 --- Support TACACS+ accounting

	5. ES3526XA-38-00252 --- MAC addresses age out on a port with Port Security enabled


V2.3.1.29

	We are facing interoperability problems with L2 switches from Accton (ES3526XA/YA) and another switches using VIA chipset (VT6526 switch controller).

LACP function worked fine when connecting 2 L2 Accton switches or 2 L2 switches using VT6526 chipset. However when connecting one ES3526XA to another switch based on VIA chipset, Accton switch couldn't recognize the other switch (VIA) as LACP partner (its MAC address appear as 00-00-00-00-00-00 from LACP packets sniffed on Ethereal). The strange thing is that the other switch (VIA chipset) could identify Accton switch as a partner (Accton MAC address appeared on its LACP packets)




V2.3.1.28

	6. Revise calculating method about message_age and expire_time(RcvdInfoWhile) according 1D-2004 (originally support IEEE Std 802.1w-2001) -- connect 20 pcs ES3526XA in a ring,


V2.3.2.27 for ES3526XA 1(code base is the same with V2.3.1.27)

V2.3.1.27

	1. ES3526XA-38-00236 --- MR2226: Mgmt VLAN problem

	2. ES3526XA-PoE-SL-38-00021 --- MR2226-2C-POE hang if RADIUS/TACACS server doesn't respond

	3. ES3526XA-PoE-SL-38-00023 --- 802.1X: Request packet sent by DUT does not recognised by RADIUS server.

	4. ES3526XA-PoE-SL-38-00024 --- MR2226-2C-POE: Serial Console Radius auth failure kills SNMP


V2.3.2.26 for ES3526XA 1(code base is the same with V2.3.1.26)

V2.3.1.26

	1. ES3526XA-38-00239 --- ES3526XA: tagged vlan problem after reboot


V2.3.1.25

	1. ES3526XA-38-00238 --- PORT SECURITY


V2.3.1.24

	1. ES3526XA-38-00212 --- Problem with learning table in MSTP


V2.3.1.23

	1. ES3550YA-38-00033 --- MR2228/28/52: Problem setting VLAN name with SNMP

	2. ES3550YA-38-00034 --- MR2228/2252 startup problem with garbage VLAN name


V2.3.2.22 for ES3526XA 1(code base is the same with V2.3.1.22)

V2.3.1.22 for ES3526XA

	1. ES3526XA-38-00235 --- GVRP: The DUT cannot propagate VLAN 4093 message if it support Cluster.

	2. Port Channel has VLAN 4093

	3. ES3526XA-38-00229 --- SFP issue APAC Opto LM28-C3S-TC-N & ES3526XA-17


V2.3.1.21

	1. ES3526XA-38-00227 --- ES3526XA "show " error

	2. ES3526XA-38-00228 --- isolated vlan on ES3526XA - problems with 2.3.1.17 firmware - URGENT

	3. ES3526XA-38-00230 --- CLI provision error message

	4. ES3526XA-38-00231 --- vlan ES-3526XA in WirmFare ver 38_V2.3.1.20

	5. ES3526XA-38-00232 --- CLi:cmd of "switchport forbidden" lose in runcfg.


V2.3.1.20

	1. ES3526XA-38-00205 --- MR2226-2C upgrade problem: cannot perform startup provision

	2. ES3526XA-38-00209 --- ES3526XA CRC error in CLI and WEB Bugs

	3. ES3526XA-38-00210 --- ES3526XA bug with 00-00-00-00-00-00 MAC

	4. ES3526XA-38-00225 --- ES3526XA problems with 2.3.1.17 firmware VLAN 4094
Limited the VID range from 1 ~ 4092


V2.3.1.19

	1. ES3526XA-38-00204 --- Network-access question


V2.3.1.18

	1. ES3526XA-38-00202 --- MSTP support of ES3526XA


V2.3.2.18

	1. Set the PID of ES3526XA 1-38 to be 257


V2.3.2.17 for ES3526XA 1(code base is the same with V2.3.1.17)

V2.3.1.17

	1. ES3526XA-38-00099 --- Cluster member will be inactive in the system test.

	2. ES3526XA-38-00114 --- The member of port-channel would be disappear when set test enviroment as attachment..

	3. ES3526XA-38-00128 --- MR2226: SNMP walk mr262cmstInstEditTable

	4. ES3526XA-38-00140 --- NTP: Time-Zone display incorrectly in the WEB UI.

	5. ES3526XA-38-00143 --- ACL:DUT not filter the packets with the acl rules well base on the combination of,DIP/SIP,protocol type,TOS,source port/des

	6. ES3526XA-38-00153 --- SNMP:there is many error happened in the MIB .

	7. ES3526XA-38-00155 --- DHCPOption82 : Multiple DHCP relay agent server can not be correctlly applied.

	8. ES3526XA-38-00156 --- PVLAN: Fail to set the primary VLAN to associate with the isolated VLAN.

	9. ES3526XA-38-00160 --- Cluster: There is no error message when trying to start a Telnet session with an inactive member.

	10. ES3526XA-38-00164 --- Cluster: Cluster member would hang up when create MAX cluster member on commander ..

	11. ES3526XA-38-00169 --- LACP: The admin-key configuration is not written to DUT.

	12. ES3526XA-38-00172 --- SmartSWSystem-: When we disconnect trunk link between 2 DUTs, multicast data is flooded to PC continuously.

	13. ES3526XA-38-00173 --- SmartSWSystem-: After we disconnect and reconnect trunk-link between 2 DUTs, some uni-cast packets lose.

	14. ES3526XA-38-00174 --- DNS: DUT gives incorrect response when trying to get the node "dnsHostIp" if the size of the host name

	15. ES3526XA-38-00176 --- PVLAN:community vlan can't forward packets to primary vlan

	16. ES3526XA-38-00177 --- SmartSWSystem-: DUT send out wrong IGMP-Querier.

	17. ES3526XA-38-00179 --- DNS: DUT hangs when setting "Domain Name List" with a large name length in WEB.

	18. ES3526XA-38-00181 --- NETACCESS: Incorrect function return from netaccess_om

	19. ES3526XA-38-00182 --- MAC Authentication: The re-authentication function cannot work.

	20. ES3526XA-38-00183 --- SmartSWSystem-: After we leave all multicast groups, DUT produce spanning-tree changing.

	21. ES3526XA-38-00185 --- MVR : Modified the code defect when the target port wants to inherit all MVR attributes of the source port

	22. ES3526XA-38-00186 --- SmartSWSystem: After we connect 2 DUTs with 2 Giga-ports, DUT show error message and ping-session timeout.

	23. ES3526XA-38-00187 --- PVlan: isolated vlan's member can be mapped to primary vlan


V2.3.1.16

	1. ES3526XA-38-00138 --- SmartSWSystem: DUT would flooding in the system test .And CLI would no response .

	2. ES3526XA-38-00157 --- PVLAN: The function of PVLAN can't work well at port 2.

	3. ES3526XA-38-00161 --- Generic_SmartSWstem: Packets Flooding on the system test .

	4. ES3526XA-38-00165 --- MR2226-2C: Can't disable STP on port

	5. ES3526XA-38-00168 --- SmartSWSystem-: After we inject uni-cast traffic overnight and rebooting DUT, CLI is halted.


V2.3.1.15

	1. ES3526XA-38-00114 --- The member of port-channel would be disappear when set test enviroment as attachment

	2. ES3526XA-38-00120 --- Network Monitor: The object dot1dStaticAllowedToGoTo can't be set correct value.

	3. ES3526XA-38-00132 --- Cluster: All cluster member of commander will be inactive when set test enviroment as attachment.

	4. ES3526XA-38-00138 --- SmartSWSystem: DUT would flooding in the system test .And CLI would no response .

	5. ES3526XA-38-00140 --- NTP: Time-Zone display incorrectly in the WEB UI.

	6. ES3526XA-38-00141 --- SmartSWstem: System enviroment would looping when set test enviroment as attachment

	7. ES3526XA-38-00144 --- IGMPSNPFiltering : Display error when try to show profile with maximum number 4294967295.

	8. ES3526XA-38-00145 --- DNS: The description of the size in node "dnsHostName" doesn't accord with the test result.

	9. ES3526XA-38-00146 --- DNS: The DUT hangs when using "getnext" to get the node "dnsHostIp" if the size of the host name exceed 120

	10. ES3526XA-38-00156 --- PVLAN: Fail to set the primary VLAN to associate with the isolated VLAN.

	11. ES3526XA-38-00158 --- PVLAN: All ports can be removed from the management vlan.

	12. ES3526XA-38-00159 --- MVR: The description of the node "mvrGroupCtlAction" is inconsistent with its values.

	13. ES3526XA-38-00161 --- Generic_SmartSWstem: Packets Flooding on the system test .

	14. ES3526XA-38-00162 --- Cluster: Cluster member would be hang up when received cluster request .

	15. ES3526XA-38-00164 --- Cluster: Cluster member would hang up when create MAX cluster member on commander .

	16. ES3526XA-38-00166 --- Case:142953,Accton:08-2006-09-12,The customer has serveral EdgeIron 2402CFs which have locked up after SSH has been enabled o

	17. ES3526XA-38-00167 --- [design change] spanning tree priority command in global mode, should apply to CIST. not all existed MSTIs.


V2.3.1.14

	1. ES3526XA-38-00052 --- Sometimes DUTs can't get ip from dhcp server.

	2. ES3526XA-38-00068 --- When enable MSTP, unknown packets will flood to the port which doesn't join the correct vlan.

	3. ES3526XA-38-00069 --- When enable MSTP, sometimes DUT can't send DHCP request packets and can't get ip address through DHCP.

	4. ES3526XA-38-00099 --- Cluster member will be inactive in the system test

	5. ES3526XA-38-00106 --- DUT would not learn authenticated mac which DA=ff-ff-ff-ff-ff-ff on the  mac-auth mode .

	6. ES3526XA-38-00108 --- VLAN:When destroy VLAN and create it again, the unknown multicast packet will be flooded

	7. ES3526XA-38-00132 --- Cluster: All cluster member of commander will be inactive when set test enviroment as attachment.

	8. ES3526XA-38-00136 --- MVR: DUT would clear the mvr setting when Set lacp port-channel to be mvr source port and reboot it .

	9. ES3526XA-38-00137 --- MVR: DUT can't show all MVR souce port

	10. ES3526XA-38-00138 --- SmartSWSystem: DUT would flooding in the system test .And CLI would no response .

	11. ES3526XA-38-00140 --- NTP: Time-Zone display incorrectly in the WEB UI.

	12. ES3526XA-38-00141 --- SmartSWstem: System enviroment would looping when set test enviroment as attachment

	13. ES3526XA-38-00146 --- DNS: The DUT hangs when using "getnext" to get the node "dnsHostIp" if the size of the host name exceed 120

	14. ES3526XA-38-00152 --- MVR:The DUT will hang after using "copy startup-config running-config" if the current running-cfg get some mvr setting.

	15. ES3526XA-38-00154 --- MVR: When using "get" to obtain the value of the node "mvrRunningStatus", a message will be given by DUT in CLI.


V2.3.1.13

	1. ES3526XA-38-00111 --- When Set admin-key on port-channel, DUT would not join the lacp port to the member of port-channel

	2. ES3526XA-38-00118 --- IGMP Snooping:V2 member would leave group by sending levae packets when DUT enables v1 mode.

	3. ES3526XA-38-00127 --- MR2226: after reboot all ports are in VLAN 1

	4. ES3526XA-38-00130 --- NO WEB configuration for DHCP option 82

	5. ES3526XA-38-00131 --- MVR : when MVR VLAN change, MVR Immediate-Leave status will be changed.

	6. ES3526XA-38-00134 --- MVR: When DUT forward the IGMP-Report to up-stream for PC, the pack has been joined VID.

	7. ES3526XA-38-00135 --- LACP: LACP port-channel would not link up when enable lacp with admin-key

	8. ES3526XA-38-00139 --- MR2226 MVR group lost after reboot


V2.3.1.12

	1. ES3526XA-38-00050 --- Cluster:Commander can not send trap after member cold/warm start and authentication failure

	2. ES3526XA-38-00064 --- NTP: can not auto updated timer from NTP server

	3. ES3526XA-38-00081 --- MVR:After reboot DUT, the active MVR member will become inactive MVR member

	4. ES3526XA-38-00089 --- DUT would send 4 NTP packets every poll interval .

	5. ES3526XA-38-00091 --- The port which is removed from VLAN 1 will rejoin to VLAN1 when we reload the DUT.

	6. ES3526XA-38-00098 --- The "port operation status" will be "Domant" when enable lacp on the DUT.

	7. ES3526XA-38-00101 --- DUT would replace SA and SIP to itself of  DHCP ACK  from DHCP server

	8. ES3526XA-38-00103 --- DUT would not drop DHCP packets which include option 82  when set DHCP relay policy to drop.

	9. ES3526XA-38-00109 --- DUT would erase the MVR setting on the port-channel when save the running-config and reboot DUT .

	10. ES3526XA-38-00110 --- VLAN:when destroy VLAN, the system will hang up.

	11. ES3526XA-38-00111 --- When Set admin-key on port-channel, DUT would not join the lacp port to the member of port-channel

	12. ES3526XA-38-00113 --- Enhancement:support cluster in web

	13. ES3526XA-38-00114 --- The member of port-channel would be disappear when set test enviroment as attachment

	14. ES3526XA-38-00116 --- COS : Strict mode can't work.

	15. ES3526XA-38-00124 --- Enlarge cluster members from 16 to 36


V2.3.1.10

	1. ES3526XA-38-00049 --- DUTs can’t work normally, when DUTs create maximum instances (64).

	2. ES3526XA-38-00050 --- Cluster:Commander can not send trap after member cold/warm start and authentication failure

	3. ES3526XA-38-00070 --- IGMP Filter:The web page can not display igmp filter status

	4. ES3526XA-38-00071 --- IGMP Filter:Input an invalid igmp profile ID will cause some web page can not access

	5. ES3526XA-38-00072 --- IGMP Filter:After DUT reboot, all configured igmp profiles will be removed except profile ID 1.

	6. ES3526XA-38-00085 --- MDPA:when send packets more than 5 packets per sencond,some mac authentiacion will be failure.

	7. ES3526XA-38-00090 --- NTP Client time does not match NTP Server

	8. ES3526XA-38-00095 --- Immediate leave doesn't take effect on all receiver-ports when we give "port range" of receiver-ports.

	9. ES3526XA-38-00097 --- MVR: Can not configure MVR in port-channel (no MVR command in port-channel).


V2.3.1.7

	1. ES3526XA-38-00056 --- Cluster:Connect DUT with multiple link, the "member to be" DUT will not become active member

	2. ES3526XA-38-00076 --- When enable auto-Vlan assignment function, the mac of the packet with other vlan will be learned on the assignment vlan.

	3. ES3526XA-38-00077 --- When disable mac-authentication and dynamic-vlan, the mac-authentication function still work.

	4. ES3526XA-38-00078 --- When enable mac-authentication, the mac of the tagged packets with other vlan id learned on native vlan.

	5. ES3526XA-38-00079 --- When enable auto-vlan assignment function, all ports on DUT only permit one mac-address learning.

	6. ES3526XA-38-00080 --- When enable mac-authentication and send packets with continuous mac, DUT will hang up.

	7. ES3526XA-38-00083 --- MVR:After disable/enable MVR, multicast packets will flood to all MVR receiver port.

	8. ES3526XA-38-00084 --- When receive packets with authenticate mac again, DUT does not  restore the aging time of this mac.

	9. ES3526XA-38-00092 --- MVR:DUT can not replace the source ip of IGMP report which receive from receiver to MVR vlan ip

	10. ES3526XA-38-00093 --- MVR:When shutdown/disconnect mvr recever port, the dynamic group membership and forwarding information does not removed

	11. ES3526XA-38-00094 --- Spanning-tree & cluster & lacp can't work together .

	12. ES3526XA-38-00096 --- Support DHCP option 82 relay agent 


V2.3.1.4

	1. ES3526XA-38-00045 --- Support TACACS+ per user per password

	2. ES3526XA-38-00073 --- When enable NTP, DUT can't update timer automatically.

	3. ES3526XA-38-00074 --- When enable SNTP, DUT can't send NTP packets.

	4. ES3526XA-38-00075 --- IGMP Filter:Mixed igmp filter and throttling will cause multicast packets flood and ICMP no response

	5. ES3526XA-38-00082 --- Delete all configuration file the DUT can not boot up successfully

	6. ES3526XA-38-00083 --- MVR:After disable/enable MVR, multicast packets will flood to all MVR receiver port.

	7. ES3526XA-38-00088 --- Reduce the number of MSTP instances to be 8


V2.3.1.2

	1. Support IGMP filtering and throttling

	2. ES3526XA-38-00046 --- Request of information - TFTP copy message

	3. ES3526XA-38-00047 --- Cluster: The internal-ip setting on commander is useless

	4. ES3526XA-38-00048 --- Cluster: Set different system name to member DUT, the old system name will  appended to new system name.

	5. ES3526XA-38-00050 --- Cluster:Commander can not send trap after member cold/warm start and authentication failure

	6. ES3526XA-38-00051 --- Cluster:After reboot commander, the description in candidate table will disappear

	7. ES3526XA-38-00053 --- After reboot, the setting of ip name-server is disappear

	8. ES3526XA-38-00054 --- The type displayed under dns cache is incorrect

	9. ES3526XA-38-00055 --- DUT should purge out the cache entry which is timeout.

	10. ES3526XA-38-00057 --- MVR : Redundant error message when configure trunk port MVR parameters.

	11. ES3526XA-38-00058 --- MVR : Trunk related mvr configurations can't be saved after copy running to startup.

	12. ES3526XA-38-00059 --- MVR : Trunk port can't receive mvr group multicast data.

	13. ES3526XA-38-00060 --- MVR : The maximum MVR group range count is incorrect.

	14. ES3526XA-38-00061 --- MDPA : Port can not move back from VLAN X to default VLAN after plug out/in cable.

	15. ES3526XA-38-00062 --- MDPA:DUT can only permit 1 MAC address on the all ports of the DUT

	16. ES3526XA-38-00063 --- MDPA : The Age information display is not correct when set the aging time to 0

	17. ES3526XA-38-00064 --- NTP: can not auto updated timer from NTP server

	18. ES3526XA-38-00066 --- MDPA:can not join dynamic vlan when the port was be set to tagged port

	19. ES3526XA-38-00067 --- Support MSTP in WEB.


V2.3.1.0

	1. Support MVR

	2. Support IGMP fast leave

	3. Support IP clustering

	4. Support MAC authentication

	5. Support MSTP

	6. Support DNS


V2.3.0.0

	1. Support 802.1X PEAP/TLS/TTLS authentication


V2.2.8.14

	1. ES3550YA-38 PVLAN problem

	2. ES3550YA-ZZ-00299        Protocol VLAN:the DUT can't handle protocol vlan well when forward tagged frame to the vlans that same as tagged VID 

	3. ES3550YA-ZZ-00301        L2SW:there is packets lost when port send multicast packets with 1518 bytes,100% traffic loading,in 1000 full

	4. ES3550YA-ZZ-00307        Layer2 Switch:DUT will forward illegal frames (eg:ff-ff-ff-ff-ff-ff or 11-11-11-11-11-11). 


V2.2.8.5
	1. ES3526XA-38-00001   Headline: L2Switch: Head of line blocking test in 100M/F or 10M/F fail.

	2. ES3526XA-38-00018   Headline: NTP support needed

	3. ES3526XA-38-00021   Headline: NTP:insignificant and complicated information for customer

	4. ES3526XA-38-00022   Headline: NTP:Not enough informaiton for NTP server and key

	5. ES3526XA-38-00024   Headline: Applying rate limiting 64K granularity in Leo switchs for Edge-core

	6. ES3526XA-38-00025   Headline: Applying rate-limiting 64Kgranularity on Leo switchs for Edge-core

	7. ES3526XA-38-00026   Headline: Applying rate-limiting 64K granularity on Leo switchs for Edge-core

	8. ES3526XA-38-00027   Headline: Applying SNMPv3 on Leo switchs for Edge-Core

	9. ES3526XA-38-00028   Headline: Applying SNMPv3 on Leo switch for Edge-core

	

	


V2.2.7.3
	1. Support NTP function

	


V2.2.7.0

	1. Configure the smtp message in the mib,after a while ,console hang.

	2. LACP port enable security will cause all mac address be learned to secure state

	3. Switch will show the message.OR the switch will hang up in pvlan

	4. SNMP: cannot download config file to RAM（EPR: ES3526XA-38-00010）

	


V2.2.6.8

	1 Fix some mib issues (EPR_ID: ES3526XA-38_00010, ES3526XA-38_00011)

	2 Fix the bug about fiber port, when set it to force speed 1000full, DUT prompt wrong information.(EPR_ID:ES3526XA-38_00014)

	3 Fix port trunk issue.( EPR_ID:ES3526XA-38_00012)


modifications:
V2.3.3.0

	1. ES3526XA-38-00207 --- Enhancement: Porting DHCP Snooping (but exclude IP Source Guard) to LEO project

	2. ES3526XA-38-00213 --- Support banner

	3. ES3526XA-38-00215 --- Support RADIUS accounting

	4. ES3526XA-38-00222 --- Support TACACS+ accounting

	5. ES3526XA-38-00252 --- MAC addresses age out on a port with Port Security enabled


V2.3.1.12

	1. Enlarge cluster members from 16 to 36


V2.3.1.7

	1. Support DHCP option 82 relay agent 


V2.3.1.2

	1. Support IGMP filtering and throttling


V2.3.1.0

	1. Support MVR

	2. Support IGMP fast leave

	3. Support IP clustering

	4. Support MAC authentication

	5. Support MSTP

	6. Support DNS


V2.3.0.0
	1.Support 802.1X PEAP/TLS/TTLS authentication 


V2.2.8.5
	1.Support DHCP relay option 82


V2.2.7.3
	1. Support NTP function


Known Bugs and Issues:
	1. ES3526XA-38-00033 --- Jumbo frames on MR2226-2C

	2. ES3526XA-38-00100 --- DUT would shall error message when configure cluster member from telnet mode

	3. ES3526XA-38-00112 --- When DUT received IGMP leave message,after 2 seconds ,DUT  would not time out the group .

	4. ES3526XA-38-00116 --- COS : Strict mode can't work.

	5. ES3526XA-38-00119 --- Network Monitor: Object "dot1dStaticStatus" option (1:other) and (2:invalid) behavior as the same.

	6. ES3526XA-38-00121 --- LED Test:Port LED still colors green after the port enables shutdown.

	7. ES3526XA-38-00122 --- LED Test:Diag LED sometimes colors green blinking but smometimes does't when DUT is booting up.

	8. ES3526XA-38-00123 --- IGMP filter : The raceived rate of multicast on the filter port is incorrect.

	9. ES3526XA-38-00125 --- Rate Limit: Ingress RL is inaccurate.

	10. ES3526XA-38-00126 --- Rate Limit: Egress RL is inaccurate.

	11. ES3526XA-38-00133 --- DUT would show  wrong  encoding characters when boot  DUT

	12. ES3526XA-38-00147 --- MR2226-2C combo port question

	13. ES3526XA-38-00148 --- L2Switch:when enable flow control on DUT,pause frame always flood to port 26

	14. ES3526XA-38-00149 --- STORM:the DUT shall not  handle the broadcast storm control well

	15. ES3526XA-38-00150 --- DNS: The DUT don't respond to the  client when the client sends a query to it.

	16. ES3526XA-38-00151 --- L2Switch:frames destined congested port have packets lost

	17. ES3526XA-38-00170 --- Current group count may become to negtive in IGMP throttling

	18. ES3526XA-38-00171 --- SmartSWSystem: When we inject multicast data over 64 groups, CLI is halted and all uni-cast packets flooding.

	19. ES3526XA-38-00175 --- DNS:There is no error message when the length of the characters for "host name"  keyed in by user exceed the range(127).

	20. ES3526XA-38-00178 --- DNS: Can't ping to the host whose name composed of numbers from the DUT.

	21. ES3526XA-38-00180 --- NetworkMonitor:The etherHistoryUtilization show value around 89%, but the actual utilization is 100%.

	22. ES3526XA-38-00184 --- Rate limiting enable port below512k granularity influences to other disable rate limiting port.

	23. ES3526XA-38-00188 --- SmartSWSystem-: After we enable mac-authentication on some port, DUT cannot create any multicast group.


Any other problems than those listed above should be reported to our Technical Support Staff.

Known RESTRICITIONS AND Limitations:
	1. Chip limitation
The monitoring port can do traffic monitoring only. It does not allow packets switching and monitoring function worked simultaneously.

	2. Chip limitation
RMON drop event counts when RX packet rate > rate limit or broadcast threshold. 

	3. Chip limitation
Strict Priority can only be applied to Queue#3. W.R.R was applied to Queue#0~#2. 

	4. Chip limitation

When port security was enabled for a particular port, if the source MAC address of the particular packet from the secured port was already learned/set at the chip’s ARL table, the switch will continue to forward the specific packet at the secured port.

	5. Chip limitation
The broadcast control threshold setting takes effect on all ports. 

	6. Chip limitation
IP Precedence/DSCP/Port of traffic classification is system-wide setting.

IP Precedence/DSCP priority enabled, the VLAN Tag priority will be disable automatically,

Re-disable IP Precedence/DSCP priority, the VLAN Tag priority will re-enabled automatically.

	7. Chip limitation
IEEE standard specify priority mapping is per port setting. Because of the chip limitation, so the system can’t do per port setting. Even CLI, WEB and SNMP are all showed per port based setting, but actually all the setting will refer to system-wide setting.  In other words, no matter which port we set for COS mapping, it’s all system-wide setting even the setting is showing per port base setting.

	8. MAC address aging time is about +/- 1/8 of the setting value.

	9. Rate Limit=Granularity (FE: 512Kbps, 1000Kbps, 3300Kbps or GE: 33300Kbps) * Level (1~30).
Granularity is system-wide setting. 
Level is per port setting.

	10. The firmware does not support SNTP broadcast mode (CPU process power issue)

	11. The firmware does not support IEEE 802.1s, IEEE 802.1v, DiffServ and SNMPv3 (CPU process power issue)

	12. The maximum size of the supported configuration file is 100 KB.

	13. If too many control packets are sent to switch’s CPU simultaneously, some of the control packets may be lost This is related to the limited number of buffers were allocated to the CPU and CPU process power issue.

	14. Chip limitation

May not learn all mac addresses when lots of unknown source mac address packets need learn by high communication speed

	15. Unknown multicast data can not be filtered under enable IGMP Snooping. M'cast data will be flooding to VLAN members

	16. MAC ACL only support per-system wide configuration, should apply to all port even MAC ACL bound to a specified port.

	


Compliance support:
	Compliance Level
	Compliant

	Year 2003
	YES*


Known Anomalies: None.

IEEE Standards Support:
	Standard
	Title

	IEEE 802.1D
	Transparent Bridging Specifications (ISO/IEC 10038)

	IEEE 802.1p
	Traffic Class Expediting and Dynamic Multicast Filtering

	IEEE 802.1Q
	Virtual Bridged Local Area Networks

	IEEE 802.1w
	Rapid Spanning Tree

	IEEE 802.2    
	Local Area Networks, Logical Link Control (LLC)

	IEEE 802.3    
	CSMA/CD 9 (ISO/IEC 8802-3)

	IEEE 802.3I   
	10Base-T (ISO/IEC 8802-3, clause 14)

	IEEE 802.3u  
	100Base-TX (ISO/IEC 8802-3, clause 25)

	IEEE 802.3x
	Flow Control

	IEEE 802.3z
	1000Base-SX, 1000Base-LX

	IEEE 802.3ab
	1000Base-TX

	IEEE 802.3ac
	VLAN Tag

	IEEE 802.3ad
	Link Aggregation

	IEEE 802.1X
	Port-based Network Access Control


IETF Standards MIB Support:
	RFC No.
	Title
	Groups Supported

	1907
	SNMPv2-MIB (MIB II)
	- system group ( 1-9)

- snmp group (1-6, 8-22, 24-32)

	2011
	IP-MIB (MIB-II)
	- ip group (1-20, 22-23)
- icmp group (1-26)

	2012
	TCP-MIB (MIB-II)
	- tcp group (1-15)(tcpConnTable only support read.)

	2013
	UDP-MIB (MIB-II)
	- udp group (1-5)

	IEEE

802.1X MIB
	IEEE8021-PAE-MIB
	- dot1xPaeSystem (1-2)

- dot1xPaeAuthenticator (1-3)(not support per-port timer setting)

	1493
	Bridge MIB
	- dot1dBase group (1-4)
- dot1dStp group (1-15)
- dot1dTp group (1-4)
- dot1dStatic group (1)

	2863
	Interfaces Evolution MIB (IF-MIB)


	- interface group (1-2) (ifadminStatus not support set to  3(testing))

- ifXTable group (1)
- ifStackTable group (1)(support   

read-only)

	2819
	RMON MIB
	- statistics group (1)
- history group (1-2)
- alarm group (1)
- event group (1-2)

	2618
	RADIUS MIB
	- radiusAuthClientMIB (1)

	2665
	Etherlike MIB
	- dot3StatsTable group (1-19)

	2737
	Entity MIB
	· entityPhysical group (1-16) 

(support read-only)

	2674
	P-bridge
	- dot1dExtBase group (1-4)
- dot1dPriority group (1,3) 
- dot1dGarp group (1)

	2674
	Q-bridge
	- dot1qBase group (1-5)
- dot1qTp group (1-2)
- dot1qStatic group(1)
- dot1qVlan (1-5) (9-10)


ES3526XA Private Enterprise MIB Support:
	Title
	Version

	ES3526XA.mib
	20050406001


SNMP Trap Support:
	RFC No.
	Title

	RFC 1215
	ColdStart (v1)
warmStart (v1)
linkDown  (v1)
linkUp    (v1)
authenticationFailure (v1)

	Rfc 1907
	coldStart (v2c)
warmStart (v2c)
authenticationFailure (v2c)

	Rfc 2863
	linkDown  (v2c)
linkUp    (v2c)

	RFC 1493
	newRoot (v1)
topologyChange (v1)

	Rfc 1757
	risingAlarm (v1)

fallingAlarm (v1)

	RFC 2819
	risingAlarm (v2c)
fallingAlarm (v2c)
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