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CUSTOMER RELEASE NOTES

ES4612-38
Firmware Version 1.0.6.13
INTRODUCTION:
ES4612-38 is a switch containing defines 12-port Gigabit Ethernet Layer 2/3/4 Switch. The switch provides 8 slot-in minigbic GE ports and 4 combo ports (minigbic and 10/100/1000 TX combo).
 The base hardware is a 1U height, 19” rack mountable metal enclosure. The switch can be managed either by in-band management via the network station remotely or out-of-band management via the console port (RS232) locally. An imbedded Web agent also provides management capability to any computer on the network via common Http browsers such as Netscape Navigator or Microsoft’s Internet Explorer (both browsers should be Version 6.0 or above).

Local Console Management (LCM) allows the user to monitor and configure the ES4612-38 from a VT-type terminal. LCM can be used to configure features such as SNMP community names and access rights, Port Enable/Disable, firmware downloads, and Device IP address as well as most other parameters. LCM can also provide statistical and diagnostic information about the entire device or an individual port.

Management of the switch is password protected; the same password is used for LCM and for the Web browser interface. Prior to accessing the Management Module via a network connection, a valid IP address, subnet mask, and in some cases a default gateway must be configured using an out-of-band connection or the BootP/DHCP protocol. The management option provides SNMP, RMON (4 groups: 1,2,3,9), and Web management for system control and statistical monitoring.

	It is recommended that one thoroughly review this release note prior to the installation or upgrade of this product.


Firmware Specification:
	Status
	Version No.
	Type
	Release Date

	Formal release Version
	1.0.6.0
	Customer
	2009/5/11

	Patch Version
	1.0.6.6
	Customer
	2009/12/25

	Patch Version
	1.0.6.7
	Customer
	2010/2/8

	Patch Version
	1.0.6.8
	
	2010/3/17

	Patch Version
	1.0.6.9
	Patch
	2010/8/9

	Patch Version
	1.0.6.10
	Patch
	2010/10/25

	Patch Version
	1.0.6.11
	Patch
	2010/11/24

	Patch Version
	1.0.6.12
	Patch
	2011/1/26

	Patch Version
	1.0.6.13
	Patch
	2011/7/21


HARDware compatibility:
ALL

BootPROM compatibility:
ALL
Network Management Software Support:
	NMS Platform
	Version No.
	Module No.

	TBD
	 
	 


If you install this image, you may not have control of all of the latest features of this product until the next version(s) of network management software. Please review the software release notes for your specific network management platform for details.

SUPPORTED FUNCTIONALITY:
	Category
	Feature
	Support

	Monitor Environment
	Power Status
	Yes

	Switching Features

	VLAN
	802.1Q – Tag-based
	Yes

	
	802.1Q – Port-based
	Yes

	
	802.1Q – Remove Tag 
	Yes

	
	802.1V – Protocol VLAN
	Yes

	
	255 VLANs per switch
	Yes

	
	GVRP(127+ VLANs per switch)
	Yes

	Priority/ CoS
	L2: 802.1p – Tag-based
	Yes

	
	L2: 802.1p – Port-based
	Yes

	
	L2: 802.1p – Queuing
	8 queues per port

	
	L3 Aware: IP TOS
	Yes

	
	IP Precedence
	

	
	IP DSCP
	Yes

	
	WRR (Weighted Round Robin Queueing)
	Yes

	Link Aggregation
	802.3ad (LACP)
	Yes

	
	Cisco EtherChannel (Static)
	Yes

	Port Mirroring
	Port Mirroring
	Yes

	Rate Limiting
	Ingress/Egress (Configuration per port)
	Yes

	Multicast Support
	IGMP Snooping
	Yes

	
	Broadcast Storm

Control
	Yes

	Spanning Tree
	Spanning Tree Protocol (STP, IEEE 802.1D)
	Yes

	
	Rapid Spanning Tree Protocol (RSTP, IEEE 802.1w)
	Yes

	
	Multiple Spanning Tree Protocol (MSTP, IEEE 802.1s)
	Yes

	Routing Features

	Multicast Routing
	DVMRP (Distance-Vector Multicast Routing Protocol)
	Yes

	
	PIM DM (Protocol-Independent Multicasting Dense Mode)
	Yes

	
	IGMP (Internet Group Management Protocol)
	Yes

	IP Routing
	ARP, Proxy ARP
	Yes

	
	Static Routes
	Yes

	
	RIP V1/V2 (Routing Information Protocol V1/V2)
	Yes

	
	OSPF v2 (Open Shortest Path First Version 2)
	Yes

	
	VRRP (Virtual Router Redundancy Protocol)
	Yes

	Additional Feature
	CIDR (Classless Inter-Domain Routing)
	Yes

	System Software

	IP Address Management
	Static
	Yes

	
	BootP
	Yes

	
	DHCP client / relay / server
	Yes

	Configuration Management
	Configuration File
	Yes

	
	Firmware upgrade
	Yes

	
	Dual firmware images
	Yes

	Access Control
	Various privileges
	Yes

	
	Remote authentication & authorization – RADIUS
	Yes



	
	Remote authentication & authorization – TACACS 
	Yes

	
	802.1x Port based
	Yes

	
	HTTPS
	Yes

	
	SSH 2.0
	Yes

	Web Management
	Switch Front Panel View
	Yes

	
	Look & Feel
	Yes

	
	Support Secure socket layer
	Yes

	
	WEB enhanced counters and utilization counters
	Yes

	Character-Based Management
	Cisco-like CLI via Telnet and Serial Port
	Yes

	Logging
	Event logging
	Yes

	
	Command line activity
	Yes 

	
	Remote syslog(RFC-3164)
	Yes

	SNMP Management
	SNMP v3
	Yes

	
	MIB support
	Yes

	
	Private MIB
	Yes

	
	Alerts 
	Yes

	
	SNMP access IP address filtering
	Yes

	Port Security
	Mac Based Port Security
	Yes

	
	Intrusion action shutdown and Trap
	Yes


	MAU MIB
	MAU MIB
	Yes


	DNS Server
	DNS Server
	Yes


	SNTP
	Simple Network Time Protocol
	Yes


	SMTP
	Mail Alerts
	Yes


	3rd party management applications
	HP OpenView for Windows
	Yes


Installation and Configuration Notes:
In general, the ES4612-38 will be shipped to you pre-configured with this version of firmware. If you would like to upgrade an existing ES4612-38, please follow the TFTP download instructions that are included with your firmware image upgrade kit. TFTP download instructions are also available on the Ericsson Support web site at: www.edge-core.com
Firmware Changes and Enhancements:
The following issues are the enhancement in this release of firmware.

Loader 

	V2.3.0.0

1. Change CAS Latency from 2 to 3.

2. Change the Refresh Interval to 920.

	V2.3.0.1

1. Support auto baud rate.


Diagnostic Code

	V2.2.0.0
1. Add a Resume Post Command in CLI.


	V2.2.0.1

1. Support auto baud rate.


Runtime Code

	V1.0.2.26
1. A SSH issue. When upload RSA 768 or 1024 key size to DUT from TFTP server, the DUT cannot write to flash programming.

	V1.0.2.31

1. A MSTP issue. After show spanning-tree mst configuration, the instances information is error.

2. A PIM-DM issue. IGMP Join Report Processing is error.

	V1.0.2.32
1.     Change the value of the max number of primary subnet from 32 to 256.

	V1.0.2.33

1.     ES4612-38-00064 --- RIP:save and reboot the DUT will loss rip entry.

	V1.0.2.35

1.     ES4612-38-00065 --- ES4612 IGMP Snooping unknown Mcast-packet flooding issue

	V1.0.2.36

1.     ES4612-FM-00007 --- MR3312 Mask ACL problem with duplicate rules

	V1.0.2.37

1.     ES4612-FM-00008 --- 10.0.0.0 route problem

	V1.0.2.38

1. ES4612-FM-00011 --- MR3312 lost snmp view

2. ES4612-38-00066 --- RMON problem

	V1.0.2.39

1. ES4612-FM-00009 --- ospf ospf dead interval disappear prpblem

	V1.0.2.40

1. ES4612-FM-00010 --- PIM-DM problem when route table changes to source IP in mroute table

	V1.0.2.41

1. Enlarge multicast group entry from 64 upto 255

	V1.0.2.42

1. ES4612-38-00068 ---  4 OSPF SNMP problem

	V1.0.2.43
1. ES4612-38-00069 --- switch can’t 
ecognize leave packet with Source ip =0.0.0.0

	V1.0.2.44

1. ES4612-38-00070 --- Web UI should check password length

	V1.0.2.45

1. ES4612-20-00335 --- 20-2007-06-04-Esn410 loss IP management interface
2. ES4612-20-00336 --- Snmp host and snmp set will cause the ping fail

	V1.0.2.46

1. ES4612-38-00071 --- ES4612 port channel configure queue bandwidth

	V1.0.2.47 (Fail)

1. Support Diffsrv

	V1.0.2.48

1. Support Diffsrv

	V1.0.2.49

1. ES4612-38-00072 --- the message showing in the console and telnet is different

2. ES4612-38-00073 --- ES4612 ACL configuration question

3. ES4612-38-00074 --- ES4612C: IGMP Joins are not handled correctly (Tagged VLAN, PIM DM)

	V1.0.2.50
1. ES4612-38-00075 --- ES4612: ACL with Priority and DSCP cannot be set on port.

	V1.0.2.51

1. ES4612-38-00078 --- obtaining IP-MAC pairs from not all VLANs by SNMP 0n ES4612 priority low

2. ES4612-38-00080 --- ES4612 : GVRP is not working properly when trunk port is set as acceptable-frame-type tagged

3. ES4612-FM-00012 --- MR3312 SNMP ospfAreaLsaChksumSum is sometimes not correct

	V1.0.2.52

1. ES4612-38-00082 --- Switch will not send trap with F/W v1.0.2.50

	V1.0.2.53

1. ES4612-38-00086 --- Fail to add/delete an arp table entry via snmp
2. ES4612-38-00087 --- Increase quantity of multicast forwarding entry to 255

	V1.0.2.54

1. ES4612-FM-00013 --- ES4612-FM-00013: MR3312 SNMPv3 trap problem

	V1.0.2.55

1. ES4612-38-00088 --- When setting ACL out whether MAC ACL or IP standard ACL, It’s doesn’t work in v1.0.2.54

2. ES4612-38-00090 --- If creating 255 VLANs and assign IP to every VLAN, the 170th VLAN IP will fail when assign

3. ES4612-38-00091 --- Policy-maps don’t work normally

	V1.0.2.56

1. ES4612-38-00096 --- Problem of LACP

	V1.0.2.57

1. ES4612-38-00095 --- PC & switch can’t ping each other after nessus scanning a period of time.
2. ES4612-38-00098 --- MR3312(ES4612-38) jumbo frames fail on management problem!

	V1.0.5.1

1. ES4612-17-00078 --- New feature: support Multicast VLAN Registration (MVR) protocol.
2. ES4612-38-00097 --- New feature: support OSPF – redistribute connected.

	V1.0.5.2 (Formal Release: tested by NTC, conditional passed by Brand)
1. ES4612-38-00109 --- MVR: The ports which send IGMP report packets did not join MVR VLAN when enable MVR function, and also did not receive multicast data.

2. ES4612-38-00110 --- MVR: DUT shows the wrong type when the join packet group was defined by MVR.
3. ES4612-38-00111 --- MVR: DUT can not show the group status by Web UI.
4. ES4612-38-00112 --- MVR: DUT can not join the port to group when this port is a MVR source port.
5. ES4612-38-00113 --- MVR: Multicast table and MVR member table can not clear when client pc has send leave packet.
6. ES4612-38-00114 --- MVR: The join client will leave and stop to receive the multicast packets automatically.

	V1.0.6.0 (Formal Release: tested by NTC, conditional passed by Brand)
1. Only version number is changed, this version doesn’t have any modification and resolved EPR.

	V1.0.6.1

1. ES4612-38-00115 --- MST VLAN map problem.

2. ES4612-38-00116 --- Fails to set PVLAN in aggregation port.

3. ES4612-38-00118 --- Enhancement: support 4K VLAN.

4. ES4612-38-00119 --- Enhancement: extend the configurable MVR group to 1024.

	V1.0.6.2

1. ES4612-38-00120 --- MAC address table cannot display the learned addresses of last trunk port
2. ES4612-17-00119 --- Enhancement: new feature support – VLAN Trunking
3. ES4612-17-00120 --- Enhancement: new feature support – EAPS
4. ES4612-17-00121 --- Enhancement: extend the login password length to 32 bytes
5. ES4612-17-00122 --- Enhancement: support multiple RADIUS servers (maximum 5 server)

	V1.0.6.3

1. ES4612-38-00121 --- SNMP is slowing down while reading a lot of MACs
2. ES4612-38-00122 --- Can’t set aclAclGroupEgressIpAcl

	V1.0.6.5

1. ES4612-38-00123 --- SNMP walk problem, can’t SNMP walk 6.10.57.1.44 (MVR MIB)

	V1.0.6.6

1. ES4612-38-00132 --- MR3312 SNMP problem with 150 VLANs (resubmitted from ES4612-FM-00018)


V1.0.6.7

	1
	ES4612-38-00133
	shown running-config command should implement with interface options which already implemented with ES3528M FW V1.3.7.5


V1.0.6.8
	1
	ES4612-38-00134
	ES4612 ip igmp snooping problem.

	2
	ES4612-38-00135
	SNMPV3 will dead after setting clock time zone

	3
	ES4612-38-00136
	ES4612 config bug

	4
	ES4612-38-00137
	ES4612, fw 1.0.6.7 - problem with configuration file


V1.0.6.9

	1
	ES4612-38-00140
	switchport acceptable-frame-types tagged is dropping LACP packets

	2
	ES4612-38-00141
	ES4612: Cannot remove vlan from mst config when it is not defined in VLAN database

	3
	ES4612-38-00143
	ES4612 - incorrect work of MSTP

	4
	ES4612-17-00131
	800switches in UoW not able to learn and clear mac-add table

	5
	ES4612-17-00132
	Combo ports media type configuration lost after group to the port-channel.


V1.0.6.10

	1
	ES4612-38-00145
	LGN:  Enhance Modify super password to MD5+Randon key


V1.0.6.11

	1
	ES4612-38-00146
	After reboot, the PVLAN uplink port which created by LACP will be loss

	2
	ES4612-38-00147
	[enhance] support username length more than 8 chars. Up to 32 chars.


V1.0.6.12

	1
	ES4612-38-00148
	Coding defect in stktplg_om.c

	2
	ES4612-38-00149
	problem ES4612( Ping dut loss after boot dut many hours later. PC still can ping PC) snmp server /snmp walk


V1.0.6.13

	1
	ES4612-38-00150
	strang log message(IGMP)

	2
	ES4612-38-00151
	UDP packets will increase checksum error in command "show ip traffic"


modifications:
V1.0.6.7

	1
	Support show running-config command with interface options


V1.0.6.11

	1
	[enhance] support username length more than 8 chars. Up to 32 chars.


Known Restrictions and Limitations:
	Those issues are under debugging as follows:
1. 


Any other problems than those listed above should be reported to our Technical Support Staff.

Compliance support:
	Compliance Level
	Compliant

	Year 2005
	YES*


Known Anomalies: None.

IEEE Standards Support:
	Standard
	Title

	IEEE 802.1D
	Transparent Bridging Specifications (ISO/IEC 10038)

	IEEE 802.1Q
	Virtual Bridged Local Area Networks

	IEEE 802.1p
	Traffic Class Expediting and Dynamic Multicast Filtering

	IEEE 802.1s
	Multiple Spanning Tree

	IEEE 802.1v
	Protocol VLAN

	IEEE 802.1w
	Rapid Spanning Tree

	IEEE 802.1x
	Port Authenication

	IEEE 802.2    
	Local Area Networks, Logical Link Control (LLC)

	IEEE 802.3    
	CSMA/CD 9 (ISO/IEC 8802-3)

	IEEE 802.3I   
	10Base-T (ISO/IEC 8802-3, clause 14)

	IEEE 802.3u  
	100Base-TX (ISO/IEC 8802-3, clause 25)

	IEEE 802.3x
	Flow Control

	IEEE 802.3z
	1000Base-SX, 1000Base-LX

	IEEE 802.3ab
	1000Base-TX

	IEEE 802.3ac
	VLAN Tag

	IEEE 802.3ad
	Link Aggregation


IETF Standards MIB Support:
	RFC No.
	Title
	Groups Supported

	1213
	MIB-II
	- system group
- interfaces group 
- ip group
- icmp group
- tcp group
- udp group
- snmp group

	1493
	Bridge MIB
	- dot1dBase group 
- dot1dStp group 
- dot1dTp group
- dot1dStatic group

	2863
	Interfaces Evolution MIB
	- ifXTable group
- ifStackTable group

	2819
	RMON MIB
	- statistics group
- history group
- alarm group
- event group

	2618
	RADIUS MIB
	- radiusAuthClientMIB

	2665
	Etherlike MIB
	- dot3StatsTable group

	2737
	Entity MIB
	- entityPhysical group

	2674
	P-bridge
	- dot1dExtBase group 
- dot1dPriority group 
- dot1dGarp group

	2674
	Q-bridge
	- dot1qBase group 
- dot1qTp group 
- dot1qStatic group
- dot1qVlan

	2668
	MAU MIB
	- dot3IfMauBasic group 
- dot3IfAutoNeg group 

	2096
	IP Forwarding MIB
	· 

	1724
	RIPv2 MIB
	· rip2Global group

· rip2IfStat group

· rip2IfConf group

	2932
	IPv4 Multicast Routing MIB
	· ipMRouteTable group

· ipMRouteNextHopTable group

· ipMRouteInterfaceTable group

	2933
	Internet Group Management Protocol MIB
	· igmpInterfaceTable group

· igmpCacheTable group

	2934
	Protocol Independent Multicast MIB for IPv4
	· pimInterfaceTable group

· pimNeighborTable group

· pimIpMRouteTable group

· pimIpMRouteNextHopTable group

	1850
	Open Shortest Path First
	· ospfGeneralGroup

· ospfAreaTable

· ospfStubAreaTable

· ospfLsdbTable

· ospfIfTable

· ospfIfMetricTable

· ospfVirtIfTable

· ospfNbrTable

· ospfVirtNbrTable

· ospfExtLsdbTable

· ospfAreaAggregateTable

	
	
	


rivate Enterprise MIB Support:
	Title
	Version

	ES4612-38.mib
	  


SNMP Trap Support:
	RFC No.
	Title

	RFC 1215
	coldStart
warmStart
linkDown
linkUp
authenticationFailure

	RFC 1493
	newRoot
topologyChange

	RFC 2819 
	risingAlarm
fallingAlarm
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