
ENGINEERING RELEASE NOTES

Fast Ethernet Switch ES3528MO/ES3552MO
Firmware Version 1.3.7.1
INTRODUCTION:
The ES3528M/ES3552M is a cost effective managed L2/L4 Fast Ethernet Standalone Switch. ES3528M contains 24 Ethernet/Fast Ethernet ports (1-24) and 4 Combo-Giga ports* (25-28). ES3552M contains 48 Ethernet/Fast Ethernet ports (1-48) and 4 Combo-Giga ports* (49-52).
* 10/100/1000 CU built-in associated Mini-GBIC slots

The base hardware is a 1U height, 19” rack mountable metal enclosure. The switch can be managed either by in-band management via the network station remotely or out-of-band management via the console port (RS232) locally. An imbedded Web agent also provides management capability to any computer on the network via common HTTP browsers such as Netscape Navigator (Version 6.2 or above) or Microsoft’s Internet Explorer (Version 5.0 or above).

Local Console Management (LCM) allows the user to monitor and configure the ES3528M/ES3552M from a VT-type terminal. LCM can be used to configure features such as SNMP community names and access rights, Port Enable/Disable, firmware downloads, and Device IP address as well as most other parameters. LCM can also provide statistical and diagnostic information about the entire device or an individual port.

Management of the switch is password protected; the same password is used for LCM and for the Web browser interface. Prior to accessing the Management Module via a network connection, a valid IP address, subnet mask, and in some cases a default gateway must be configured using an out-of-band connection or the BootP/DHCP protocol. The management option provides SNMP, RMON (4 groups: 1,2,3,9), and Web management for system control and statistical monitoring.

	It is recommended that one thoroughly review this release notes prior to the installation or upgrade of this product.


Firmware Specification:
	Firmware
	Version
	File Name

	Loader
	1.0.2.0
	ES3528_52M_loader_V1.0.2.0.bin

	Diagnostics
	1.2.0.1
	ES3528_52M_diag_V1.2.0.1.bix

	Software
	1.3.7.1
	ES3528_52M_opcode_V1.3.7.1.bix


	Status
	Version No.
	Type
	Release Date

	Phase 3.2

	Current Version
	1.3.7.1
	Patch
	2009/06/11

	Cancelled
	1.3.7.0
	QA
	2009/05/20

	Phase 3.1

	Cancelled
	1.3.5.0
	NTC
	2009/04/06

	Phase 3[.0]

	Current Version
	1.3.4.0
	Formal/ECN
	2009/02/24

	Previous Version
	1.3.3.1
	NTC
	2009/02/09

	Previous Version
	1.3.2.2
	NTC
	2009/01/16

	Previous Version
	1.3.2.1
	NTC
	2008/12/02

	Previous Version
	1.3.2.0
	NTC
	2008/11/14

	Previous Version
	1.3.0.2
	NTC
	2008/08/15

	Previous Version
	1.3.0.1
	NTC
	2008/07/18,11

	Previous Version
	1.3.0.0
	NTC
	2008/06/27

	Cancelled
	1.2.1.1
	NTC
	2008/06/02

	Cancelled
	1.2.1.0
	NTC
	2008/04/17

	Cancelled
	1.2.0.0
	NTC
	2008/03/19


HARDware compatibility:
ALL

BootPROM compatibility:
ALL
Network Management Software Support:
	NMS Platform
	Version No.
	Module No.

	TBD
	 
	 


If you install this image, you may not have control of all of the latest features of this product until the next version(s) of network management software. Please review the software release notes for your specific network management platform for details.

SUPPORTED FUNCTIONALITY:
	Category
	Feature
	Support
	Priority

	Monitor Environment
	Power Status
	Yes
	RTS

	Layer 2 Features
	

	Link Aggregation
	802.3ad with LACP
	Yes

1) Total 8 Trunks (including Cisco EtherChannel Like trunks 

2) 2~8 port/trunk FE 

3) 4 port/trunk GE
	RTS

	
	Cisco EtherChannel Linked
	Yes

1) Total 8 Trunks (including Cisco EtherChannel Like trunks 

2) 2~8 port/trunk FE 

3) 4 port/trunk GE
	RTS

	
	Unicast / Multicast traffic Balance over Trunking port
	Yes
	

	VLAN
	IEEE 802.1Q – Tag-based
	Yes
	RTS

	
	IEEE 802.1Q – Port-based
	Yes (256 VLANs)
	RTS

	
	Private VLAN
	YES (Community)

(isolated PVLAN, Phase 3)
	RTS

	
	GVRP
	Yes 
	RTS

	
	802.1v – Protocol 
	Yes
	

	
	voice VLAN
	Yes
	

	
	MAC-based VLAN
	YES(Phase 3)
	

	
	IP-subnet VLAN
	YES(Phase 3)
	

	
	VLAN trunking
	YES(Phase 3)
	

	Spanning Tree
	IEEE 802.1D
	Yes
	RTS

	
	IEEE 802.1s
	Yes (8 instances)
	RTS

	
	IEEE 802.1w
	Yes
	

	
	Spanning Tree Fast Fording
	Yes
	

	
	Loop back detection
	YES(Phase 3)
	

	
	Auto edge port
	YES(Phase 3)
	

	
	BPDU filter/guard
	YES(Phase 3)
	

	
	Root guard
	YES(Phase 3)
	

	BroadCast Storm Control
	
	YES ( bit/sec )

1) per port rate control

2) range: 64K bits/sec - 100M bits/sec

3) resolution: 64K bits/sec

4) Broadcast, B+M, B+M+DLF
	

	IGMP Snooping
	IGMPSnooping v1/v2 support
	Yes(256 groups)
	

	
	IGMP v1/v2 querier support
	Yes
	

	
	IGMP Immediate Leave
	Yes
	

	
	IGMP Filtering and throttling
	Yes
	

	
	IGMP snooping Leave Proxy
	Yes
	

	
	IGMP v3 snooping
	Yes 
	

	MVR
	
	Yes
	

	Jumbo Frame
	10K(only supported in Giga)
	Yes
	

	QinQ
	
	Yes 
	

	QoS Features
	

	Number of priority queue
	
	Yes (4 queues/port)
	RTS

	Scheduling for priority queue
	WRR Priority scheduling
	YES

Fixed WRR weight 1:2:4:8(no way to change)
	

	
	Strict Priority scheduling
	YES

Once Strict Priority is selected, WRR can not work
	

	
	Hybrid(WRR + Strict) Priority scheduling
	No
	

	COS
	802.1p based COS
	Yes (per system)
	

	
	IP TOS Precedence based COS
	No
	

	
	IP DSCP based COS
	DSCP only (per system)
	

	
	TCP/UDP Port based COS
	No 
	

	Rate Limiting
	Ingress
	YES

1) Per Port-based

2) FE: 

- 64K bits/sec ~ 100Mbits/sec

- Resolution 64K bits/sec

3) GE: 

- 64K bits/sec ~ 1000Mbits/sec

- Resolution 64K bits/sec
	

	
	Egress
	YES

1) Per Port-based

2) FE: 

- 64K bits/sec ~ 100Mbits/sec

- Resolution 64K bits/sec

3) GE: 

- 64K bits/sec ~ 1000Mbits/sec

- Resolution 64K bits/sec
	

	DiffServ
	
	Yes
	

	Security Features
	

	Static/Dynamic Port Security (MAC-based)
	
	YES

1) Per system: Total 1024 MAC

2) Auto-learned support
	RTS

	802.1x
	Port-Based
	YES

1) Support Single host mode

2) Single host mode: 

- Per port 1 MAC
	

	
	MAC-based 
	YES (Phase 3) 
	

	
	Supplicant Support
	YES

1) support Win XP

2) support Win 2000 w/ SP4

3) support Win 95/98 w/ AEGIS
	

	
	VLAN assignment
	Yes 
	

	
	Guest VLAN
	Yes
	

	
	QoS assignment (w/o ACL profile)
	YES (Phase 3)
	

	
	EAPOL frames pass-through
	YES (Phase 3.1)
	

	
	QoS assignment w/ ACL profile
	YES (Phase 3.1)
	

	ACL
	Number of rules
	Mixed mode: 1024 rules

Extended mode: 500 rules

(per system) (Phase 3)
	

	
	L2/L3/L4
	YES

1) L2 SA/DA MAC, VLAN based

2) L3 IP SA/DA, subnet based

3) L4 TCP/UDP port
4)IPv6 (Phase 3)
	

	RADIUS authentication
	
	YES

1) Encryption : MD5

2) Multiple RADIUS Server:  5 servers
	

	RADIUS authorization and accounting
	
	Yes 
	

	TACACS+ authentication
	
	YES

1) Encryption : MD5

2) Single Server
	

	TACACS+ authorization and accounting
	
	Yes 
	

	TACACS+ 3.0
	Support Cisco ACS 3.0 server
	Yes
	

	MAC Based authentication
	
	YES
	

	HTTPS and SSL (Secured Web)
	
	YES

Support cipher:

1) AES128-cbc

2) 3ES-cbc

3) Blowfish-cbc
	

	SSH V1/V2.0 (Secured Telnet session)
	
	YES

Support cipher:

1) AES128-cbc

2) 3ES-cbc

3) Blowfish-cbc
	

	User name password 

authentication
	Local authentication
	YES

Cisco-like (5 User/Password)
	

	
	Remote authentication via RADIUS/TACACS+
	YES

Cisco-like
	

	Management Interface

 Access Filtering
	SNMP
	Yes
	

	
	WEB
	Yes
	

	
	Telnet
	Yes
	

	Instruction lock (link detection)
	
	YES (Phase 3)
	

	MAC filter
	
	YES (Phase 3)
	

	Management Features
	

	Cisco Like CLI
	
	Yes
	RTS

	
	CLI filtering and terminal setting
	YES (Phase 3)
	

	Web Based Management
	
	Yes
	RTS

	Telnet
	
	Yes (8 sessions)
	RTS

	Software Download
	TFTP
	Yes (opcode/diag/loader, Phase 3)
	RTS

	
	Xmodem
	Yes
	RTS

	
	Diag support TFTP download
	YES (Phase 3)
	

	
	FTP
	YES (Phase 3)
	

	
	HTTP
	YES (Phase 3)
	

	Auto Upgrade
	TFTP
	YES (Phase 3)
	

	Dual Image
	
	Yes
	RTS

	Configuration Download
	TFTP
	Yes (multiple copies)
	RTS

	SNMP
	V1
	Yes

1) 5 SNMP community string

2) 5 trap receivers
	RTS

	
	V2c
	Yes

1) 5 SNMP community string

2) 5 trap receivers
	RTS



	
	V3
	Yes
	RTS

	RMON
	RMON1(1,2,3,9 group)
	Yes

1) Statistic: 

- Total 24 entries

- Per port 1 entry  

2) Histroy:

- Total 48 entries

- Per port 2 entries

3) Alarm : 48 entries

4) Event : 24 entries

(Note: RMON configure will not be saved to Flash)
	RTS

	BOOTP
	Client
	Yes
	RTS

	
	Relay
	No
	RTS

	DHCP
	Client
	Yes
	RTS

	
	Relay
	No
	RTS

	
	Snooping
	Yes
	RTS

	
	Snooping Option 82
	Yes
	RTS

	
	Server
	No
	RTS

	
	dynamic provision (option 66,67)
	YES (Phase 3)
	RTS

	
	Relay Option 82
	YES (Phase 3.1)
	RTS

	IP Source Guard
	
	Yes
	RTS

	Port  Mirroring
	
	Yes (1 to many mirroring)
	RTS

	Event/Error Log
	Local Flash
	Yes 

1) 512 entries

2) 256Kbyte Flash
	RTS

	
	Remote server via System Log (RFC 3164)
	Yes

1) Cisco-like

2) Support up to 5 servers
	RTS

	
	SMTP
	Yes
	RTS

	DNS
	Client
	YES (Phase 3)
	RTS

	
	Proxy
	No
	RTS

	Remote Ping
	
	Yes
	RTS

	SNTP
	
	Yes

1) Support 3 Servers

2) User configurable
	RTS

	NTP
	
	Yes
	

	IP Clustering
	
	Yes(36 members)
	RTS

	LLDP(802.1ab, Link Layer Discovery Protocol)
	
	Yes
	

	UPnP
	
	Yes
	

	Banner
	
	Yes
	

	WEB authentication
	
	Yes
	

	sFlow
	
	YES (Phase 3)
	

	Dynamic ARP inspection (DAI)
	
	YES (Phase 3)
	

	VLAN mirror
	
	YES (Phase 3)
	

	MAC based mirror
	
	YES (Phase 3)
	

	ATC
	
	YES (Phase 3)
	

	Delay reload
	
	YES (Phase 3)
	

	CLI “show debug”
	
	YES (Phase 3)
	

	CLI “show tech”
	
	YES (Phase 3)
	

	CLI “show interfaces brief”
	
	YES (Phase 3)
	

	Cable Diagnostics /TDR
	
	YES (Phase 3.2)
	

	Port Utilization (kbits/sec, Pkts/sec, % Util in recent 300secs)
	
	YES (Phase 3.2)
	


Installation and Configuration Notes:
In general, the ES3528M/ES3552M Switch will be shipped to you pre-configured with this version of firmware. If you would like to upgrade an existing ES3528M/ES3552M Switch, please follow the TFTP download instructions that are included with your firmware image upgrade kit.
To download new firmware form a TFTP server, enter the IP address of the TFTP server, select “opcode” as the file type, then enter the source and destination file names. When the file has finished downloading, set the new file to start up the system, and then restart the switch. To start the new firmware, enter the “reload” command or reboot the system.
CLI commands:
Console#copy tftp file
TFTP server IP address: 192.168.1.23
Choose file type:
1. config:  2. opcode:  4. diag:  5. loader: <1,2,4,5>: 2
Source file name: opcode.bix
Destination file name: opcode.bix
\Write to flash programming.

Programming flash started.

Success.
Console#config
Console(config)#boot system opcode:opcode.bix
Console(config)#exit
Console#reload
Firmware Changes and Enhancements:
The following Known Issues have been fixed in this release of firmware.
Runtime V1.3.7.1; Diag V1.2.0.1; Loader V1.0.2.0
	Customer

	ES3552MO-FLF-38-00469

ES3528MO-FLF-38-00647
	(Enhance) Compatible with Cisco prestandard MST implementation in IOS Software earlier than V12.2(25)SED.
(New CLI command: “Console(config)#[no] spanning-tree cisco-prestandard”
Slow spanning-tree convergence time around 30sec while Cisco 3550 is the Root bridge (IOS C3550 Software V12.1(14)EA1a).

	ES3552MO-FLF-38-00463
	(Enhance) Make DHCP option 82 remote ID configurable for MAC or IP.
(New CLI command: “Console(config)# [no] ip dhcp relay information option remote-id {mac | ip}”

	ES3552MO-FLF-38-00644
	(DCR) DHCPSNP: Rouge server attack, log/trap in its IP address. (Current: MAC)

	ES3528MO-FLF-38-00652
	DAI: Rate-limiting for processing ARP messages is not applied on a trust port. (Console(config-if)#ip arp inspection limit rate <0-2048>)

	ES3528MO-FLF-38-00651
	Syslog in "DAI drop" provides amazing information on vlan/port#/sip/smac.

	ES3528MO-FLF-38-00643
	DHCPSNP: Remove those debug syslog messages that are RD private notices and harmless for function operation. ("SnoopDhcpPacket …”, “DHCPSNP_TASK_DhcpsnpRx_Callback”)

	ES3528MO-FLF-38-00638
	Remove DHCP snooping debuggin message from system log. (“ DHCPSNP_ENGINE_FwdDhcpPacket : AMTR Get l-port fail.”, " AddDynamicDhcpSnoopingBindingEntry : AMTR Get l-port ”)

	QA

	ES3552MO-FLF-38-00467
	DynamicQoSAssignment: IPv6-ACL does not work.

	ES3552MO-FLF-38-00466
	DynamicQoSAssignment: MAC-ACL does not work.

	ES3552MO-FLF-38-00465
	802.1X port-control mode can’t be set to ‘force-authorized’ or ‘force-unauthorized’ when the CLI command is typed in upper-case letters.

	ES3552MO-FLF-38-00464
	IPConfiguration: The current IP address is gone in a case like “Console(config-if)#ip addr 192.168.3.0 0.0.0.0” even though a failure message for the new IP setting.

	RD

	ES3552MO-FLF-38-00470
	(Enhancement) XSTP: To implement "13.25.1 allSynced" according to IEEE Std 802.1Q-2005.

	ES3552MO-FLF-38-00460
	Besides Status and Path, "show upgrade" also needs to provide File Name on the CLI/Web/SNMP.

	ES3528MO-FLF-38-00650
	[DevDrv,PHY] ComboG ports might not be able to link up by chance.

	ES3528MO-FLF-38-00641
	XSTP: After "debug spanning tree bpdu" is enabled, the console only displays tx BPDU.


(Cancelled) Runtime V1.3.7.0; Diag V1.2.0.1; Loader V1.0.2.0

	Customer

	ES3552MO-FLF-38-00459
	(Enhance) CLI: At a time configure static ip address of the switch, and optionally ip address of the default gateway.
(Enhanced CLI command: “Console(config-if)# ip address <swt_ip_addr> <net_mask> [default-gateway <gw_ip_addr>]”

	ES3552MO-FLF-38-00458
	(Enhance) IP source-gurad: 'max-mac-count' for user configuration
(New CLI command: “Console(config-if)#ip source-guard max-binding <1-16>”

	ES3552MO-FLF-38-00457
	(Enhance) Support ACL profile for dynamic QoS assignment, a.k.a. auto security

	ES3552MO-FLF-38-00456
	FR: Cable Diagnostics /TDR

	ES3552MO-FLF-17-00055
	(DCR) ‘sfp-preferred-auto’: Auto switching 1000T/SFP port type of a comboG port by link status, fiber then copper. (Current design: fixed SFP once module inserted)

	ES3552MO-FLF-17-00054
	(Enhance) Add priority option at configuring MVR/IGMPSNP
(New CLI command: “Console(config)#[no] mvr priority <0-6>”, “Console(config)#[no] ip igmp snooping priority <0-6>”)

	ES3552MO-FLF-17-00053
	(Enhance) System resources, CPU utilization and memory status, on the WebGUI and SNMP

	ES3552MO-FLF-17-00052
	FR: Port Utilization (kbits/sec, Pkts/sec, % Utilization in recent 300 seconds)

	ES3528MO-FLF-38-00629
	802.1X supplicant’s MAC address is not deleted even though it fails re-authentication, ex. client disconnected or station move.

	ES3528MO-FLF-38-00628
	MVR: “mvr type receiver” only works on “switchport mode hybrid”.

(Besides providing the particular error message of "MVR works only on switchport mode hybrid", a MVR receiver port shall be set to INACTIVE.)

	QA

	ES3552MO-FLF-38-00451

ES3552MO-FLF-38-00450
	NTP: The date/time of "Last Update Time" out of “show ntp” will not be updated beyond the polling interval - 1024 seconds.

NTP: After setting time by "calendar set", the switch can't update its system time from NTP server anymore.

	ES3552MO-FLF-38-00444
	802.1x: It should allow X+1 mac entries to pass when the maximum count is configured X.

	ES3552MO-FLF-38-00429
	NTP: The packets always carry version 3 even the NTP server version is set to 1.
(Removed the “ntp server <ip_addr> version {1 | 2 | 3}” command)

	ES3528MO 1-FLF-17-00082
	DHCP dynamic provision does not work when on DHCP server user configures 'String' format for the IP address of TFTP server (option 66).

	ES3528MO 1-FLF-17-00073
	Cluster: At a 2nd attempt it will succeed to set IP-pool on the same subnet as commander's IP address, but rcommand does not work on the commander.

	ES3528MO 1-FLF-17-00072
	Cluster: Console display an error message in “"aborted http_relay_action …” when WebGUI attempts to connect to a non-existing member

	ES3528MO 1-FLF-17-00071
	Cluster: An error message for http timeout is displayed on the console when WebGUI attempts to connect to a candidate member that does really not exist.

	ES3528MO 1-FLF-17-00069
	Cluster: WebGUI lists not only active members, but also the candidates (members to be) that will disappear in a while. (Should be active members only.)

	RD

	ES3552MO-FLF-38-00462
ES3528MO 1-FLF-17-00084
	CLI: Missing the "show logging trap" command for global settings of remotelog.

	ES3552MO-FLF-38-00460
	CLI: Missing the "show upgrade" command for global settings of status/path.


Runtime V1.3.5.0; Diag V1.2.0.1; Loader V1.0.2.0
	Customer

	ES3552MO-FLF-38-00424
	FR: EAPOL forwarding/transparent
(New CLI command: “Console(config)#[no] dot1x eapol-pass-through”. Default: Disabled)

	ES3552MO-FLF-38-00400
	FR: DHCP Relay Option 82

	ES3552MO-FLF-38-00396
	(Enhance) DHCPSNP: traps, as well as logs, for the mac address of a rouge server and the receive port. (only logs in the previous version)

	ES3528MO-FLF-38-00623
	‘snmpbulkwalk’ (with max-repetitions option ‘-Cr<100>’) gets to timeout at default 1 second. (‘snmpwalk’ has no such issue.)

	ES3528MO-FLF-38-00622
	DAI: ARP Inspection only works on the management VLAN, on which there is the switch IP address.

	NTC -> QA

	ES3552MO-FLF-38-00420
	ATC trap definitions are missed in the private MIB file, causing NMS unable to interpret the receiving ATC trap packets.

	ES3552MO-FLF-38-00419
	Incorrect “banner configure” help messages.

	ES3528MO-FLF-38-00621
	MacAuth: “show network-access mac-address-table” gives 2 authorized MAC addresses at maximum.

	RD

	ES3552MO-FLF-38-00428
	WebGUI: menu - Keep "Cluster" as the bottom-most item. (Switch the locations of “UPnp” and “Cluster”.)

	ES3552MO-FLF-38-00426

ES3528MO-FLF-17-00048
	Incorrect opcode file name for Automatic Operation Code Upgrade, provided on the WebGUI. (Update “es3528mo.bix” to “ES3528M.bix”.)

	ES3552MO-FLF-38-00425
	CLI: The output of "show process cpu" gives "Cpu Utility", but not "CPU Utilization". (Updated output: “CPU Utilization in the past 5 seconds: <0.00>%)

	ES3552MO-FLF-38-00423
	It is always 0 for the RMON statistics of a port channel.

	ES3528MO-FLF-38-00626
	DAI: If static is specified, ARP packets are only validated against the selected ACL - packets not matching any rules are permitted. (Shall be dropped.)

	ES3528MO-FLF-38-00624
	WebGUI: “SNTP > Summer Time“ has no effect if user configures something.


Runtime V1.3.4.0 (Re-conversion of V1.3.3.1 for ECN), Diag V1.2.0.1; Loader V1.0.2.0
Runtime V1.3.3.1; Diag V1.2.0.1; Loader V1.0.1.0
	Customer

	ES3552MO-FLF-38-00405
	[CQ1129] Port lockup while operating in half duplex mode (observed non-zero LateCollisions). But the sw workaround does not reset chip.

	NTC

	ES3552MO-FLF-38-00415
	WebGUI: No page for MAC-based mirroring.

	RD

	ES3528MO-FLF-38-00612
	CLI: While doing “copy ftp file”, if there is no such file on FTP server, it displays an incorrect error message that says “File size exceeded.”.


Runtime V1.3.2.2; Diag V1.2.0.1; Loader V1.0.1.0
	Customer

	ES3552MO-FLF-38-00396
	(Enhance) DHCPSNP: log/trap for the mac address of a rouge server, together with the receive port. (only logs in this version)

	ES3552MO-FLF-38-00394
	Cracked syslog message for "topology change, ID=……".

	ES3552MO-FLF-38-00392
	(Enhance) To save the startup configuration file for that being downloaded by dynamic provision (via DHCP option 66,67).

	ES3552MO-FLF-38-00372
	(Enahce) Enlarge DHCPSNP binding entries per port up to 16

	ES3528MO-FLF-38-00613
	(Enhance) Support up to 8 telnet sessions

	ES3528MO-FLF-38-00612
	802.1ad QinQ: The switch fails to transmit ARP or IP packets to dot1q-tunnel uplink ports (“switchport dot1q-tunnel mode uplink”).

	ES3528MO-FLF-38-00610
	PVlan: After configuring uplink and/or downlink ports, running-config gives the last port# incremented by 1 unexpectedly.

	NTC

	ES3552MO-FLF-38-00384
	Can't learn MAC address up to the 8K L2 table size after reloading the switch system. (256 L2 entries are occupied by BPDU_MAC(01-80-c2-00-00-00) + VLAN_ID[0..255].).

	ES3552MO-FLF-38-00383
	Disabling MAC aging has no effect.

	ES3552MO-FLF-38-00378
	WebGUI pops up an error message in "Data Invalid" when an attempt to change the spanning tree mode from STP/RSTP to MSTP.

	ES3552MO-FLF-38-00377
	IP cluster members, of which IDs are equal to or larger than 10, are not accessible via WebGUI.

	ES3552MO-FLF-38-00376
	NTP: When a NTP is added following the client is enabled, it needs to wait 600 seconds for polling request being sent out.

	RD

	ES3552MO-FLF-38-00397
	(Enhance) Update web help to fit new features in ver1.3 (phaseIII).

	ES3552MO-FLF-38-00393
	"show interfaces brief", Status :- {Up | Down | Disabled}, instead of {Linkup | Linkdown | Disabled}.

	ES3552MO-FLF-38-00390
	With any SFP modules inserted, console displays "0x3df98a8 (tExcTask): 316 messages from interrupt level lost" while booting till "Enter Master mode".

	Known Issue

	ES3552MO-FLF-38-00395
	DNS: Domain name is not supported on ping out.


Runtime V1.3.2.1; Diag V1.2.0.1; Loader V1.0.1.0
	ES3528MO-FLF-38-00608
	[CQ855] Egress rate-limiting should not be used with a port in operational half-duplex mode. But the sw workaround to reset chip acts so frequently (as checked with “show log flash”).

	ES3528MO-FLF-38-00607
	RSTP ‘message_age’ incorrect incremental by 2, instead of 1 according to 802.1D-2004.

	ES3552MO-FLF-38-00372
	(Enahce) Enlarge DHCPSNP binding entries per port up to 16.


Runtime V1.3.2.0; Diag V1.2.0.1; Loader V1.0.1.0
	ES3552MO-FLF-38-00365
	New Feature: DNS client

	ES3552MO-FLF-38-00363
	New Feature: Logging messages and traps for user authentication, Login Success or Failure, via Console or Telnet

	ES3552MO-FLF-38-00360
	New Feature: "show interfaces brief", to display the summary of all ethernet/trunk interfaces.

	ES3552MO-FLF-38-00359
	New Feature: “clear ip igmp snooping groups dynamic”, to delete dynamic IGMP/MVR multicast groups.


Runtime V1.3.0.2
	ES3552MO-FLF-38-00343,348,349
	Dot1X issues

	ES3528MO-FLF-17-00039
	Port tx malfunctions and eventually stops when egress rate shaping is enabled and operational mode is half duplex.

(Chip errata by sw workaround - automatically disable egress rate-limiting while operational mode is half duplex.)

	ES3528MO-FLF-38-00579
	(Enhance) Add a hot-key in "a" so that "show ..." commands will display all output without pauses.


Runtime V1.3.0.1
	ES3552MO-FLF-38-00346
	LLDP does not send packets at all.

	ES3552MO-FLF-38-00342
	“sh sflow interface” causes the console exception when sFlow Owner Name gets 255 characters.

	ES3552MO-FLF-38-00340
	DHCPDynamicProvision: DUT will occur exception error during the second startup provision


Runtime V1.3.0.0
	ES3552MO-FLF-38-00335
	No traps will be sent out at a reload with trap receivers being set in the starup-config.

	ES3552MO-FLF-38-00328
	Dynamic QoS: DUT will occur exception error and crash when this function works in some situation.

	ES3552MO-FLF-38-00283
	ATC can’t send out traps.


Runtime V1.2.1.1
	ES3552MO-FLF-38-00325
	LLDP: " sh lldp info local" causes console hang.

	ES3552MO-FLF-38-00323
	DHCPSNP: “sh ip dhcp snoop bind” causes "CLITASK0" Exception and console hang.

	ES3552MO-FLF-38-00312
	OAM: “sh efm oam sta int brief” cause console hang.

	ES3552MO-FLF-38-00299
	DAI: "sh ip arp insp conf" causes "CLITASK0" Exception and console hang.

	ES3552MO-FLF-38-00299
	Very slow ping response time around 2000ms and even time-out sometimes

	ES3552MO-FLF-38-00299
	LLDP: "sh lldp in re de eth 1/1" causes "CLITASK0" Exception and console hang.

	ES3552MO-FLF-38-00283
	ATC trap and log do not work.


Runtime V1.2.1.0
	1. ES3552MO-FLF-38-00284 --- Very slow console response

	2. ES3552MO-FLF-38-00283 --- ATC trap and log do not work.

	3. ES3552MO-FLF-38-00281 --- Diffserv policy-map can’t be bound to any ports on 52MO. (But it works on 28MO)

	4. ES3552MO-FLF-38-00276 --- ACL rules can’t be bound to any ports on 52MO. (But it works on 28MO)


Diag V1.2.0.0
	1. ES3552MO-FLF-38-00264 --- Support TFTP download into diag


V1.2.0.0
	5. ES3528MO-FLF-38-00346 --- ES3528M - MAC addresses age out on a port with Port Security enabled

	6. ES3528MO-FLF-38-00347 --- DOT1X: Support MAC-based auth

	7. ES3528MO-FLF-38-00350 --- (New Feature) MAC-based VLAN

	8. ES3528MO-FLF-38-00351 --- STP auto edge port

	9. ES3528MO-FLF-38-00357 --- (New Feature) IP subnet-based VLAN

	10. ES3528MO-FLF-38-00370 --- ACL: enhance to support "per port" mode to large  used rules

	11. ES3528MO-FLF-38-00382 --- Xfer: support FTP download

	12. ES3528MO-FLF-38-00387 --- porting ATC

	13. ES3528MO-FLF-38-00388 --- Porting BPDU filter and BPDU guard

	14. ES3528MO-FLF-38-00403 --- [Enhancement] Support VLAN Mirror

	15. ES3528MO-FLF-38-00415 --- CLI:Support "show tech-support" cmd

	16. ES3528MO-FLF-38-00416 --- Security: Support MAC-filter feature

	17. ES3528MO-FLF-38-00422 --- Web: support Http download.

	18. ES3528MO-FLF-38-00424 --- Security: Support link-detection feature

	19. ES3528MO-FLF-38-00438 --- New Feature DAI: Support new feature dynamic arp inspection

	20. ES3528MO-FLF-38-00442 --- support new feature802.3ah  OAM

	21. ES3528MO-FLF-38-00444 --- (New Feature) sFlow

	22. ES3528MO-FLF-38-00445 --- New function Sys_Reload add

	23. ES3528MO-FLF-38-00447 --- Enlarge the max number of ACL from 32 to 64

	24. ES3528MO-FLF-38-00448 --- Security: support dynamic qos (802.1p)

	25. ES3528MO-FLF-38-00449 --- [New Feature] MAC-Based Mirror

	26. ES3528MO-FLF-38-00451 --- Security: support dynamic qos (rate-limit)

	27. ES3528MO-FLF-38-00455 --- Dynamic QoS: support diffserv

	28. ES3552MO-FLF-38-00148 --- Support TFTP download loader and diag

	29. ES3552MO-FLF-38-00243 --- enhance the spanning tree loopback detection

	30. ES3552MO-FLF-38-00249 --- sysTime: Modify CLI commands and add mibs (timezone-predefined and summer-time)

	31. ES3552MO-FLF-38-00250 --- ACL: Implement IPv6 ACL

	32. ES3552MO-FLF-38-00255 --- Support forced 1000base T

	33. ES3552MO-FLF-38-00261 --- Support "debug spanning-tree" on CLI

	34. ES3552MO-FLF-38-00264 --- Support TFTP download into diag

	35. ES3552MO-FLF-38-00251 --- [New Feature] Multiple Session of Private VLAN

	36. ES3552MO-FLF-17-00024 --- [New Feature] Dynamic Provision via DHCP


V1.1.2.7
	1. ES3528MO-FLF-38-00457 --- ES3528M:IGMP _leave_is _disturbing_mcast_streams_on_other_ports


V1.1.2.6
	1. ES3528MO-FLF-38-00452 --- remove sys log "DHCPSNP_TASK_DhcpsnpRx_Callback " to prevent confusing customer


V1.1.2.5
	1. ES3528MO-FLF-38-00435 --- I need technical support--SNMP bugs?


Loader V1.0.0.2
	1. ES3552MO-FLF-38-00172 --- [common issue] Loader issues


V1.1.2.4
	1. ES3528MO-FLF-38-00400 --- CLI: paser doesn't free memory clean&"network-access link-detection link-?" would get more ink-detection.

	2. ES3528MO-FLF-38-00426 --- System hang up, after typing over 300 commands the system hang up

	3. ES3528MO-FLF-38-00427 --- MSTP:When the topology of MSTI0 changed, some mac addresses which are learnt via MSTI1 are flushed.

	4. ES3528MO-FLF-38-00428 --- RSTP: RSTP unstable exception.

	5. ES3528MO-FLF-38-00429 --- System:DUT cannot stable after change the bridge priority in the environment

	6. ES3528MO-FLF-38-00430 --- Customer Technical Escalation form from Edge-Core website


V1.1.2.3
	1. ES3528MO-FLF-38-00425 --- DHCP packet will echo

	2. ES3528MO-FLF-38-00413 --- ES3528M issue

	3. ES3528MO-FLF-38-00421 --- MSTP works slowly


V1.1.2.2
	1. ES3528MO-FLF-38-00383 --- Urgent OS Issues to be resolved ( Ludovic )


V1.1.2.1
	1. Support 1K rules of ACL
     Mixed mode: 1024 rules

Extended mode: 500 rules

	2. Enlarge IP source guard entry from 5 to 16 

	3. Fix memory leakage issue (CLI/IGMP_MGR/dev_nicdrv/ Marvell PSS)

     ES3528M-SFP-FLF-38-00132 --- SYS_RSTP: Spanning tree broken, ping session failed & IXIA traffic flooding when change topology in system test.

	4. ES3528MO-FLF-38-00385 --- ES3528M Configuration of port capabilities lost

	5. ES3528MO-FLF-38-00394 --- ES3528M - not displaying STP status in WEB interface

	6. ES3528MO-FLF-38-00395 --- DHCPSNP: Relay Information Option82 UDP checksum sometimes error

	7. ES3528MO-FLF-38-00396 --- DHCP Snooping: DHCPSNP_ENGINE: sometimes AMTR Get l-port fail (sys log recorded)

	8. ES3528MO-FLF-38-00400 --- CLI: paser doesn't free memory clean&"network-access link-detection link-?" would get more ink-detection


V1.1.1.6
	1. ES3528MO-FLF-38-00383 ---轉寄： TR: TR: Urgent OS Issues to be resolved ( Ludovic )


V1.1.1.5
	1. ES3528MO-FLF-38-00390 --- 3528M_STP_problem_urgent


V1.1.1.4
	1. ES3528MO-FLF-38-00365 --- ES3528M unable to set MVR port type via WEB (fw 1.1.1.0)

	2. ES3528MO-FLF-38-00384 --- <ES3528M>LOG Message


V1.1.1.3
	1. ES3528MO-FLF-38-00339 --- clearing counters only works for CLI statistics

	2. ES3528MO-FLF-38-00340 --- wrong port statistics value in web management

	3. ES3528MO-FLF-38-00355 --- lldpXdot3PortConfigTLVsTxEnable returns “0f”, but it should be rather “f0”


V1.1.1.2
	1. ES3552MO-FLF-38-00260 --- L2: the flow control handing for backpressure can't work.the IXIA 2 can't receive all unicast packets sent from

	2. ES3552MO-FLF-38-00258 --- L2Switch:flow control can't work on auto mode


V1.1.1.1
	1. Revise calculating method about message_age and expire_time(RcvdInfoWhile) according 1D-2004 (originally support IEEE Std 802.1w-2001) -- connect 20 pcs ES3528M in a ring,


V1.1.1.0
	1. ES3528MO-FLF-38-00337 --- Web management does not work behind router

	2. ES3552MO-FLF-38-00256 --- 802.1X: Request packet sent by DUT does not recognised by RADIUS server.


V1.1.0.4
	1. ES3528MO-FLF-38-00336 --- Command "clock summer-time predefined EUROPE" lost after restart

	2. ES3528MO-FLF-38-00354 --- lldpXdot3LocMaxFrameSize returns value 9216


V1.1.0.3
	1. ES3528MO-FLF-38-00324 --- ES3528M issue (rate limiting)

	2. ES3528MO-FLF-38-00336 --- Command "clock summer-time predefined EUROPE" lost after restart

	3. ES3528MO-FLF-38-00352 --- 轉寄： ES3528M 38-2007-05-14 (enable LLDP, then execute ”snmpwalk -v 1 -c private 192.168.1.100”. DUT stop responding)

	4. ES3528MO-FLF-38-00353 --- Unexpected genErr during MIB walk

	5. ES3528MO-FLF-38-00354 --- lldpXdot3LocMaxFrameSize returns value 9216

	6. ES3528MO-FLF-38-00355 --- lldpXdot3PortConfigTLVsTxEnable returns “0f”, but it should be rather “f0”


V1.1.0.2
	1. MVR on TRUNK (MVR receiver VLAN)

	2. QoS restriction – support ACL “deny any any” rule

	3. Enlarge the max number of class map in a profile upto 32


V1.1.0.1
	1. ES3528MO-FLF-38-00332 --- ES3528M statistics bug

	2. ES3528MO-FLF-38-00333 --- ES3528M - Unable to configure ports from WEB

	3. ES3528MO-FLF-38-00334 --- ES3528M - Unable to manage VLANs from WEB

	4. ES3552MO-FLF-38-00087 --- L2switch: the mac address table is not matched the spec 8192

	5. ES3552MO-FLF-38-00173 --- 802.1x :the mac address type of 802.1x client display as "delete on reset" on CLI.

	6. ES3552MO-FLF-38-00195 --- L2 switch :The DUT can't learn the MAC address up to the maximum size

	7. ES3552MO-FLF-38-00205 --- 1QVLAN:Some web pages of vlan is not correct

	8. ES3552MO-FLF-38-00210 --- MAC Authentication: When port state change to down, DUT does not stay the dynamic VLAN

	9. ES3552MO-FLF-38-00215 --- web : the DUT can't allowed to add static address via web UI

	10. ES3552MO-FLF-38-00229 --- GVRP: The DUT cannot propagate VLAN 4093 message if it support Cluster

	11. ES3552MO-FLF-38-00232 --- LLDP: DUT cannot send out the PoE-TLV information

	12. ES3552MO-FLF-38-00236 --- 1Qvlan: can't assign port to join vlan via web UI

	13. ES3552MO-FLF-38-00238 --- VoiceVLAN:The voice vlan Port Configuration web page doesn't worked

	14. ES3552MO-FLF-38-00240 --- 802.1Q: can't assign port trunk to join vlan via web UI.(Vlan static table page)

	15. ES3552MO-FLF-38-00241 --- WEB :can't join port to trunk via web UI. (trunk membership page)

	16. ES3552MO-FLF-38-00242 --- VoiceVLAN: VoiceVLAN can not set on each port in web interface


V1.1.0.0
	1. ES3528MO-FLF-38-00317 --- ES3528M does not forward VRRP packets

	2. ES3528MO-FLF-38-00319 --- Switch dead when use snmpset

	3. ES3528MO-FLF-38-00320 --- ES3528M - MSTP instance 0 wrong cost

	4. ES3528MO-FLF-38-00322 --- Clustering Web speed is too slow

	5. ES3528MO-FLF-38-00325 --- Cluster: Telnet relay to a real member first, then to an nonexistent member, we can get the previous relayed session

	6. ES3528MO-FLF-38-00326 --- SSH2:will abruptly end the ssh session while showing large data(ex:show tech)

	7. ES3528MO-FLF-38-00327 --- snmp agent die

	8. ES3528MO-FLF-38-00330 --- lldpRemEntry(1.0.8802.1.1.2.1.4.1.1) : improve performace fo get next record by set time mark index as LLDP

	9. ES3528MO-FLF-38-00331 --- LLDP: get lldpXdot3RemPowerTable vlaue always get 0

	10. ES3528MO-FLF-38-00333 --- ES3528M - Unable to configure ports from WEB

	11. ES3552MO-FLF-38-00031 --- L2 switch: The LED of port 52th can't bright when plugin eth line.

	12. ES3552MO-FLF-38-00082 --- Generic_SmartSWSystem: System would flooding when run Snmpwalkforever to DUT

	13. ES3552MO-FLF-38-00085 --- 802.1Q: Jumbo frame function can not work properly on one of the DUT.

	14. ES3552MO-FLF-38-00086 --- configuration file : the DUT can't auto reboot  properly after download config file as running config on one of 3 DUT.

	15. ES3552MO-FLF-38-00110 --- IGMPSonnping: DUT would not clean the multicast group when received the IGMP leave message

	16. ES3552MO-FLF-38-00128 --- Diffserv: CLI shows the ACL with control-flag 64 indeed after Mg-Soft assigns it through private mib

	17. ES3552MO-FLF-38-00151 --- 802.1X: Can not display 802.1X statistics on web

	18. ES3552MO-FLF-38-00163 --- SmartSWSystem: After we inject multicast group over 64, client cannot receive all groups

	19. ES3552MO-FLF-38-00179 --- VoiceVLAN:After reboot and system is ready,the port doesn't added to Voice VLAN automatically.

	20. ES3552MO-FLF-38-00184 --- VoiceVLAN:DUT will allow the dynamic VLAN as the voice VLAN

	21. ES3552MO-FLF-38-00185 --- VoiceVLAN:If only enable LLDP rule,DUT will not learn mac adddress on voice vlan

	22. ES3552MO-FLF-38-00186 --- Voice VLAN: IP Phone does not come up when only 802.1AB is enabled (OUI disabled)

	23. ES3552MO-FLF-38-00204 --- VoiceVLAN:Voice vlan can be changed when Global status is enable

	24. ES3552MO-FLF-38-00207 --- RSTP:Per ports spanning tree can't be disable from web

	25. ES3552MO-FLF-38-00208 --- MAC Authentication: When DUT join some port to the dynamic VLAN with tag, it does not remove other VLANs from the port.

	26. ES3552MO-FLF-38-00209 --- MAC Authentication: When DUT join some port to some dynamic VLAN with tag, the port cannot receive dynamic VLAN traffic.

	27. ES3552MO-FLF-38-00212 --- web: port configuration setting wasn't effective via web UI

	28. ES3552MO-FLF-38-00213 --- web : the media type of port configuration page display not correctly on web UI

	29. ES3552MO-FLF-38-00214 --- UPnP: Return wrong value in UPNP_MGR_GetUpnpdStatus

	30. ES3552MO-FLF-38-00216 --- SmartSWSystem:  After we inject 16 multicast groups and shutdown LACP trunk in MSTP environment, DUT show exception

	31. ES3552MO-FLF-38-00217 --- SmartSWSystem:  After one client to leave all multicast groups, others cannot receive all multicast groups.

	32. ES3552MO-FLF-38-00220 --- Enhance BPDU forwarding

	33. ES3552MO-FLF-38-00221 --- Enlarge the max length of username/password from 8 to 32

	34. ES3552MO-FLF-38-00222 --- Enlarge the max length of VLAN name from 32 to 128

	35. ES3552MO-FLF-38-00223 --- Support LLDP-MED

	36. ES3552MO-FLF-38-00224 --- (Feature request) Deferred reload and  download part of configuration via TFTP/RCP

	37. ES3552MO-FLF-38-00226 --- Support "Store DHCP Snooping Binding Entry to Flash" function

	38. ES3552MO-FLF-38-00227 --- [CLI] Can't get correct privilege and username when login from SSH

	39. ES3552MO-FLF-38-00228 --- The cluster function can't  work


Loader V1.0.0.1
	2. ES3552MO-FLF-38-00172 --- [common issue] Loader issues


V1.0.1.9
	1. ES3552MO-FLF-38-00220 --- Enhance BPDU forwarding


V1.0.1.8
	1. ES3528MO-FLF-38-00317 --- ES3528M does not forward VRRP packets


V1.0.1.7
	1. ES3552MO-FLF-38-00203 --- Lost CLI commands for MAC auth and dynamic vlan on 1.0.1.6


V1.0.1.6
	1. ES3528MO-FLF-38-00225 --- Rate Limit: We expect no RL interval at this version, but Giga port still follows the interval with 64 multiple.

	2. ES3528MO-FLF-38-00321 --- CLI: In runcfg combo-forced-mode add sfp-forced 100fx&1000sfp, can't save media-type sfp-forced.

	3. ES3528MO-FLF-38-00323 --- OA2000 Mcast problems - 38FM-2006-11-11

	4. ES3552MO-FLF-38-00145 --- 2620radius AccClient: the value of radiusAccServerAddress can't be display

	5. ES3552MO-FLF-38-00008 --- STORM: BS is restricted by 64 k-bits interval but we expect that it isn't.

	6. ES3552MO-FLF-38-00010 --- RateLimit: Giga port of RL is restricted by 64 k-bits interval but we expect that it isn't.

	7. ES3552MO-FLF-38-00050 --- Generic_SmartSWSystem: DUT would show LACP error message on CLI

	8. ES3552MO-FLF-38-00114 --- STORM: 10/100 ports can be assigned over 100000, which do'nt match with UI description.

	9. ES3552MO-FLF-38-00144 --- RADIUS ACCOUNTING: sometimes there is a error message display in CLI see attached file.

	10. ES3552MO-FLF-38-00150 --- AutoVLAN: DUT can not sent radius request after continuous re-authencation 20 minutes

	11. ES3552MO-FLF-38-00153 --- SmartSWSystem: After we shutdown LACP trunk, CLI is halted and data looping.

	12. ES3552MO-FLF-38-00160 --- SmartSWSystem:  After we shutdown LACP trunk in MSTP environment, CLI is halted and data looping

	13. ES3552MO-FLF-38-00167 --- Upnp: set upnp device default state to disable

	14. ES3552MO-FLF-38-00169 --- UPnP:DUT doesn't send response message after DUT receive the discover request message

	15. ES3552MO-FLF-38-00170 --- Task exception after device provision complete with two devices connecting

	16. ES3552MO-FLF-38-00171 --- SmartSWSystem:  After we enable GVRP with MSTP between DUTs, CLI halted and showing exception

	17. ES3552MO-FLF-38-00174 --- MAC Authentication: After source Mac address is successfully authenticated by radius sever, DUT does not

	18. ES3552MO-FLF-38-00175 --- MAC Authentication: DUT has not the dynamic VLAN Assignment command on interface

	19. ES3552MO-FLF-38-00176 --- MAC Authentication: The Re-Authentication function cannot work

	20. ES3552MO-FLF-38-00177 --- MAC Authentication: When we enable MAC Authentication with Non-default VLAN on Radius Sever, DUT does not change PVID and lea

	21. ES3552MO-FLF-38-00178 --- VoiceVLAN:VoiceVLAN doesn't have web UI

	22. ES3552MO-FLF-38-00180 --- MAC Authentication: DUT cannot learn much authentication address per port

	23. ES3552MO-FLF-38-00181 --- web-auth: the web auth session  timeout can be set over 3600 via web

	24. ES3552MO-FLF-38-00182 --- web-auth : the web auth remaining session  time display not consistent on CLI & Web

	25. ES3552MO-FLF-38-00183 --- web auth: The web authentication timeout session has not close after port linkdown


V1.0.1.5
	1. Support MAC authentication

	2. Support WEB authentication

	3. Support 802.1X TLS/TTLS/PEAP

	4. Support 100FX SFP via CLI command

	5. Set UPnP device default state to disable

	6. ES3528MO-FLF-38-00287 --- ACL: There is no about TOS for setting on CLI when create ACL IP extended rule , but on the web UI is ok

	7. ES3528MO-FLF-38-00310 --- CLI:The cnpt of ip igmp filter lose cmds

	8. ES3528MO-FLF-38-00315 --- ES3528M - cannot remove VLAN 1 during startup

	9. ES3528MO-FLF-38-00318 --- CLI: "show private-vlan" should change to "show vlan private-valn" in order to follow spec

	10. ES3552MO-FLF-38-00025 --- L2switch: There are packet lost appear after Enable flowcontrol on DUT ,but IXIA is disable.

	11. ES3552MO-FLF-38-00036 --- ACL: Mac ACL rule can't be removed at Web when Ethernet Type & bitmask are empty

	12. ES3552MO-FLF-38-00084 --- Diffserv: The MIB object "IpAceStatus" is changed from "active" to "notReady" after setting IP ACE Type.

	13. ES3552MO-FLF-38-00088 --- SNMP: DUT would crash when we configure maximum length of SNMP views by WEB/CLI.

	14. ES3552MO-FLF-38-00101 --- ConfigurationFile: When DUT download the configure file from TFTP server, the DUT will happen exception/hang-up.

	15. ES3552MO-FLF-38-00102 --- MVR : DUT would not forward multicast packets to MVR received port

	16. ES3552MO-FLF-38-00106 --- ACL:The setting of ACE rule with packet format "untegged-eth2 " can't be applied via Web UI

	17. ES3552MO-FLF-38-00112 --- ACL: the display of control flag setting on CLI was not consistent with web UI

	18. ES3552MO-FLF-38-00116 --- SNTP: the SNTP setting can't take effect

	19. ES3552MO-FLF-38-00123 --- Diffserv: CLI shows an unsuitable warning mesg when user operates class-map unwell

	20. ES3552MO-FLF-38-00125 --- ProtocolVLAN: CLI shows an error msag after setting protocol vlan incorrectly

	21. ES3552MO-FLF-38-00127 --- 802.1x: Aegis client 2 mac address was disappear on DUT after connect to DUT on 802.1x multi-host authenticate test

	22. ES3552MO-FLF-38-00129 --- Diffserv: Private mib has CoS command of ACE object but CLI doesn't support

	23. ES3552MO-FLF-38-00131 --- ProtocolVLAN: CLI shows an error msag after setting protocol vlan incorrectly.

	24. ES3552MO-FLF-38-00132 --- ProtocolVLAN: The config of some frame types(rfc_1042 & llc_other) would disappear after user saves them and reboots DUT

	25. ES3552MO-FLF-38-00135 --- UPnP:Upnp doesn't work.

	26. ES3552MO-FLF-38-00139 --- IGMP_SNP_Filtering: DUT would forward incorrect multicast packets

	27. ES3552MO-FLF-38-00142 --- IGMPv3SNP: Packets with DIP in the 224.0.0.x range does not forward on all ports

	28. ES3552MO-FLF-38-00143 --- GVRP: After disable GVRP, the vlan learned on the alternate port will not leave

	29. ES3552MO-FLF-38-00149 --- Private mib: It shows an error infomation after MG-Soft compiles private mib of ES3552MO

	30. ES3552MO-FLF-38-00150 --- AutoVLAN: DUT can not sent radius request after continuous re-authencation 20 minutes

	31. ES3552MO-FLF-38-00151 --- 802.1X: Can not display 802.1X statistics on web

	32. ES3552MO-FLF-38-00152 --- ACL :There is no about packet format of mac ACL command for setting on CLI

	33. ES3552MO-FLF-38-00155 --- port type error in combo port

	34. ES3552MO-FLF-38-00157 --- NetworkMonitor: The local syslog would not show Falling alarm, when user set the EvenType of Even entry to Log

	35. ES3552MO-FLF-38-00158 --- The Remote syslog would receive Rising alarm which is Trap only

	36. ES3552MO-FLF-38-00159 --- NetworkMonitor: The Remote syslog doesn’t work well when user set the EvenType is Log

	37. ES3552MO-FLF-38-00161 --- IGMPFilter: DUT cannot save the IGMP-Filter profile

	38. ES3552MO-FLF-38-00162 --- SmartSWSystem:  DUT cannot learn all dynamic VLANs from LACP trunk

	39. ES3552MO-FLF-38-00166 --- UPNP: memory leak issue


V1.0.1.3

	1. ES3528MO-FLF-38-00305 --- MSTP revision number bug


V1.0.1.2
	1. Support voice VLAN

	2. Support auto VLAN assignment via 802.1X

	3. Support 802.1X with guest VLAN

	4. Enlarge string length of login username and password to 16

	5. show memory

	6. show mac-address-table count

	7. ES3528MO-FLF-38-00298 --- Tacacs support retry/timeout

	8. ES3528MO-FLF-38-00304 --- ES3528M - IGMP profile lost configuration

	9. ES3528MO-FLF-38-00308 --- IGMPv3Snooping : The unknown/reserved IGMPS control packets are not correctly flooded or filtered.

	10. ES3528MO-FLF-38-00309 --- IGMPSNP : Modify the code of IGMP Filtering for endian issue

	11. ES3552MO-FLF-38-00097 --- CPLD version show incorrectly in CLI

	12. ES3552MO-FLF-38-00100 --- ConfigurationFile: Reload the DUT, the boot information has display Task error message.

	13. ES3552MO-FLF-38-00101 --- ConfigurationFile: When DUT download the configure file from TFTP server, the DUT will happen exception/hang-up.

	14. ES3552MO-FLF-38-00103 --- ConfigurationFile: Download incorrect configuration file by CLI/MIB/WEB was successful.

	15. ES3552MO-FLF-38-00105 --- ACL: The setting of ACE rule with packet format "untegged-eth2 " can't be applied via CLI.

	16. ES3552MO-FLF-38-00107 --- ACL: the packet with specified  (packet format )+VLAN ID can't be filtering.

	17. ES3552MO-FLF-38-00108 --- ACL: the IP extended ACE rule set by web UI can't take effect.

	18. ES3552MO-FLF-38-00109 --- MVR : DUT would not clean the multicast group when received the multicast leave message .

	19. ES3552MO-FLF-38-00111 --- ACL: there is no about TOS command setting on CLI for testing

	20. ES3552MO-FLF-38-00115 --- IGMPSnooping: DUT can enable Qierier through WEB UI  when the IGMP Snooping vesion is V3 .

	21. ES3552MO-FLF-38-00117 --- NTP: The NTP server can't be setting both on CLI and web UI.

	22. ES3552MO-FLF-38-00118 --- QinQ: The UPLINK_FE port can not forward frame size 1526 bytes when the dot1q-tunnel mode is enabled.

	23. ES3552MO-FLF-38-00119 --- QinQ: The UPLINK_GE port could forward frame size 10244 bytes when the dot1q-tunnel mode and jumbo

	24. ES3552MO-FLF-38-00120 --- QinQ: The Giga port doesn’t follow TPID of user specified.

	25. ES3552MO-FLF-38-00121 --- QinQ: When VID of the incoming packet is same as the TPID and SPVLAN of Access port, the DUT doesn’t change to native VLAN.

	26. ES3552MO-FLF-38-00122 --- CoS: Boot time spends 5 min 20 sec after DUT saves queue-cos mapping & reboots

	27. ES3552MO-FLF-38-00129 --- Diffserv: Private mib has CoS command of ACE object but CLI doesn't support

	28. ES3552MO-FLF-38-00130 --- Diffserv: The object "PolicyMapElementStatus" can't become active status at private mib.

	29. ES3552MO-FLF-38-00132 --- ProtocolVLAN: The config of some frame types(rfc_1042 & llc_other) would disappear after user saves them and reboots DUT.

	30. ES3552MO-FLF-38-00133 --- NetworkMonitor: DUT doesn’t send out alarm messages to remote syslog server.

	31. ES3552MO-FLF-38-00134 --- NetworkMonitor: DUT doesn’t send out alarm of trap messages

	32. ES3552MO-FLF-38-00136 --- TACACSAcct: The secret text string of tacacs setting on console was not consisent with web UI.

	33. ES3552MO-FLF-38-00137 --- LLDP: When we shutdown port-system TLV from WEB, DUT still send out the system TLV

	34. ES3552MO-FLF-38-00138 --- LLDP: When we shutdown trunk-system TLV from WEB, DUT still send out the system TLV

	35. ES3552MO-FLF-38-00140 --- IGMPV3Snooping: DUT will dump memPartAlloc error, and UPNP task error message


V1.0.1.1
	1. ES3552MO-FLF-38-00147 --- Enlarge TFTP download buffer to 4.5M


V1.0.1.0
	1. Support UPnP(CLI/WEB/SNMP)

	2. Support show memory

	3. Support banner

	4. ES3528MO-FLF-38-00096 --- LACP: Mac-address-table would lose all trunk learning MACs irregularly after creating a trunk.

	5. ES3528MO-FLF-38-00257 --- L2 switch :The DUT can't learn the MAC address up to the maximum size.

	6. ES3528MO-FLF-38-00259 --- PortTrunk: DUTs can't ping and traffic with each other after the trunk of Root DUT enables Egress RL.

	7. ES3528MO-FLF-38-00264 --- SystemTest: When we disconnect trunk link between 2 DUTs, CLI is halted.

	8. ES3528MO-FLF-38-00279 --- Flowcontrol:In half-duplex mode,enable flow control on DUT and IXIA but flow control type displpay none.

	9. ES3552MO-FLF-38-00061 --- ACL: The ACE entry can't be remove when Ethernet Type Bit Mask set as 12343.

	10. ES3552MO-FLF-38-00076 --- Diffserv: MG-Soft can set control code without indicating protocol with TCP.

	11. ES3552MO-FLF-38-00081 --- Diffserv: The MIB Object is destroyed after changing status from "active" to "notReady".


V1.0.0.10
	1. Support MSTP (8 instances)

	2. Support NTP

	3. Support 802.1X with VLAN assignment

	4. Support 802.1X with guest VLAN

	5. Support IGMPv3 snooping

	6. Support QinQ

	7. Support GVRP

	8. Support LLDP

	9. Support UPnP(CLI only)

	10. Support show CPU usage

	11. Support BPDU forwarding when STP disabled

	12. Support AAA for RADIUS/TACACS+

	13. Support 3rd level command


V1.0.0.9
	1. Support IGMP Filtering and throttling


Diag V1.0.0.8
	1. ES3552MO-FLF-38-00089 --- There are error messages when doing diag test


V1.0.0.8
	1. ES3528MO-FLF-38-00066 --- Port Trunk:After setting trunk capability to 10H, traffic would packet lost more than expected result.

	2. ES3528MO-FLF-38-00130 --- The receiving rate is incorrectly.

	3. ES3528MO-FLF-38-00144 --- Port Trunk:After both DUTs enable STA and disconnect half trunk ports,traffic would packet lost more than 4% or enen more.

	4. ES3528MO-FLF-38-00270 --- Configuration File: After we download file from TFTP to running configuration, DUT is halted.

	5. ES3528MO-FLF-38-00275 --- LACP: LACP trunk doesn't work well after the port member is mirrored.

	6. ES3528MO-FLF-38-00278 --- Cluster: There is no error message when trying to start a Telnet session with an inactive member.

	7. ES3528MO-FLF-38-00283 --- Generic_SmartSWSystem: Flooding in the system test

	8. ES3552MO-FLF-38-00024 --- MIB: The MIB Name shall modify to "ES3552MO-MIB".

	9. ES3552MO-FLF-38-00017 --- configuration:the DUT was hang up after download config file from TFTP server by CLI.

	10. ES3552MO-FLF-38-00018 --- configuration:the DUT was hang up after download config file from TFTP server by CLI.

	11. ES3552MO-FLF-38-00030 --- DiffservMIB: Default name is "4456192" when I create a index of ACL/Class-map/Policy-map.

	12. ES3552MO-FLF-38-00032 --- L2 switch: the flow control type of DUT display not correctly.

	13. ES3552MO-FLF-38-00033 --- 1Q VLAN: DUT supported jumbo frame is not conform to the SPEC.

	14. ES3552MO-FLF-38-00041 --- Generic_SmartSWstem: When Reboot DUT to Default ,The setting of port-mirror can't be erase .

	15. ES3552MO-FLF-38-00043 --- There is message about "data abort ........."(see attached file ) display on CLI after reboot DUT.

	16. ES3552MO-FLF-38-00046 --- SNMPv3: DUT does not send out TRAP and INFORM messages when Link-up/Link-down/Authentication Failure.

	17. ES3552MO-FLF-38-00047 --- Generic_SmartSWSystem: Packets would flood in the system test

	18. ES3552MO-FLF-38-00049 --- Diffserv MIB: The Meter-rate cannot set larger than 100000 by diffServMeterRate.

	19. ES3552MO-FLF-38-00051 --- NetworkNotice: DUT does not send out Syslog messages when Link-up/Link-down the ports.

	20. ES3552MO-FLF-38-00052 --- NetworkNotice: DUT does not send out SMTP messages when Link-up/Link-down the ports.

	21. ES3552MO-FLF-38-00053 --- Generic_SmartSWSystem: CLI would hang up and ping no  reponse on the DHCP Snooping system test .

	22. ES3552MO-FLF-38-00056 --- the protocol vlan system configuration setting will disappear after save and reboot DUT.

	23. ES3552MO-FLF-38-00057 --- SSHv2:Web show success when user download the RSA private key to DUT.

	24. ES3552MO-FLF-38-00058 --- LACP: LACP trunk doesn't work well after the port member is mirrored.

	25. ES3552MO-FLF-38-00060 --- PortTrunk: Exception happens after the trunk joins a vlan through Web.

	26. ES3552MO-FLF-38-00062 --- Generic_SmartSWSystem: Packets would flood in the system test .

	27. ES3552MO-FLF-38-00063 --- Generic_SmartSWSystem: packets would flood on the system test when shoudown the port-channel between the DUT

	28. ES3552MO-FLF-38-00064 --- SNMP: The System-Name/Contact/Location maximum string length is 254 characters by CLI command.

	29. ES3552MO-FLF-38-00065 --- WEB: the field of start ip address and end ip address on ip fileter page allows fill in over 15 bits length size.

	30. ES3552MO-FLF-38-00066 --- ACL: The name of  ACL can't be set as % on CLI ,but it is admittable on web UI and SNMP.

	31. ES3552MO-FLF-38-00067 --- Diffserv: Web shows empty description after creating a class-map with a name & some description.

	32. ES3552MO-FLF-38-00068 --- Diffserv: CLI Help needs to be modifed.

	33. ES3552MO-FLF-38-00069 --- Diffserv: Online Help at Web should be modified.

	34. ES3552MO-FLF-38-00070 --- Diffserv: Private MIB has wrong descriptions.

	35. ES3552MO-FLF-38-00071 --- Diffserv: Private MIB compiles unsuccessfully.

	36. ES3552MO-FLF-38-00072 --- Diffserv: The values of objects "ClassMapAttachCtlAction"&"AclAttachCtlAction" are changed when setting values with wrong way

	37. ES3552MO-FLF-38-00073 --- Diffserv: (Suggestion)MG-Soft had better prevent user form setting any value to Max VID,EtherType,and Source/Destination port

	38. ES3552MO-FLF-38-00074 --- Diffserv: The value of MIB object "diffServIpAceType" alway gets "standard" after setting to "extended".

	39. ES3552MO-FLF-38-00075 --- Diffserv: The upper bound values of some MIB objects(IP ACE) are wrong.

	40. ES3552MO-FLF-38-00077 --- Diffserv: The default value of the object "diffServIpAceControlCodeBitmask" should be 63 but not 65535.

	41. ES3552MO-FLF-38-00078 --- Diffserv: Policy-map doesn't support IP precedence, but private MIB has the object.

	42. ES3552MO-FLF-38-00079 --- Diffserv: Max Meter Burst is 1522 at SNMP but 524288 at CLI & Web.

	43. ES3552MO-FLF-38-00080 --- Diffserv: SNMP & Web can't set Max Policy Rate to 1000,000 kbps but CLI can.


V1.0.0.6
	1. ES3528MO-FLF-38-00274 --- MVR : Modified the code defect when the target port wants to inherit all MVR attributes of the source port

	2. ES3552MO-FLF-38-00011 --- DUT doesn't have tftp to public-key choice on the web.

	3. ES3552MO-FLF-38-00012 --- DUT doesn't show public-key which users upload information on the web.

	4. ES3552MO-FLF-38-00013 --- Image download: The DUT can't download image through the different TFTP server by CLI.

	5. ES3552MO-FLF-38-00015 --- PortTrunk: Trunk status of STA becomes dicarding when traffic is overloading without looping.

	6. ES3552MO-FLF-38-00034 --- port mirror: the mirroring port can't listen after mmirrored port receive packet.

	7. ES3552MO-FLF-38-00038 --- Support IGMP filtering and throttling

	8. ES3552MO-FLF-38-00039 --- Generic_SmartSWSystem: DUT need 6 minute to reboot

	9. ES3552MO-FLF-38-00040 --- LACP: DUT LACP Admin-key can't set to 1

	10. ES3552MO-FLF-38-00045 --- WEB: the field of MAC address allows fill in over 12 bits on MAC ACL page.

	11. ES3552MO-FLF-38-00048 --- web: the field length on extenced ACL page allows fill in invaid bits

	12. ES3552MO-FLF-38-00054 --- MVR: DUT would show wrong igmp mrouter information

	13. ES3552MO-FLF-38-00055 --- ACL: It can't add/remove well at Web for ACL name with some special characters.


V1.0.0.5
	1. ES3528MO-FLF-38-00055 --- Broadcast Storm: Test result of BS is inaccurate with 10/100M ports.

	2. ES3528MO-FLF-38-00058 --- Broadcast Storm: SFP ports of BS does not work well at default.

	3. ES3528MO-FLF-38-00064 --- Rate Limit: Test results of Ingress/Egress are inaccurate with Giga combo port.

	4. ES3528MO-FLF-38-00139 --- Diffserv:When user configuration incorrect meter rate, the description does not display prompt message.

	5. ES3528MO-FLF-38-00193 --- Broadcast Storm:All giga ports can't change media type after one of them chanages to SFP-Forced mode.

	6. ES3528MO-FLF-38-00202 --- After user shutdown the port25-26 from web of CLI,1000M LED of port25-26 is still up.

	7. ES3528MO-FLF-38-00203 --- LACP:Setting admin key through Web might make different config with CLI.

	8. ES3528MO-FLF-38-00255 --- ACL: It can't add/remove well at Web for ACL name with some special characters.

	9. ES3528MO-FLF-38-00261 --- MgtIPFilter: prompt is incorrect, need to remove IPv6 prompt.

	10. ES3528MO-FLF-38-00271 --- Cluster: Cluster member would hang up when create MAX cluster member on commander .

	11. ES3552MO-FLF-38-00016 --- PortTrunk: CLI always shows unknow-error mesg after disconnecting any trunk port.

	12. ES3552MO-FLF-38-00019 --- Diffserv: The meter rate shall modify to "1-1000000", because port 49~52 were giga ports.

	13. ES3552MO-FLF-38-00022 --- MVR: We cannot use MIB to create static entry.

	14. ES3552MO-FLF-38-00029 --- DiffservMIB: Some object(Type = INTEGER32) could set "aa", "kk", "@@" on MIB Browser.


V1.0.0.4
	1. ES3528MO-FLF-38-00272 --- The question is about unexpected switch behavior during DSCP-CoS mapping on the egress interface while using policy options.


V1.0.0.3
	1. ES3528MO-FLF-38-00243 --- IP Source Guard: After we use MIB to create static entry, the filter cannot work and deleting.

	2. ES3528MO-FLF-38-00256 --- IP Source Guard: After we use MIB to enable new entry, DUT return error message, and entry status always is zero.

	3. ES3552MO-FLF-38-00026 --- Ip config: There is message " fail to restart DHCP client ..........." display on console after reboot DUT.


V1.0.0.2
	4. ES3528MO-FLF-38-00050 --- Flowcontrol doesn't work on the DUT.

	5. ES3528MO-FLF-38-00052 --- DUT can’t get cluster information from port-channel.

	6. ES3528MO-FLF-38-00057 --- Broadcast Storm: Test result of BS is inaccurate with 1000BaseT/SFP ports.

	7. ES3528MO-FLF-38-00062 --- Rate Limit: Test result of Ingress RL is inaccurate with DUT.

	8. ES3528MO-FLF-38-00063 --- Rate Limit: Test result of Egress RL is inaccurate with DUT.

	9. ES3528MO-FLF-38-00123 --- Port Mirror: When we enable port-mirro with type=both on Giga port, the Tx Rate is more than 5 times of RX rate.

	10. ES3528MO-FLF-38-00163 --- Port Mirror: When the mirroring port is Giga port, it receives double broadcast packets from mirrored port.

	11. ES3528MO-FLF-38-00173 --- SSH MIB:Some Object ID of SSHMgt MIB does not work.

	12. ES3528MO-FLF-38-00201 --- SW_ SYS_L2CoreFeatures: After we remove trunk link, DUT cannot relearn address and data flooding.

	13. ES3528MO-FLF-38-00211 --- cluster : DUT can't  forward cluster packets from port-channel

	14. ES3528MO-FLF-38-00216 --- SystemTest: After the spanning tree topology change back to original link, DUT cannot relearn all address and data flooding.

	15. ES3528MO-FLF-38-00217 --- SystemTest: After the spanning tree topology change, DUT learns several addresses from the same PC and data flooding.

	16. ES3528MO-FLF-38-00228 --- ACL: ACE including Ethernet type can't be removed at Web.

	17. ES3528MO-FLF-38-00232 --- Diffserv: The "help" description is wrong of the WEB page.

	18. ES3528MO-FLF-38-00248 --- DiffservMIB: Get the AddrBitmask is wrong of diffServIpAceEntry when set 16776960(FFFF00).

	19. ES3528MO-FLF-38-00249 --- Diffserv: The class-map/policy-map name does not display when configure description on WEB.

	20. ES3528MO-FLF-38-00251 --- MVR: When we set the object "mvrGroupStaticPorts" of MIB, DUT return error message.

	21. ES3528MO-FLF-38-00252 --- Private MIN: We cannot load the Private MIB to MG-Soft.

	22. ES3528MO-FLF-38-00253 --- LACP: CLI shows unknow-error mesg after disconnecting trunk ports at the same time.

	23. ES3528MO-FLF-38-00254 --- ACL: MAC ACL accepts G ~ Z characters for Ether Type at Web.

	24. ES3528MO-FLF-38-00260 --- MVR: DUT can't show all MVR souce port

	25. ES3528MO-FLF-38-00265 --- MVR:The DUT will hang after using "copy startup-config running-config" if the current running-cfg get some mvr setting.

	26. ES3528MO-FLF-38-00266 --- MVR: DUT would clear the mvr setting when Set lacp port-channel to be mvr source port and reboot it .

	27. ES3528MO-FLF-38-00267 --- MVR: After we save running configuration and rebooting, dynamic trunk configuration had not been saved.

	28. ES3528MO-FLF-38-00269 --- SNTP: The product does not prodive calendar this command.

	29. ES3552MO-FLF-38-00006 --- STORM: BS needs test at next version because RD decides to change function code.

	30. ES3552MO-FLF-38-00009 --- RateLimit: RL needs test at next version because RD decides to change function code.

	31. ES3552MO-FLF-38-00021 --- L2switch :MAC aging time is about between 2 times and 3.35 times of setting.

	32. ES3552MO-FLF-38-00028 --- MVR: After we save running configuration and rebooting, dynamic trunk configuration had not been saved.

	33. ES3552MO-FLF-38-00033 --- 1Q VLAN: DUT supported jumbo frame is not conform to the SPEC.

	34. ES3552MO-FLF-38-00037 --- sntp: The product does not prodive calendar command for setting.


V1.0.0.1
	1. ES3528MO-FLF-38-00070 --- NetworkMonitor:When we enable jumbo frame on DUT, get the object dot1dTpPortMaxInfo of port 25-28 always is 1522.

	2. ES3528MO-FLF-38-00134 --- PortSecurity:If some port join to LACP then all ports can't be enabled security on the web.

	3. ES3528MO-FLF-38-00139 --- Diffserv:When user configuration incorrect meter rate, the description does not display prompt message.

	4. ES3528MO-FLF-38-00162 --- L2switch:If injecting bi-direction packets between half-duplex ports,DUT will lost too many packets.

	5. ES3528MO-FLF-38-00220 --- SystemTest: After we enable DHCP Snooping between some DUTs, the DHCP-Request is flooded to all ports.

	6. ES3528MO-FLF-38-00221 --- Cluster: Cluster member of commander would be active until commander send 4 request packets and member didn't response .

	7. ES3528MO-FLF-38-00224 --- SNMPv3: The Enterprise number of Engine ID is not correct.

	8. ES3528MO-FLF-38-00225 --- Rate Limit: We expect no RL interval at this version, but Giga port still follows the interval with 64 multiple.

	9. ES3528MO-FLF-38-00226 --- Broadcast Storm: Changing value of Ingress RL would influence BS value for the same port.

	10. ES3528MO-FLF-38-00235 --- MVR: When DUT forward the IGMP-Report to up-stream for PC, the pack has been joined VID.

	11. ES3528MO-FLF-38-00236 --- BS rate setting need to adjust for marvell chip

	12. ES3528MO-FLF-38-00237 --- IP Source Guard: The static entry cannot be store.

	13. ES3528MO-FLF-38-00238 --- IP Source Guard: When we use CLI to show static entry, the VALN information is wrong.

	14. ES3528MO-FLF-38-00239 --- DHCP Snooping: The dynamic entry store command is not removed since the store function does not support.

	15. ES3528MO-FLF-38-00240 --- Image: When we load the Boot ROM image, the result is fail sometimes.

	16. ES3528MO-FLF-38-00241 --- MVR : when MVR VLAN change, MVR Immediate-Leave status will be changed.

	17. ES3528MO-FLF-38-00242 --- IP Source Guard: When we enable IP Source Guard and creating maximum entry, DUT show exception.

	18. ES3528MO-FLF-38-00243 --- IP Source Guard: After we use MIB to create static entry, the filter cannot work and deleting.

	19. ES3528MO-FLF-38-00244 --- IP Source Guard: When we use MIB to get Bind entry information, DUT return error message.

	20. ES3528MO-FLF-38-00245 --- IP Source Guard: After we use WEB to create static entry, the VID is wrong; and it cannot be deleted.

	21. ES3528MO-FLF-38-00246 --- IP Source Guard: When we create static entry and backup running configuration to TFTP, the source IP is wrong.

	22. ES3528MO-FLF-38-00247 --- (IP Source Guard) IP Source Guard always adds an entry even CLI shows error message.


V1.0.0.0
	1. ES3528MO-FLF-38-00046 --- DUT would not send trap message of snmp when cold/warm reboot DUT

	2. ES3528MO-FLF-38-00050 --- Flow control doesn’t work on the DUT.

	3. ES3528MO-FLF-38-00138 --- Diffserv:When user Add "aa" or "@#$%" chars of IP DSCP/Precedenc in Class-map rules, it can be set and value is "0"

	4. ES3528MO-FLF-38-00154 --- DHCP Snooping: When we get the dhcpSnoopTotalDroppedPkts counter, DUT show error message.

	5. ES3528MO-FLF-38-00161 --- Port Trunk:After BS of trunk changes to 6400K, it filters the same packets as default value(64k).

	6. ES3528MO-FLF-38-00171 --- DiffservMIB:Default value of SourcePort/DestPort does not match "0~65535", when create a new IpAceEntry on MIB browser.

	7. ES3528MO-FLF-38-00173 --- SSH MIB:Some Object ID of SSHMgt MIB does not work.

	8. ES3528MO-FLF-38-00184 --- IP Source Guard: We cannot use MIB to create and showing IP Source Guard Bind entry.

	9. ES3528MO-FLF-38-00188 --- ACL:We suggest that Web could block SIP & mask columns when default standard IP ACL is "permit any."

	10. ES3528MO-FLF-38-00191 --- ACL:MAC ACL named with 3 special characters can't make any rules.

	11. ES3528MO-FLF-38-00192 --- ACL:The ACL with long rules looks unregulated at CLI.

	12. ES3528MO-FLF-38-00193 --- Broadcast Storm:All giga ports can't change media type after one of them chanages to SFP-Forced mode.

	13. ES3528MO-FLF-38-00196 --- DUT doesn't learn sourece mac address if destination mac address between 01-80-C2-00-00-00 to 01-80-C2-00-00-03.

	14. ES3528MO-FLF-38-00204 --- Unknown multicast packets flood to router port

	15. ES3528MO-FLF-38-00212 --- MVR : DUT would not forward IGMP report  from port-channel which conbination by GE port .

	16. ES3528MO-FLF-38-00215 --- SW_ SYS_L2CoreFeatures: The MVR Group data is flooded to normal port.

	17. ES3528MO-FLF-38-00222 --- IP Source Guard: When DUT receive illegal source Mac address, it does not drop the packet.

	18. ES3528MO-FLF-38-00223 --- Can't get gbic info from I2C

	19. ES3528MO-FLF-38-00224 --- SNMPv3: The Enterprise number of Engine ID is not correct.

	20. ES3528MO-FLF-38-00229 --- ACL: Ethernet type of MAC ACL can't set value with a ~ f at Web. (It's Hex format at Web)

	21. ES3528MO-FLF-38-00227 --- Network Notice: CLI has SMTP command for clearing destination address but has none for clearing source

	22. ES3528MO-FLF-38-00228 --- ACL: ACE including Ethernet type can't be removed at Web.

	23. ES3528MO-FLF-38-00230 --- ACL: Ethernet Type Bit Mask of MAC ACL is decimal at Web but Hex at CLI.

	24. ES3528MO-FLF-38-00231 --- Line: After assigning invaild values to input boxes of Console & Telnet at Web, all values become 0.

	25. ES3528MO-FLF-38-00232 --- Diffserv: The "help" description is wrong of the WEB page.

	26. ES3528MO-FLF-38-00233 --- Clustering: EIT test fail in item 61.10

	27. ES3528MO-FLF-38-00234 --- cli: cluster "rcommand id"  should be <1-36>


V0.1.0.2
	1. ES3528MO-FLF-38-00027 --- MVR would forward multicast packets which belong to inactive MVR group.

	2. ES3528MO-FLF-38-00038 --- Broadcast Storm:BS control does not work at web.

	3. ES3528MO-FLF-38-00039 --- Broadcast Storm: Web shows wrong unit(packets/sec) but should correspond to CLI(K-bits/sec).

	4. ES3528MO-FLF-38-00041 --- Broadcast Storm: CLI has noted that interval of packet-rate is 64 K-bits, but CLI could accept any values.

	5. ES3528MO-FLF-38-00100 --- Diffserv: The Meter rate "bps" shall change to "kbps" of policy-map on the CLI mode.

	6. ES3528MO-FLF-38-00114 --- LACP:Some ports are shutdowned sometimes when DUT links over 16 ports.

	7. ES3528MO-FLF-38-00125 --- Network Notice:SMTP destination address would not accept Linux mail account at ver0.0.0.10 but it would at ver0.0.0.7.

	8. ES3528MO-FLF-38-00127 --- Rate Limit:Interval of RL(64k-bits) does not work for 10/100M ports.

	9. ES3528MO-FLF-38-00135 --- ProtocolVLAN doesn't work on the DUT.

	10. ES3528MO-FLF-38-00139 --- Diffserv:When user configuration incorrect meter rate, the description does not display prompt message.

	11. ES3528MO-FLF-38-00140 --- ACL:Ehernet Type of MAC ACL is decimal at Web but Hex at CLI.

	12. ES3528MO-FLF-38-00158 --- When mapping the Protocol vlan Group to vlan then web can't be accessed.

	13. ES3528MO-FLF-38-00164 --- ACL:The rules(228) do not correspond to expected values(100) under binding ports situation.

	14. ES3528MO-FLF-38-00169 --- IGMP Snooping:DUT does not support 256 groups.

	15. ES3528MO-FLF-38-00172 --- DiffservMIB:The "macAce" and "ipAce" does not support of Class-map element. these shall be removed on MIB browser.

	16. ES3528MO-FLF-38-00177 --- "prioPortQueueMode"  &  prioWrrPortWeight of MIB can't get any value

	17. ES3528MO-FLF-38-00178 --- SSH:When I use invalid username connect to DUT in Linux, this ssh session would query password.

	18. ES3528MO-FLF-38-00179 --- SSH:DUT would not stop the ssh session of Linux, when DUT received wrong password exceed default retries times.

	19. ES3528MO-FLF-38-00180 --- DHCP Snooping: After we enable DHCP Snooping, the DHCP-Request still is forwarded to all ports.

	20. ES3528MO-FLF-38-00181 --- System Test: After we inject multicast traffic over night, DUT show exception and Boot-ROM image destroying.

	21. ES3528MO-FLF-38-00182 --- System Test: After we inject multicast traffic and rebooting, DUT show exception and Ping session time out.

	22. ES3528MO-FLF-38-00183 --- IP Source Guard: We cannot use MIB to enable and showing IP Source Guard Mode.

	23. ES3528MO-FLF-38-00185 --- IP Source Guard: After we create static entry and enabling IP Source Guard, the Uni-cast traffic with source-IP is drop.

	24. ES3528MO-FLF-38-00186 --- IP Source Guard: After DUT learn dynamic entry and enabling IP Source Guard, PC cannot ping to DUT.

	25. ES3528MO-FLF-38-00187 --- cli: add SYS_CPNT_COS_CONTAIN_CLI_MAP_IP_PRECEDENCE for "map ip precedence"

	26. ES3528MO-FLF-38-00189 --- ACL:Web appears redundant symbols like "</fo" and "<script language="JavaScr" at ACL page.

	27. ES3528MO-FLF-38-00190 --- ACL:The rule works & unbinds incorrectly when SIP of extended IP ACL sets 0.0.0.0.

	28. ES3528MO-FLF-38-00194 --- Rate Limit:RL status is enabled with 100000 Kbps after Web assigns any invalid value.

	29. ES3528MO-FLF-38-00195 --- Remove the renumbering page on web.

	30. ES3528MO-FLF-38-00197 --- User can not map Protocol vlan Group to vlan on combo port.

	31. ES3528MO-FLF-38-00198 --- Port Trunk:Exception happens after a trunk name is filled with any strings through Web.

	32. ES3528MO-FLF-38-00199 --- Diag Internal lookback test failed

	33. ES3528MO-FLF-38-00200 --- led not work on 51/52 port for ES3552MO 4 combo ports project

	34. ES3528MO-FLF-38-00206 --- After DUT send 2 cluster request and member didn't response then  DUT would change the active member to inactive

	35. ES3528MO-FLF-38-00207 --- The request interval  of Cluster commander is incorrectly.

	36. ES3528MO-FLF-38-00208 --- Private-vlan can't be configured on the trunk from the CLI.

	37. ES3528MO-FLF-38-00209 --- When MVR receiver port received IGMP report which does not belong to MVR group ,DUT would not learn it .

	38. ES3528MO-FLF-38-00210 --- When DUT received the IGMP leave message ,DUT would not clean the multicast group from multicast table

	39. ES3528MO-FLF-38-00213 --- cluster: web would accept error cluster ip pool

	40. ES3528MO-FLF-38-00214 --- Diffserv: Remove IP Precedence of policy-map rule.

	41. ES3528MO-FLF-38-00219 --- SystemTest: After we enable trunk link between some DUTs, DUT learn the same address in different VLAN.


V0.1.0.0
	1. ES3528MO-FLF-38-00021 --- Configuration File: After we save running configuration and reboot DUT, all static address are removed.

	2. ES3528MO-FLF-38-00031 --- When Set console bulk rate to 38400 of PC, DUT would display error in the boot process.

	3. ES3528MO-FLF-38-00033 --- The Cluster Description of DUT display incorrect.

	4. ES3528MO-FLF-38-00044 --- MAC aging time is about between 2 times and 3.35 times of setting.

	5. ES3528MO-FLF-38-00056 --- DUT can’t learn mac addresses to 8k.

	6. ES3528MO-FLF-38-00068 --- LACP: A port both enables LACP & static trunk through web, but web connot remove the port from static trunk.

	7. ES3528MO-FLF-38-00071 --- NetworkMonitor: When we inject unicast packets to Port of low-speed, the Fragment counter is increased.

	8. ES3528MO-FLF-38-00080 --- Https: Web does not have “copy tftp https-cert” operation but CLI does.

	9. ES3528MO-FLF-38-00090 --- SNMPv3:SNMPv3: The object “snmpTargetAddrRowStatus” can’t create “informhost.192.168.255.252.accton”

	10. ES3528MO-FLF-38-00091 --- Private MIB show the product description incorrectly.

	11. ES3528MO-FLF-38-00101 --- ACL: CLI shows the error message after a port binding mac acl with packet format.

	12. ES3528MO-FLF-38-00102 --- ACL: Table of mac ACE is unregulated after web creates one.

	13. ES3528MO-FLF-38-00103 --- ACL: Web cannot remove any mac ACEs with Ethernet Type.

	14. ES3528MO-FLF-38-00104 --- ACL: Web would accept VID with space key.

	15. ES3528MO-FLF-38-00105 --- ACL: Web would accept ACL name with a space key but could not config any ACE to it.

	16. ES3528MO-FLF-38-00106 --- ACL: We suggest that after web chooses one of mac or IP ACL, another check list would block.

	17. ES3528MO-FLF-38-00107 --- ACL: Couse DUT does not support Egress ACL, web should remove Egress items.

	18. ES3528MO-FLF-38-00108 --- ACL: CLI does not have ACL mask command but Web does.

	19. ES3528MO-FLF-38-00109 --- ACL: Standard & extended IP ACL would accept unwell source IP.

	20. ES3528MO-FLF-38-00110 --- ACL: Web would accept [ToS/DSCP/protocol type/source&destination port/control flag] of extended IP ACL with "a" ~ "f".

	21. ES3528MO-FLF-38-00112 --- led did not initalize correctly

	22. ES3528MO-FLF-38-00119 --- Combination : DUT would ping timeout and Data will looping when set test enviroment as attachments

	23. ES3528MO-FLF-38-00124 --- Immediate leave doesn't take effect on all receiver-ports when we give "port range" of receiver-ports.

	24. ES3528MO-FLF-38-00126 --- Network Notice:Web shows "Failed to set Email source address." afetr web enables/disables SMTP.

	25. ES3528MO-FLF-38-00128 --- Rate Limit:Web appears redundant symbols like "</f" and "<".

	26. ES3528MO-FLF-38-00129 --- Rate Limit:We suggest that Web could note the RL range for different speed port.

	27. ES3528MO-FLF-38-00131 --- Q-Bridge:The object dot1qStaticUnicastAllowedToGoTo can't set value of port 9~port 28, when create a static unicast address.

	28. ES3528MO-FLF-38-00136 --- PrivateVLAN doesn't work on the DUT.

	29. ES3528MO-FLF-38-00137 --- UserAuth:DUT send out wrong user-password when user login by Radius server.

	30. ES3528MO-FLF-38-00141 --- ACL:Mac ACL with odd VID mask could not work well.

	31. ES3528MO-FLF-38-00142 --- ACL:CLI shows different range of VID bitmask from Web.

	32. ES3528MO-FLF-38-00143 --- IGMP Snooping:DUT sends 2 general queries(vlan1&vlan4093) at ver0.0.0.7 but sends only one(vlan1) at ver0.0.0.11.

	33. ES3528MO-FLF-38-00146 --- CLI has no command to configure MVR in the port-channel

	34. ES3528MO-FLF-38-00147 --- DHCP Option 82: When we enable Relay Option 82 Policy with keep mode, DUT does not keep exist information.

	35. ES3528MO-FLF-38-00148 --- IP Source Guard: When we use CLI to create one static entry, the configuration is wrong.

	36. ES3528MO-FLF-38-00149 --- IP Source Guard: The IP Source Guard Enable setting should be separate with DHCP-Snooping trusting setting on WEB.

	37. ES3528MO-FLF-38-00150 --- IP Source Guard: WEB should support static entry creating and removing.

	38. ES3528MO-FLF-38-00151 --- DHCP Snooping: The forwarded DHCP packet backs to PC again.

	39. ES3528MO-FLF-38-00152 --- DHCP Snooping: After we create dynamic entry, the configuration is wrong.

	40. ES3528MO-FLF-38-00153 --- DHCP Snooping: When DUT receive DHCP-Release with different SIP, it removes existing dynamic entry.

	41. ES3528MO-FLF-38-00155 --- Fast forwarding show incorrect value.

	42. ES3528MO-FLF-38-00156 --- IP Source Guard: When we enable IP source guard on port, DUT does not deny IP traffic.

	43. ES3528MO-FLF-38-00157 --- IP Source Guard: When DUT receive illegal SIP-MAC, it does not deny the packet.

	44. ES3528MO-FLF-38-00159 --- ACL:Max ACLs are only 32 rules but not 100.

	45. ES3528MO-FLF-38-00160 --- ACL:CLI cannot not reenter the ACL which been created to modify ACEs.

	46. ES3528MO-FLF-38-00165 --- CLI:NO form MSTP should be taken off

	47. ES3528MO-FLF-38-00166 --- SW_ SYS_L2CoreFeatures: When we send multicast packets between 3 DUTs, DUT show exception and data looping.

	48. ES3528MO-FLF-38-00167 --- making an universial image for MO projects

	49. ES3528MO-FLF-38-00168 --- LACP:Dynamic trunk1 disappears after web disables 100F of auto-negotiation form trunk1.

	50. ES3528MO-FLF-38-00170 --- MVR would not forward multicast packets

	51. ES3528MO-FLF-38-00174 --- Cluster member id in web interface is not matched the spec

	52. ES3528MO-FLF-38-00175 --- cli: no info to DHCP Snooping Information Policy

	53. ES3528MO-FLF-38-00176 --- DUT does not support ip precedence but would display the object on CLI.


V0.0.0.12
	1. ES3528MO-FLF-38-00145 --- Remove MSTP command return to support RSTP.


V0.0.0.11
	1. ES3528MO-FLF-38-00121 --- PortMirro: Giga-Port 27,28 cannot work.


V0.0.0.10
	1. ES3528MO-FLF-38-00002 --- Support MVR

	2. ES3528MO-FLF-38-00003 --- Support DHCP snooping

	3. ES3528MO-FLF-38-00004 --- Support IP clustering

	4. ES3528MO-FLF-38-00005 --- Support dynamic port security

	5. ES3528MO-FLF-38-00006 --- IGMP snooping new feature : Leave-Proxy and Immediate-Leave

	6. ES3528MO-FLF-38-00007 --- delete vlan failed when reboot

	7. ES3528MO-FLF-38-00008 --- Can't bind PCL on port 51 and port 52

	8. ES3528MO-FLF-38-00009 --- mini gibic detect failed

	9. ES3528MO-FLF-38-00011 --- Support DHCP option 82

	10. ES3528MO-FLF-38-00013 --- (QoS) Debug messages were displayed when using police command via cli.

	11. ES3528MO-FLF-38-00014 --- Implement WEB interface of cluster

	12. ES3528MO-FLF-38-00015 --- Modify the configuration of rate limit to be 64k-based in WEB and SNMP

	13. ES3528MO-FLF-38-00017 --- The class-map match command parameter explanation is incorrect.

	14. ES3528MO-FLF-38-00018 --- Enlarge cluster member from 16 to 32

	15. ES3528MO-FLF-38-00019 --- SNTP: We cannot create 5 SNTP Sever on DUT.

	16. ES3528MO-FLF-38-00020 --- Configuration File: After we download file from TFTP to running configuration, DUT show error message.

	17. ES3528MO-FLF-38-00022 --- Configuration File: After we copy the startup file to running configuration, DUT show error message.

	18. ES3528MO-FLF-38-00023 --- Configuration File: After we reboot the DUT, it always shows some error message.

	19. ES3528MO-FLF-38-00024 --- Port Mirror: After we disconnect the SFP port, port mirror is disabled automatically.

	20. ES3528MO-FLF-38-00025 --- SNTP: After we save running configuration, the time zone is reset to default.

	21. ES3528MO-FLF-38-00029 --- The receive port status of MVR would not change to inactive when join the port to the MVR vlan

	22. ES3528MO-FLF-38-00030 --- When warm reboot DUT ,DUT would show error message

	23. ES3528MO-FLF-38-00032 --- SNMPv3:The DUT tarp host  allow submit error value (-1) of UDP port number .

	24. ES3528MO-FLF-38-00034 --- LACP:Web sets port Admin key of LACP over 65535 could be acceptable.

	25. ES3528MO-FLF-38-00035 --- Network Notice:Web could accept Syslog host address with “192.168.300.1” but shows “192.168.44.1” after apply to it.

	26. ES3528MO-FLF-38-00036 --- Network Notice:Web could accept SMTP destination address with a “space key” but could not removed.

	27. ES3528MO-FLF-38-00037 --- Port Trunk:Web shows "data is invalid" after setting port config or trunk config.

	28. ES3528MO-FLF-38-00040 --- Broadcast Storm:CLI has noted that range of Giga port differs with 10/100 port, but web has not.

	29. ES3528MO-FLF-38-00042 --- 1000M LED is green in 10/100M.Power LED is not blinking when POST in progress.

	30. ES3528MO-FLF-38-00043 --- User can't set PVID,vlan port mode and Acceptable Frame Type from the web.

	31. ES3528MO-FLF-38-00045 --- DUT can't set sysName of SnmpV3

	32. ES3528MO-FLF-38-00047 --- When I change the cos-map to one  port ,DUT would copy the setting to every port.

	33. ES3528MO-FLF-38-00048 --- DUT can't change the weight  of cos

	34. ES3528MO-FLF-38-00049 --- Web doesn't have flowcontrol setting.

	35. ES3528MO-FLF-38-00051 --- SSHv2: The SSH does not command with "delete public-key"  of the CLI mode.

	36. ES3528MO-FLF-38-00053 --- DUT can't change the value of DSCP

	37. ES3528MO-FLF-38-00054 --- DUT support DSCP only, but MIB has object to configure which DUT not support.

	38. ES3528MO-FLF-38-00059 --- When we press add static address button on the static address page without inputting mac address,the port interface will lost

	39. ES3528MO-FLF-38-00060 --- Rate Limit:The range of RL is 64K ~ 100000/1000000K at CLI, but 1M ~ 100M/1000M at Web.

	40. ES3528MO-FLF-38-00061 --- Rate Limit:Unit of RL is k-bits at CLI, but Mbps at Web.

	41. ES3528MO-FLF-38-00065 --- Rate Limit:Web shows 998M after Giga port sets 999M, but CLI shows 998976K.

	42. ES3528MO-FLF-38-00069 --- Port security:DUT doesnt't send trap in trap mode when receiving unsecured MAC address.

	43. ES3528MO-FLF-38-00072 --- Networkmonitor:When we change the EvenType of Even entry to log, DUT does not produce any log in DUT.

	44. ES3528MO-FLF-38-00073 --- Q-Bridge:The dot1qStaticUnicastTable can't create static mac address.

	45. ES3528MO-FLF-38-00074 --- Network Notice:Web shows duplicate items after adding a Trap Managers of SNMP.

	46. ES3528MO-FLF-38-00075 --- Network Notice:Web would accept SNMP trap host with multicast address & 127.0.0.1.

	47. ES3528MO-FLF-38-00076 --- SNMP:When create trap communities name up to 32 chras on WEB, then DUT has heppen exception.

	48. ES3528MO-FLF-38-00077 --- Rate Limit:RL with Trunk Group does not work.

	49. ES3528MO-FLF-38-00078 --- Network Notice:Exception happens afetr CLI sets snmp trap regularly.

	50. ES3528MO-FLF-38-00082 --- Web doesn’t show radius server ip correctly and can not set multiple radius server.

	51. ES3528MO-FLF-38-00083 --- support IP source guard

	52. ES3528MO-FLF-38-00084 --- Remove internal loopback test in diag

	53. ES3528MO-FLF-38-00085 --- Diffserv:When "show policy-map interface 1/1?", it will display incorrect prompt on the CLI mode.

	54. ES3528MO-FLF-38-00086 --- SNMPv3:The lenghth of Engine ID does not match of the CLI, WEB and MIB browser.

	55. ES3528MO-FLF-38-00087 --- Packet lost of per port per vlan performance is too high.

	56. ES3528MO-FLF-38-00088 --- MVR : Receiver trunk port status is incorrect when the trunk member was a normal receiver port.

	57. ES3528MO-FLF-38-00089 --- Support DHCP snooping WEB configuration

	58. ES3528MO-FLF-38-00092 --- Private MIB show the staPortFastForward and staPortLongAdminPathCost incorrectly.

	59. ES3528MO-FLF-38-00093 --- IGMP snooping:Exception happens after web assigns version of IGMP snooping with 2 space keys.

	60. ES3528MO-FLF-38-00095 --- SNMPv3:DUT would show snmp remote-user "informUser1" continuous when I "show running-configure", then it can't be saved.

	61. ES3528MO-FLF-38-00097 --- Diffserv:The DiffservMgt MIB have IPv6 description/vlaue.

	62. ES3528MO-FLF-38-00098 --- User can't configure port configuration from the web.

	63. ES3528MO-FLF-38-00099 --- Diffserv:The Meter rate "1-10000000" shall change to "1-100000" of policy-map on the CLI mode.

	64. ES3528MO-FLF-38-00111 --- ACL:CLI creates empty ACLs over 32 counts but only shows 32 counts.

	65. ES3528MO-FLF-38-00112 --- led did not initalize correctly

	66. ES3528MO-FLF-38-00113 --- XSTP Enhancement: BPDU flooding to the VLAN

	67. ES3528MO-FLF-38-00115 --- Reduce the max number of MSTP instances to 8

	68. ES3528MO-FLF-38-00116 --- Support IGMP group upto 256 


V0.0.0.7
	1. First version for NTC testing


modifications:
V1.2.0.0
	37. ES3528MO-FLF-38-00346 --- ES3528M - MAC addresses age out on a port with Port Security enabled

	38. ES3528MO-FLF-38-00347 --- DOT1X: Support MAC-based auth

	39. ES3528MO-FLF-38-00350 --- (New Feature) MAC-based VLAN

	40. ES3528MO-FLF-38-00351 --- STP auto edge port

	41. ES3528MO-FLF-38-00357 --- (New Feature) IP subnet-based VLAN

	42. ES3528MO-FLF-38-00370 --- ACL: enhance to support "per port" mode to large  used rules

	43. ES3528MO-FLF-38-00382 --- Xfer: support FTP download

	44. ES3528MO-FLF-38-00387 --- porting ATC

	45. ES3528MO-FLF-38-00388 --- Porting BPDU filter and BPDU guard

	46. ES3528MO-FLF-38-00403 --- [Enhancement] Support VLAN Mirror

	47. ES3528MO-FLF-38-00415 --- CLI:Support "show tech-support" cmd

	48. ES3528MO-FLF-38-00416 --- Security: Support MAC-filter feature

	49. ES3528MO-FLF-38-00422 --- Web: support Http download.

	50. ES3528MO-FLF-38-00424 --- Security: Support link-detection feature

	51. ES3528MO-FLF-38-00438 --- New Feature DAI: Support new feature dynamic arp inspection

	52. ES3528MO-FLF-38-00442 --- support new feature802.3ah  OAM

	53. ES3528MO-FLF-38-00444 --- (New Feature) sFlow

	54. ES3528MO-FLF-38-00445 --- New function Sys_Reload add

	55. ES3528MO-FLF-38-00447 --- Enlarge the max number of ACL from 32 to 64

	56. ES3528MO-FLF-38-00448 --- Security: support dynamic qos (802.1p)

	57. ES3528MO-FLF-38-00449 --- [New Feature] MAC-Based Mirror

	58. ES3528MO-FLF-38-00451 --- Security: support dynamic qos (rate-limit)

	59. ES3528MO-FLF-38-00455 --- Dynamic QoS: support diffserv

	60. ES3552MO-FLF-38-00148 --- Support TFTP download loader and diag

	61. ES3552MO-FLF-38-00243 --- enhance the spanning tree loopback detection

	62. ES3552MO-FLF-38-00249 --- sysTime: Modify CLI commands and add mibs (timezone-predefined and summer-time)

	63. ES3552MO-FLF-38-00250 --- ACL: Implement IPv6 ACL

	64. ES3552MO-FLF-38-00255 --- Support forced 1000base T

	65. ES3552MO-FLF-38-00261 --- Support "debug spanning-tree" on CLI

	66. ES3552MO-FLF-38-00264 --- Support TFTP download into diag

	67. ES3552MO-FLF-38-00251 --- [New Feature] Multiple Session of Private VLAN

	68. ES3552MO-FLF-17-00024 --- [New Feature] Dynamic Provision via DHCP


V1.1.2.1
	1. Support 1K rules of ACL 
     Mixed mode: 1024 rules

Extended mode: 500 rules

	2. Enlarge IP source guard entry from 5 to 16 


V1.1.0.0
	1. Enhance BPDU forwarding
- Add one more option to let user select BPDU flooding to-all or to-vlan when STP diasabled.

	2. Enable CFGDB

	3. ES3552MO-FLF-38-00221 --- Enlarge the max length of username/password from 8 to 32

	4. ES3552MO-FLF-38-00222 --- Enlarge the max length of VLAN name from 32 to 128

	5. Deferred reload and download part of configuration via TFTP/RCP

	6. Support "Store DHCP Snooping Binding Entry to Flash" function

	7. Support LLDP-MED

	8. Support Cluster WEB access from command to member


V1.0.1.5
	1. Support MAC authentication

	2. Support WEB authentication

	3. Support 802.1X TLS/TTLS/PEAP

	4. Support 100FX SFP via CLI command

	5. Set UPnP device default state to disable


V1.0.1.2
	1. Support voice VLAN

	2. Support auto VLAN assignment via 802.1X

	3. Support 802.1X with guest VLAN

	4. Enlarge string length of login username and password to 16

	5. Enlarge TFTP download buffer to 4.5M

	6. show memory

	7. show mac-address-table count


V1.0.1.0
	1. Support UPnP(CLI/WEB/SNMP)

	2. Support show memory

	3. Support banner


V1.0.0.10
	1. Support MSTP (8 instances)

	2. Support NTP

	3. 802.1X with VLAN assignment

	4. 802.1X with guest VLAN

	5. IGMPv3 snooping

	6. QinQ

	7. GVRP

	8. LLDP

	9. UPnP(CLI only)

	10. show CPU usage

	11. BPDU forwarding when STP disabled

	12. AAA for RADIUS/TACACS+

	13. 3rd level command


V1.0.0.9
	1. Support IGMP Filtering and throttling


V0.1.0.0
	1. Universal image for 2 Giga + 2 Combo and 4 combo ports of 28MO


V0.0.0.12
	1. Boll back spanning-tree support to RSTP


V0.0.0.10
	1. Support MSTP (configuration ready, but function can’t work well)

	2. Support DHCP option 82

	3. Support IP source guard

	4. Change supported SNTP servers from 5 to 3.

	5. Change supported IGMP groups from 64 to 256.

	6. Change supported cluster members from 16 to 36

	7. Change supported ACL rules from 256 to 100


Known Bugs and Issues:
	1. ES3528MO-FLF-38-00081 --- Throughput: DUT lost many packets with jumbo frame in many-to-one test.

	2. ES3528MO-FLF-38-00094 --- Diffserv: When transmitting packets with frame size is 1518, the receiving ratio 16:84 round.

	3. ES3528MO-FLF-38-00122 --- Link/Act LED of combo port is green in 10/100M.Link/Act LED of giga port is always off.

	4. ES3528MO-FLF-38-00133 --- L2Switch:If speed-duplex of Port27-28 is in force mode and the link status always show up.

	5. ES3528MO-FLF-38-00205 --- Latency will be high if latency test include 25-28 port.

	6. ES3528MO-FLF-38-00218 --- SystemTest: WWhen we get the SNMP-Walk to DUT, the uni-cast packets are flooded to all ports.

	7. ES3528MO-FLF-38-00228 --- ACL: ACE including Ethernet type can't be removed at Web.

	8. ES3528MO-FLF-38-00250 --- MVR: When we use MIB to check the group status, it always is 0.

	9. ES3528MO-FLF-38-00258 --- SNMPv3: The caution message of Engine ID shall modify length "10 to 64 octects" on WEB browser.

	10. ES3528MO-FLF-38-00268 --- CoS: Packets lost happens(10%) at Designated Bridge when setting strict mode to Root DUT.

	11. ES3528MO-FLF-38-00281 --- WEB: Help page shall modify description from WEB browser.

	12. ES3528MO-FLF-38-00282 --- Generic_SmartSWSystem: packets would flood in the mvr system test

	13. ES3528MO-FLF-38-00284 --- RateLimit:If a port pair send bi-direction packets,the port pair receiving rate will decrease.

	14. ES3528MO-FLF-38-00285 --- port mirror: There are 3 frams loss received on IXIA 3 and IXIA 1(mirroring port ) when transmit packet from IXIA 2 to IXIZA

	15. ES3528MO-FLF-38-00291 --- IQT#008: In the interface configuration mode,spanning-tree p? , is unrecognized.

	16. ES3528MO-FLF-38-00294 --- ES3528M DHCP snooping binding table question-38-2007-01-14

	17. ES3528MO-FLF-38-00313 --- GVRP: After disable GVRP, the vlan learned on the alternate port will not leave

	18. ES3528MO-FLF-38-00324 --- ES3528M issue (rate limiting)

	19. ES3528MO-FLF-38-00342 --- Test#1 QinQ and DSCP problem

	20. ES3528MO-FLF-38-00362 --- When execute "copy startup running" via CLI, it will appear LLDP task exception

	21. ES3528MO-FLF-38-00369 --- LLDP:the link aggregation information of IEEE 802.3 Organizationally Specific TLVs is not correct

	22. ES3528MO-FLF-38-00371 --- Type error in switch.

	23. ES3528MO-FLF-38-00386 --- switch can't recongize leave packet with Source ip =0.0.0.0

	24. ES3528MO-FLF-38-00393 --- MR2326: ip route default problem

	25. ES3528MO-FLF-38-00401 --- UserAuth: 19.7 Authentication Enable Testing

	26. ES3528MO-FLF-38-00407 --- L2Switch:DUT can't learn mac addresses to 8k(loss much)

	27. ES3528MO-FLF-38-00443 --- ES3528M SMC6128L2 issue at half duplex

	28. ES3528MO-FLF-38-00456 --- 8021x:MAC filtered is failed when ports change to Multi-Host mode non-configured "Max Count" in authorized state.

	29. ES3528MO-FLF-38-00457 --- ES3528M:IGMP _leave_is _disturbing_mcast_streams_on_other_ports

	30. ES3528MO-FLF-38-00458 --- Typo error

	31. ES3528MO-FLF-38-00461 --- ES3528M: management freezing

	32. ES3528MO-FLF-38-00462 --- typo error

	33. ES3552MO-FLF-38-00001 --- Latency: The DUT will occur packet loss about 0.001%-0.3% with 100F/1000F mode

	34. ES3552MO-FLF-38-00002 --- Fully: The DUT will occur packet loss about 0.001-1.2% with 10F/100F mode when test fully meshed

	35. ES3552MO-FLF-38-00003 --- Partially: The DUT will occur packet loss about 0.05-0.25% with 10F/100F mode when test Partially meshed

	36. ES3552MO-FLF-38-00083 --- On-line Help: On-line Help needs to be modified.

	37. ES3552MO-FLF-38-00087 --- L2switch: the mac address table is not matched the spec 8192

	38. ES3552MO-FLF-38-00124 --- Diffserv: The Policy Rule Settings table at Web is irregular after user assigns some values

	39. ES3552MO-FLF-38-00141 --- L2Switch:After Port49-52 link up with back pressure then link down,DUT still show back pressure

	40. ES3552MO-FLF-38-00144 --- RADIUS ACCOUNTING: sometimes there is a error message display in CLI see attached file

	41. ES3552MO-FLF-38-00195 --- L2 switch :The DUT can't learn the MAC address up to the maximum size.

	42. ES3552MO-FLF-38-00218 --- Throughput: The DUT will occur packet loss about 1%-20% in 10F/1G mode

	43. ES3552MO-FLF-38-00219 --- SmartSWSystem:After we shutdown and enable trunk, clients cannot receive all multicast groups

	44. ES3552MO-FLF-38-00231 --- LLDP:  We cannot show the detail remote-port information from CLI and WEB

	45. ES3552MO-FLF-38-00233 --- SmartSWSystem: After we disconnect LACP trunk and getting SNMP-Walk continuously, some uni-cast packets flooded and multicast

	46. ES3552MO-FLF-38-00234 --- config: sometimes the DUT was hang up after download file with max config to running config

	47. ES3552MO-FLF-38-00237 --- L2:the IXIA 1 can't receive pause packet form the DUT

	48. ES3552MO-FLF-38-00259 --- L2Switch:The MAC address table size has only 7781

	49. ES3552MO-FLF-38-00266 --- SmartSWSystem:  DUT cannot learn all dynamic VLANs from LACP trunk.

	50. ES3552MO-FLF-38-00267 --- 802.1Q:can't assign port trunk to join vlan via web UI.

	51. ES3552MO-FLF-38-00268 --- basic accounting attribute:the ACC-Authentic-Value display not properly

	52. ES3552MO-FLF-38-00269 --- SmartSWSystem:  DUT cannot learn all dynamic VLANs from LACP trunk

	53. ES3552MO-FLF-38-00271 --- The dhcp request packet will flood to all trust port


Any other problems than those listed above should be reported to our Technical Support Staff.

Known RESTRICITIONS AND Limitations:
	1. Rate limit: RL with Trunk Group does not work. (Marvell SDK does not provide API for Trunk Group to set Rate limit configuration)

	2. Image older than V1.0.1.1 only supports TFTP download buffer 3.5M. If you want to use running image (older than V1.0.1.1) to TFTP download image that size is large than 3.5M, you need to update image to V1.0.1.1 then use V1.0.1.1 to download image.

	3. A fast ethernet port may get to lockup while it is egress rate limiting and operating in half duplex mode.
     When changing the capability to half mode and setting the rate limit output in a un-link up port, the other ports can still work well in the same Opal.

If we send packets to the port which sets rate limit output and capability = half, then the packet forwarding fail. The same problem will happen in other ports in the same Opal.

In Marvell 88E6095 A3 Release Notes (“known issue of chip.pdf”):

[CQ855] Egress Rate Shaping should not be used with Half-Duplex Ports 
Description: When Egress Rate shaping is enabled on a half-duplex port, the switch may stop functioning correctly. A possible symptom is all ports’ links going down and then back up again.

Work around: Don’t enable Egress Rate Shaping on any half-duplex ports.

      Plan: A fix nay be implemented in a future revision of the device. (E.X. 88E6097)

	4. A fast ethernet port may get to lockup while it is operating in half duplex mode (observed non-zero LateCollisions).
In Marvell 88E6095 A3 Release Notes (“known issue of chip.pdf”): 
3.14
[CQ1129] Duplex Mismatch May Cause Port to Lockup 
Description: An 88E6092/88E6095/88E6095F Rev A3 port that experiences a duplex mismatch, where the device’s port is in half-duplex mode and the port’s link partner is in full-duplex mode, might eventually cause the port to lockup (stop transmitting). The lockup will not necessarily occur, depending on traffic pattern (frame size, burst, frames modifications etc.).

If the port locks up, the only way to release the port is to reset the Queue Controller and internal state machines. This is done by applying SW reset.

Note: The problem exists only in Fast Ethernet ports (FE Ports 0 to 7).

Plan: A fix may be implemented in a future revision of the device. (E.X. 88E6097)


IEEE Standards Support:
	Standard
	Title

	IEEE 802.1D
	Transparent Bridging Specifications (ISO/IEC 10038)

	IEEE 802.1p
	Traffic Class Expediting and Dynamic Multicast Filtering

	IEEE 802.1Q
	Virtual Bridged Local Area Networks

	IEEE 802.1w
	Rapid Spanning Tree

	IEEE 802.2
	Local Area Networks, Logical Link Control (LLC)

	IEEE 802.3
	CSMA/CD 9 (ISO/IEC 8802-3)

	IEEE 802.3I
	10Base-T (ISO/IEC 8802-3, clause 14)

	IEEE 802.3u
	100Base-TX (ISO/IEC 8802-3, clause 25)

	IEEE 802.3x
	Flow Control

	IEEE 802.3z
	1000Base-SX, 1000Base-LX

	IEEE 802.3ab
	1000Base-TX

	IEEE 802.3ac
	VLAN Tag

	IEEE 802.3ad
	Link Aggregation

	IEEE 802.1X
	Port-based Network Access Control


IETF Standards MIB Support:
	RFC No.
	Title
	Groups Supported

	1907
	SNMPv2-MIB (MIB II)
	- system group ( 1-9)

- snmp group (1-6, 8-22, 24-32)

	2011
	IP-MIB (MIB-II)
	- ip group (1-20, 22-23)
- icmp group (1-26)

	2012
	TCP-MIB (MIB-II)
	- tcp group (1-15) (tcpConnTable only support read.)

	2013
	UDP-MIB (MIB-II)
	- udp group (1-5)

	IEEE

802.1X MIB
	IEEE8021-PAE-MIB
	- dot1xPaeSystem (1-2)

- dot1xPaeAuthenticator (1-3) (not support per-port timer setting)

	1493
	Bridge MIB
	- dot1dBase group (1-4)
- dot1dStp group (1-15)
- dot1dTp group (1-4)
- dot1dStatic group (1)

	2863
	Interfaces Evolution MIB (IF-MIB)


	- interface group (1-2) (ifadminStatus not support set to 3(testing))

- ifXTable group (1)
- ifStackTable group (1) (support read-only)

	2819
	RMON MIB
	- statistics group (1)
- history group (1-2)
- alarm group (1)
- event group (1-2)

	2618
	RADIUS MIB
	- radiusAuthClientMIB (1)

	2665
	Etherlike MIB
	- dot3StatsTable group (1-19)

	2737
	Entity MIB
	- entityPhysical group (1-16) (support read-only)

	2674
	P-bridge
	- dot1dExtBase group (1-4)
- dot1dPriority group (1,3) 
- dot1dGarp group (1)

	2674
	Q-bridge
	- dot1qBase group (1-5)
- dot1qTp group (1-2)
- dot1qStatic group(1)
- dot1qVlan (1-5) (9-10)


ES3526XA Private Enterprise MIB Support:
	Title
	Version

	ES3528MO.mib
	20060915001


SNMP Trap Support:
	RFC No.
	Title

	RFC 1215
	ColdStart (v1)
warmStart (v1)
linkDown  (v1)
linkUp    (v1)
authenticationFailure (v1)

	Rfc 1907
	coldStart (v2c)
warmStart (v2c)
authenticationFailure (v2c)

	Rfc 2863
	linkDown  (v2c)
linkUp    (v2c)

	RFC 1493
	newRoot (v1)
topologyChange (v1)

	Rfc 1757
	risingAlarm (v1)

fallingAlarm (v1)

	RFC 2819
	risingAlarm (v2c)
fallingAlarm (v2c)


Customer Support:
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